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RFC 2535 Domain Name System Security
-xtensions
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2001

® Key handling iIn RFC 2535 Is causing

operational problems that will make
deployment impossible.

® [he Delegation Signer resource record Is
p”oposed to solve the problems. [t only exists
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2003

BIND9 snapshots appear that support what Is
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now known as DNSSEC-bis
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2005

® [he DNSSEC-bis RFCs are publishea
o RFC 4033: DNS Security Introduction and Requirements

® RFC 4034: Resource Records for the DNS Security

Extensions

ot A X » )
) 2 = =" g y y L ~ g R | N ..
- ~. Pe &8 h :. -- ..c{ g “ :n.;:’ ': " D" '\;‘. y f7.“?.'.‘-.' Q fb‘_’ﬁ_ ‘/.I.\l' -

Friday, October 22, 2010



2006

SC launches their Domain Lookaside Validation
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2008

o (/ (Czech Republic) i1s signed

® RFC 5155: DNS Seguritfy (DNSSEC) Hashed
Authenticated Denial of Existence

o New RR type: NSEC3

® Solves zone enumeration
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2009

® |[ANA launches the [TAR
® GOV is signhed
® [irst major use of NSEC3
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1 he Project

A cooperation between ICANN & VeriSign
with support from the U.S. DoC NTIA
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Roles and
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[CANN

IANA Functions Operator

® Manages the Key Signing Key (KSK)

® Accepts DS records from LD operators
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o VenF es and processes request
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DoC NTIA

U.S. Department of Commerce
National Telecommunications and Information Administration

® Authorizes changes to the root zone

® S records

o Key Slgmng Keys
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VeriSign

Root Zone Maintainer

® Manages the Zone Signing Key (£5K)

® |ncorporates NTIA-authorized changes
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[ he guiding principle
behind the design Is that
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[ransparency
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Audited

 Processes and procedures should
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High Security

Root system should meet aII NIST
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Community Involvement

- lrusted representatives from the community are
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Approach to Protecting
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Tier 4
Key Ceremony Room
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Tier 5
Safe Room
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Physical Security
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Physical Security
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Enforced

Dual Occupancy

Separation of Duties
External Monitoring

L

Video Survelllance
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|[CANN Staff Roles

Roles related KSK Ceremonies can be summarized as ;
Ceremony Administrator (CA) Is the staff member who runs
the ceremony.

Internal Witness (IW) 1s the ICANN staff witnessing and

recording the ceremony and exceptions If any.
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DONSSEC Practice Statement

® States the practices and provisions that are
employed In root zone signing and zone
distribution services

® [ssuing, managing, changing and distributing
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Audrting & lransparency

® [hird-party auditors check that ICANN
operates as described in the DPS

® Other external witness may also attend the

.
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[Trusted Community
Representatives ([ CRs)

® Have an active roll in the management of the
SK

® 35 Crypto Officers needed to activate the
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® Have physical keys to safe deposit boxes holding
smartcards that activate the HSM
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- ® ICANN cannot generate new key orsign Z5K
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® Have smartcards holding pieces (M-of-N) of the key
used to encrypt the KSK inside the HSM
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CO Backup RKSH

Christopher Griffiths, US Sevil Woc?ding,TT
Alain Aina, B] "abian Arbogast, TZ Dan Kaminsky, Us
ohn Curran, US Jiankang Yao, CN
. J\Iicolas Antoniello, UY Moussa Gugbre, BF
Qlnelane Rudolph Daniel, UK Norm Ritchie, CA
Sarmad Hussain, PK Ondrej Sury, CZ
Fklund Lowinder; SE Olafur Gudmundsson, IS Paul Kane, UK
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Split keys

® [he Zone Signing Key (Z5K) I1s used to sign
the zone

® [he Key Signing Key (K5K) Is used to sign the
/SK
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Key Signing Key

® K5K i1s 2048-bit RSA
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Zone Signing Key

® /5K s [024-bit RSA

® Rolled once a quarter (four times per
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Signature Validity

® DNSKEY-covering RRSIG (by KSK) validity |5
days
® new signatures published every |0 days
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Key Ceremonies

® Key Generation

® (Generation of new KSK
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Root [rust Anchor

® Published on a web site by ICANN as

® XML-wrapped and plain DS record
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Goals

® Deploy a signed root zone
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D

eploy Incrementally

® [he goal was to leave the client population
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DONSES untll the |mpact of those large




DURZ

Deploy conservatively

® |t |s the root zone, after all

® Prevent a community of validators from
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DURZ

® "Deliberately Unvalidatable Root Zone”

® Sion RRSets with keys that are not published In
the zone (but with matching keytag...)

~ ® Publish keys in the zone which are not used, and
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lesting

® A prerequisite for this plan was a captive test
of the deployment

® [est Wldely deployed resolvers vvlth
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Deploy Incrementally

2/ January

|0 February

March 3rd
, March 22nd e
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Woales
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Project VWeb Page

® http://www.root-dnssec.org

® Status updates
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Communication

Reaching the technical audiences via mailing
ists and other means, such as showing up In
berson to make presentations
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Milestones
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2009

® August

® Project to sign the root formally
announced

® (October
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2010

® |anuary through May

® |ncremental roll-out of the DURZ to the
root servers

® |une
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2010

® July

® Second ceremony in Los Angeles,
California

® Key material from the first ceremony replicated and
Jrelgsle
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Root DNSSEC Design Team

Joe Abley
Mehmet Akcin
David Blacka
David Conrad

Rlchard Lamb




| he root Is signed
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ARPA

e ARPA Is signed since March

e Keys currently managed by Verisign, will
change to a joint model like the root

e E164.ARPA signed by RIPE NCC since 2007
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DS Submission

D operators can submit

DS records to the

IANA for inclusion in the root zone

* |nstructions
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http://www.iana.org/procedures/root-dnssec-records.html
http://www.iana.org/procedures/root-dnssec-records.html
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Secured delegations

As of the start of this week the root zone
contains 4| secured delegations
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Start your validators!

e [he trust anchor is available at
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Next KSK Ceremony

* [he next ceremony will take place in Culpeper,
VA on 2010 November |-2

e Detalled schedule can be found at

e http://dns.icann.org/ksk/ceremony/
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Questions!?
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