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* Arabic Script Major Issues
* Confusing Similar Characters

* Proposed solution

— Characteristics

— Language-level required tables
— Language-level required tables
— Language-level operation

= Conclusion
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= The 2" most widely used alphabetic writing
system in the world

= Used by many languages such as:
— Persian, Urdu, Turkish, Kurdish, Pashto, Jawi, ...

=Source: http:/ /en.wikipedia.org/wiki/ Arabic_script
Sa
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mput[0] = U+0637
mput[1] = U+0628
mput[2] = U+0644

mput[0] = U+0637
mput[1] =U+200c
mput[2] = U+0628
mput[3] = U+0644

-

Andy
-

" w

dnir
- l’a

% 3
£y Y S )
R VR,

“g‘*
°
L3 Y

1.European digits
2 Arabic-Indic digits
3.Eastern Arabic-Indic digits

bidirectional
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Combining Marks
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¢ + ] = E~--C is confusing with i
U+0649 U+0654 U+0649 U+0654 U+0626
Description: Alef Maksura + Hamza Above <= Yeh With Hamza Above
Comments:

This is a Unicode confusable!

¢ + = x2S is confusing with E~-¢
U+0Gee U+0654 U+06ec U+0654 U+0626
Description: Farsi Yeh + Hamza Above <> Yeh With Hamza Above
Comments:

This is Unicode confusable!
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* There are a number of groups i
of characters that have the —‘;s
1 [Unicode (U+) : U+06CC , U+0644 , U+06A9

same shapes (Homoglyph). O
—_ eg. Kaf, Heh, Yeh, Alef . groups Now see where this domain will go : S.com

reached (see point 2)

il 2008 il be avaiable soon] |
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d 2 \]Aqdaslgmums m/

|Arabic Label (U-Label) : ‘.’Js

2 [Unicode (U+) : U+0643, U+0644, U+0649

input[O] = U+06a9 input[O] = U+0643 ASCII Label (A-Label) : xn-—fhbop.com
input[1] = U+0644 input[1] = U+0644
input[2] = U+06cc input[2] = U+0649

Now see where this domain will go : K.com

d registraion (particularly with Arabic Scripf) is a good ground for phishing
es in general and language communiies ( that use Arabic script) in particular to work together in finding
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Control

Return
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Control
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Contusing L 3
= Security issues (stability, trust,...) e.g. phlshmg
— Some should be addressed at language level first

* Input devices (keyboards) are based on languages

= Not all Arabic-script languages are ready:
— Not widely/commonly used
— Language community are not ready
— Hard to make decisions on behave of other language communities
— Pressure to start with ready languages

* Many problems have been escalated from the protocol to
be handled by the registry (e.g. variants, bundling ..etc)

= ... and yet has to provide a simple and transparent
registration services
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» Assume there are 4 variants to letter (<)
BV-NE. SV-WP SV-9Y BV-%7°
oD SN DoND BV V.
SRV S0l VRV 2oy
.Bo.,\g >0 .,\3.30 D00
16 possible ways to write #3287
Only 4 are confusingly similar (25%)
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= It is expected that some domains will have a large
number of variants, e.g.:

— There are 16,384 possible variants to write the domain
i a glaal) Al gmc Ny -Ai

Q. How to know if a variant of a domain name has been registered?

Store all
variants | Store only a

master key




Characteristics of the Proposed 4

= Work for both ccTLDs and gTLDs

= Easy and fast to be deploy by any registry

» Extendable to allow for adding new
languages as they become ready

= Simple and Transparent for end users

— Do not annoy/confuse end users with
technical / special

— Regular users should be able to register whatever
they can type using available keyboards
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"Registry-Level Approach

Language
Table

Confusability
Safeguard

(Language)

\

Master-Key
Algorithm

(Script-wide
Variants)

A master-key code

=]t gives the registrant the control (to
register or block) on the valid list of
variants domain names.

Sa



o "r

g S -'_iﬂ.:’;-i =
= Language Table (LT)

— A set of code points (Base characters) to be used by a registry for
registering IDN domains in the corresponding language.

— LT can have Alphabetical, Numbers and Separators (Hyphens, Dots)

» Variant Table (VT)

— A table that records all relations of the LT characters with other
characters across the script.

— Each relation is defined depending on its similarity either:

* Exact similarity: refers to identically look between base character and another
character (e.g. exact match/mirror image).

* Typo similarity: refers to almost look between base character other character (e.g.
typo/style match).

— Consists of a list of records, each record contains:
* Base character (from LT),
* List of other characters (variants) with:
- A set of positions of similarity [Beginning , Medial, Final, Isolated],

- Relation type (Exact, Typo)
1Sa



F'f.l 4 ﬂ*'_ o s

= Typo Variants » Exact Variants
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Done for each base character in the Language Table (LT)

List all possible shapes for the basic . S INPE P
character

Search for all its variants from the rest
of the Arabic script AR EAE

Then compare the basic character with
its variants in all possible positions.

Find all similarity position(s).

Record the similarity (type & position)

1Sa



A base character from LT
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\ | . . .
\ / - IR
~ 7/
i A A | A
0641
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// * N
QY vy
, , X )
\\~’, S S| 22
06A7
QAF WITH DOT

ABGVE

'Compare

A vvariant character from script

Exact

Typo
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49
50
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Q63 6;
O637;
A6385;
a639;

O641: OGALT(FI:T), OGAT(EM:E)

0641 ;

0647 (FI:T), O6L7(EM:E)

0643 ;
0644 ;
0&645;
0&646;
o647 ;
0645 ;
0649 ;
O&644;
a&aa0;

0649 (FI:T), OGAS(EM:E), OGALL(EMFI:T)

O6EL (EM:E)

OGEE (M:E), OGEBE(EFI:T), 0O6C1{I:E), O6C1(MF:T), O&DS(FI:E)
O6CD (FI:T), O6DZ(FI:T)

O67E (EMFI:T), O6DO(EMFI:T)
0030 (EMFI:T)
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Registry-level Required Tabln N

= Language Tables (one for every supported language)

— Users can only register domains using base characters from only
one language table.

* Group Variant Table (GVT):

— Generated from variant tables..

# r-&

e Jt combines all VTs into one
table that group all base
characters with all relations
across script.

* Each variant list will be
assigned to a unique group key
(master key) that identify that
group and will be used for
generating the Master Key. -

GVI 1sa




Registry-level Tables -
Generating Group Variant Table 2e

GVT:
= G1B; 0643(Q), 06A9(Q), D6AA(Q), DBASR0643(E), DBAAROGA3(T)
GIM;0643(Q), 06A9(Q), DBAA(Q), OBAIROE43(E), 0BAARDBA3(T)
0643; DEAQ(FLT), OBAS(EM:E), OBAABMFL:T) G1F; 0643(Q), 0BA(Q), OBAA(Q), OBASR0643(T), OBAALDBA3(T)
Language 1 0644: — | GII; 0643(Q), 0BAS(Q), DBAAIQ), DBAIR0643(T), DBAARDE43(T)
ol G2B; 0644(Q)

G2M;0644(Q)
G2F; 0544(Q)
o y G2I; 0544(3)
T
GVT

CVT
Language 2
VT L
-
» MK| Variant List
Language #
VT L
T BaseChar(CVT)= U BaseChar(VTi)
LT : Language Table
VT: Variant Table MK: Master Key
GVT: Group Variant Table CVT: Combained Variant Table
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Example: Group Variant Table

-'

‘3-“..
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OV giiﬂf

<KEY>; [<Char_hex> ’7(66<pos>’7:Q)’7 (66,’7

| £)]* [<char_hex1>"&”<char_hex2>"&” (“<pos>:<rel>")” (“,” | £)]*

177 31 083 A (O
178 GA1EFn: UE3A (0
e 31 1n: 0634 (0
180 2B 064l (Q),
181 32 o0ed4l (Q),
182 CAZF o uedl (Q),
L83 32 L:- 0684l (),
184 3B 0642 (Q)
185 CAIMN 06842 (Q)

Relations for

variant

DELT[Q),EDELTEDEQIEEI
0847 (Q) ;] 06A7&0641 [E)
DBA7 (0Q) /! OBA7E0E41 [T)
0647 (Q), ) DEATE0E21 [ T)

Keys are used for
Querying GVT

Sa



Check if the input string follows certain language
(using LT).

Identify the position for each character depending
on language properties (UNICODE Standard).

Cenerate Master key by taking every code from
(step 3) and do simple lookup in GVT.

- check if characters VES
8,8 —— R partof Ianguage]@g’ o3, 00 ]—F 0643(8:Q), 0631(MQ), 0629(1:Q) ]
lNO l Generate Master key

using QYT

GVT Key fGISES,GBM,GlDI ]




= Find all Exact strings using Master Key for
activation purpose.

Master Key Use Master key to
reversal lookup and

G15B, G13M, G131 find all possible

characters (Query
relation)

Arabic Persian Urdu
U+0643, U+06A9, U+06A9,
U+0631, U+0631, U+0631,
U+0629 U+0629 U+06C3

58 5 8 58 en
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* Lookup process (whois)
— Check domain syntax under any supported language using LTs.
— Check if the same domain is available or not.
— If it is found return the unavailable/whois-information; otherwise continue
— Get the master- key for the domain (based on GVT)
— Check if the master- key was registered before or not

— If master- key is found return unavailable/whois-information; otherwise
return domain is available

= Registration process:
— Registrant should select one of supported languages and a domain (U-Label)
— Registry should accept inputs based on the selected language table

— If domain name can be registered (available based on Lookup process ) then
register the domain

= Activation process (enable exact variants)

— Original Registrant can activate any exact variant from the registered
domain’s Master Key.

— List possible Exact variants that can be typed using one of the LT without
intermingling between them

— Activate one/many of Exact variants (if not activated before)

Sa



For every key with Q in the
new GVT which also exists
in the old GVT, merge the

2 variant lists together.

Add the remaining keys of
the new GVT at the end of
old GVT keys.

Failed Merge

Keys appear in Successful Merge

different GVT keys Keys don’t appear in

different GVT keys

Cure:

Regenerate old GVT using existing VT's including the new VTs.
Then regenerate all old Master keys using new GVT! *S a




= We tried to have a prototype that fulfill the
concepts of script based registry that is:
— Optimized, Simple, Transparent, Automated, and
addresses many local issues
= Next steps:

— Automating the process of finding variant characters.

— Variant TLDs should be delegated:
* E.g. Arabic => S => U+0643 U+0648 U+064A U+062A
Persian => < S => U+06A9 U+0648 U+06CC U+062A

Sa



Thank you
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U+0634 U+06A9 U+0631 U+0627 U+0634 U+0643 U+0631 U+0627

' G35B G44M G32F G221 |
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