
Menog 3 / April 2008 http://www.ripe.netMark Dranse

RIPE Network Coordination Centre

1

Pakistan Telecom vs. YouTube

VS

“a RIS with a view”
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Introduction

Sunday 24th February:
- Pakistan Telecom (AS17557) announces 208.65.153.0/24
- PCCW Global (upstream, AS3491) forwards announcement
- YouTube goes off the air
- YouTube take steps to fix (announce more specific routes)
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ncc$ host www.youtube.com
www.youtube.com has address 208.65.153.253
www.youtube.com has address 208.65.153.238
www.youtube.com has address 208.65.153.251

http://www.youtube.com
http://www.youtube.com
http://www.youtube.com
http://www.youtube.com
http://www.youtube.com
http://www.youtube.com
http://www.youtube.com
http://www.youtube.com
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Routing Information Service (RIS)
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http://www.ripe.net/ris

- Collects BGP data
- 600 peers

- 16 IXPs

http://www.ripe.net/ris
http://www.ripe.net/ris
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RISwhois
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http://www.ris.ripe.net/cgi-bin/riswhois.cgi

http://www.ris.ripe.net/cgi-bin/riswhois.cgi
http://www.ris.ripe.net/cgi-bin/riswhois.cgi
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PrefixInUse
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http://www.ris.ripe.net/perl-risapp/prefixinuse.html

http://www.ris.ripe.net/perl-risapp/prefixinuse.html
http://www.ris.ripe.net/perl-risapp/prefixinuse.html
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RIS Search
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http://www.ris.ripe.net/perl-risapp/risearch.html

http://www.ris.ripe.net/perl-risapp/risearch.html
http://www.ris.ripe.net/perl-risapp/risearch.html
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RIS Search
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http://www.ris.ripe.net/perl-risapp/risearch.html
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Before the hijack
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• AS36561 (YouTube) announce 208.65.152.0/22
• Connectivity barely changes (dotted lines)
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Hijack

9

• 208.65.153.0/24 is not announced before the event
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Hijack
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• Pakistan Telecom has been announcing 208.65.153.0/24 for 2 mins
• RIS peers receive the update, and traffic is redirected to Pakistan
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After the hijack
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• YouTube announce 208.65.153.0/24 since 20:07
• RIS peers now only have routes to YouTube’s AS6561
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MyASN

13



• Routing Information Service (RIS)
- http://www.ripe.net/ris

• RIPE NCC Information Services
- http://is-portal.ripe.net

• Full analysis
- http://www.ripe.net/news/study-youtube-hijacking.html
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Credits
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http://www.ripe.net/ris
http://www.ripe.net/ris
http://is-portal.ripe.net
http://is-portal.ripe.net
http://ripe.net/projects/reports/2008cable-cut
http://ripe.net/projects/reports/2008cable-cut
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Questions?
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