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Data Center 
N etw o rk i ng —
A rc h i tec tu re and  
Des i g n G u i d el i nes
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Agenda
Data Center Infrastructure

� Co re l ay er d esi g n
� A g g reg ati o n l ay er d esi g n
� A ccess l ay er d esi g n
� Densi ty  and  scal ab i l i ty  i m p l i cati o ns 
� S cal i ng  b and w i d th  and  d ensi ty
� Increasi ng  H A  i n th e DC
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D at a C ent er  Ar c h i t ec t u r e O v er v i ew
L ay ers o f th e Data Center M ul ti -T i er M o d el

� Layer 2 and layer 3 access 
t o p o lo g i es 

� D u al and si ng le at t ach ed 1 RU and 
b lade serv ers

� M u lt i p le ag g reg at i o n m o du les
� W eb / ap p / dat ab ase m u lt i -t i er 
env i ro nm ent s 

� L2 adj acency req u i rem ent s 
� M i x  o f  o v er-su b scri p t i o n 
req u i rem ent s 

� E nv i ro nm ent al i m p li cat i o ns
� S t at ef u l serv i ces f o r secu ri t y 
and lo ad b alanci ng

Blade Chassis 
w /  I n t eg r at ed 

S w it c h

L 3  A c c ess
Blade Chassis 
w /  P ass T hr u

M ain f r am e 
w /  O S A

L 2  w /  
Clu st er in g  an d 
N I C T eam in g

Network

D C  A g g reg a ti on

D C  A c c es s  

D C  C ore
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Co re L ay er Des i g n
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C o r e L ay er  D es i gn
R eq ui rem ents

� Is a separate DC Core 
L ay er req u i red ?  

� Con si d er:  
10GigE port density
A dm inistra tiv e dom a ins 
A ntic ipa te f u tu re req u irem ents

� K ey  c ore c h arac teri sti c s
D istrib u ted f orw a rding 
a rc h itec tu re
L ow  l a tenc y sw itc h ing
10GE sc a l a b il ity
A dv a nc ed EC M P
A dv a nc ed h a sh ing a l gorith m s
S c a l a b l e I P  m u l tic a st su pport

S c alin g

Cam p u s Co r e

D C Co r e
A g g r eg at io n

Cam p u s 
D ist r ib u t io n

Cam p u s A c c ess L ay er

S er v er  F ar m  A c c ess L ay er

S c alin g
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C o r e L ay er  D es i gn
L 2 / L 3  Ch aracteri sti cs

� L ay er 2 / 3  b ou n d ari es:
A l l  L a yer 3  l ink s a t c ore,  
L 2 c onta ined a t/ b el ow  
a ggrega tion m odu l e
L 2 ex tension th rou gh  c ore is 
not rec om m ended

� CE F  h ash i n g  al g ori th m
D ef a u l t h a sh  is on L 3  I P  
a ddresses onl y
L 3  +  L 4  port is optiona l  a nd 
m a y im prov e l oa d distrib u tion

� CORE1(config)#m l s i p c ef
l oad  f u l l  si m pl e

� L e v e r a ge s  a u t om a t ic s ou r ce  
p or t  r a nd om iz a t ion in cl ie nt  
T CP  s t a ck

Cam p u s Co r e

D C Co r e

A g g r eg at io n

W eb
S er v er s

A p p lic at io n
S er v er s

D at ab ase
S er v er s

A c c ess

L 3
L 2  

CE F  H ash 
A p p lied t o  
P ac k et s o n  
E q u al Co st  
R o u t es
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C o r e L ay er  D es i gn
R o uti ng  P ro to co l  Desi g n:  O S P F
� N S S A  h el ps to l im it L S A  propa ga tion,  

b u t perm its rou te redistrib u tion ( R H I )
� A dv ertise def a u l t into N S S A ,  

su m m a riz e rou tes ou t
� O S P F  def a u l t ref erenc e b / w  is 100M ,  

u se “a u to-c ost ref erenc e-b a ndw idth ”
set to 10G v a l u e

� V L A N s on 10GE tru nk s h a v e O S P F  
c ost =  1G ( c ost 1000),  a dj u st 
b a ndw idth  v a l u e to ref l ec t 10GE f or 
intersw itc h L 3  v l a n

� L oopb a c k interf a c es sim pl if y 
trou b l esh ooting ( neigh b or I D )

� U se pa ssiv e-netw ork  def a u l t:  open u p 
onl y l ink s to a l l ow

� U se a u th entic a tion:  m ore sec u re a nd 
a v oids u ndesired a dj a c enc ies

� T im ers spf 1/ 1,  interf a c e h el l o-dea d 
=  1/ 3

Cam p u s Co r e

D C Co r e

A g g r eg at io n

W eb
S er v er s

A p p lic at io n
S er v er s

D at ab ase
S er v er s

A c c ess

Default Default
DC Subnets
( Sum m a r i z ed )

L3 v l a n -o s p f

A rea  0
NS S A  

L0 = 1 0 . 1 0 . 3. 3 L0 = 1 0 . 1 0 . 4 . 4

L0 = 1 0 . 1 0 . 1 . 1 L0 = 1 0 . 1 0 . 2 . 2
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C o r e L ay er  D es i gn
R o uti ng  P ro to co l  Desi g n:  E IG R P

� A d v erti se d ef au l t i n to DC w i th  
i n terf ac e c om m an d  on  c ore:

� If  oth er d ef au l t rou tes ex i st 
( f rom  i n tern et ed g e f or 
ex am pl e),  m ay  n eed  to u se 
d i stri b u te l i sts to f i l ter ou t

� U se passi v e-n etw ork  d ef au l t
� S u m m ari z e DC su b n ets to 
c ore w i th  i n terf ac e c om m an d  
on  ag g :  

ip s u m m a r y -a d d r e s s  e ig r p 2 0  0 . 0 . 0 . 0  0 . 0 . 0 . 0 2 0 0
C o s t  o f  2 0 0  r e q u ir e d  t o  b e  pr e f e r r e d  
r o u t e  o v e r  t h e  N U L L 0  r o u t e  
in s t a l l e d  b y  E I G R P

ip s u m m a r y -a d d r e s s  e ig r p 2 0  1 0 . 2 0 . 0 . 0  2 5 5 . 2 5 5 . 0 . 0

Cam p u s Co r e

D C Co r e

A g g r eg at io n

W eb
S er v er s

A p p lic at io n
S er v er s

D at ab ase
S er v er s

A c c ess

DC Subnets
( Sum m a r i z ed )

L3 v l a n -e i g r p

Default Default
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A g g reg ati o n 
L ay er Des i g n
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Aggr egat i o n L ay er  D es i gn
S p anni ng  T ree Desi g n

� Rap i d-P V S T + ( 8 0 2. 1 w )  o r 
M S T  ( 8 0 2. 1 s)

� C h o i ce o f  . 1 w / . 1 s b ased o n scale 
o f  lo g i cal+v i rt u al p o rt s req u i red

� R-P V S T + i s reco m m ended  and 
b est  rep lacem ent  f o r 8 0 2. 1 d

Fast converging: inherits proprietary 
enhancem ents ( U pl ink -f ast,  
B ack b one-f ast)
A ccess l ayer u pl ink  f ail u res: 
~ 3 0 0 m s – 2 sec
M ost f l ex ib l e d esign options
C om b ined  w ith R ootG u ard ,  
B P D U G u ard ,  L oopG u ard , and  U D L D  
achieves m ost stab l e S T P  environm ent
U D L D  gl ob al  onl y enab l es on f ib er 
ports,  m u st enab l e m anu al l y on 
copper ports

R o o t P r i m a r y
H SR P  P r i m a r y
A c ti v e Co ntex t

R o o t Sec o nd a r y
H SR P  Sec o nd a r y
Sta nd by  Co ntex t

Co r e

R o o tg ua r d
L o o p G ua r d
B P DU  G ua r d
U DL D G l o ba l
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Aggr egat i o n L ay er  D es i gn
Integ rated  S erv i ces

� L4 -L7  serv i ces i nt eg rat ed i n C i sco  C at alyst ® 6 5 0 0
� S erv er lo ad b alanci ng ,  f i rew all and S S L serv i ces m ay b e 
dep lo yed i n:

A ctive-stand b y pairs ( A C E ,  FW S M  2 . X )
A ctive-active pairs  ( A C E ,  FW S M  3 . 1 )

� I nt eg rat ed b lades o p t i m i z e rack  sp ace,  cab li ng ,  m g m t ,  p ro v i di ng  
f lex i b i li t y and eco no m i es o f  scale

� I nf lu ences m any asp ect s o f  o v erall desi g n

+

S erv i ces:  F i rew al l ,  L o ad  B al anci ng ,  
S S L  E ncry p ti o n/ Decry p ti o n
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Aggr egat i o n L ay er  D es i gn
A cti v e-S tand b y  S erv i ce Desi g n

� A c ti v e-stan d b y  serv i c es
A ppl ic a tion c ontrol  engine
F irew a l l  serv ic e m odu l e ( 3 . x )
S S L  m odu l e

� U n d er u ti l i z es ac c ess 
l ay er u pl i n k s

� U n d er u ti l i z es serv i c e m od u l es 
an d  sw i tc h  f ab ri c s

� M u l ti pl e serv i c e m od u l e pai rs 
d oes perm i t ac ti v e-ac ti v e 
d esi g n .

Co r e

R o o t  P r im ar y
H S R P  P r im ar y
A c t iv e Co n t ex t

R o o t  S ec o n dar y
H S R P  S ec o n dar y
S t an db y  Co n t ex t
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V L A N 6 :
R o o t P r i m a r y
H SR P  P r i m a r y
A c ti v e Co ntex t

Aggr egat i o n L ay er  D es i gn
A cti v e-A cti v e S erv i ce Desi g n

� A c ti v e-ac ti v e S erv i c e Desi g n
A ppl ic a tion c ontrol  engine

S L B + S S L + F W
4 G/ 8 G/ 16 G sw itc h  f a b ric  
options
A c tiv e-sta ndb y distrib u tion 
per c ontex t

F irew a l l  serv ic e m odu l e ( 3 . x )
T w o a c tiv e-sta ndb y grou ps 
perm it distrib u tion of  
c ontex ts a c ross tw o
F W S M s ( not per c ontex t)

� P erm i ts u pl i n k  l oad  b al an c i n g  
w h i l e h av i n g  serv i c es appl i ed

� In c reases ov eral l  serv i c e 
perf orm an c e

V L A N 5 :
R o o t P r i m a r y
H SR P  P r i m a r y
A c ti v e Co ntex t

V L A N  6 :
R o o t Sec o nd a r y
H SR P  Sec o nd a r y
Sta nd by  
Co ntex t

v lan 6 v lan 6

V L A N  5 :
R o o t Sec o nd a r y
H SR P  Sec o nd a r y
Sta nd by  Co ntex t

v lan 5 v lan 6 v lan 6 v lan 5

Co r e
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v lan 6 v lan 6

v lan 5 v lan 6 v lan 6 v lan 5

Co r e

Aggr egat i o n L ay er  D es i gn
E stab l i sh i ng  P ath  P reference

� U se rou te h eal th  i n j ec ti on  
f eatu re of  A CE  

� In trod u c e rou te-m ap to 
R H I i n j ec ted  rou te to set 
d esi red  m etri c

� A l i g n s ad v erti sed  rou te 
of  V IP  w i th  ac ti v e c on tex t 
on  A CE ,  F W S M  an d  S S L  
serv i c e m od u l es

� A v oi d s u n n ec essary  u se 
of  i n ter-sw i tc h  l i n k  an d  
asy m m etri c al  f l ow s

3 .  R o ute M ap  o n  H o s t 
R o ute S ets  P r efer r ed  
M etr i c  o f R o ute
r o u t e -m a p  R H I  p e r m i t  10
m a t c h  i p a d d r e s s  44
s e t  m e t r i c -t y p e  t y p e -1

1 .  A C E  P r o b es  to  
R eal S er v er s  i n  
V I P  to  Deter m i n e 
H ealth

4 .  I f C o n tex t F ai lo v er  
O c c ur s ,  R H I  an d  
R o ute P r efer en c e 
F o llo w

2 .  I f H ealth y ,  
I n s talls  H o s t 
R o ute to  V I P  o n  
L o c al M S F C

E stab l i sh  R o ute P reference fo r S erv i ce E nab l ed  A p p l i cati o ns
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Core and Aggregation Layer Design
S T P ,  H S R P  and  S erv i ce Co ntex t A l i g nm ent

� A l i g n  serv er ac c ess to 
pri m ary  c om pon en ts i n  
ag g reg ati on  l ay er:

V l a n root
P rim a ry H S R P  insta nc e
A c tiv e serv ic e c ontex t 

� P rov i d es m ore 
pred i c tab l e d esi g n

S im pl if ies trou b l esh ooting
� M ore ef f i c i en t traf f i c  f l ow

D ec rea ses c h a nc e of  f l ow  ping-
pong a c ross inter-sw itc h  l ink

R o o t P r i m a r y
H SR P  P r i m a r y
A c ti v e Co ntex t

Co r e
R o o t Sec o nd a r y
H SR P  Sec o nd a r y
Sta nd by  Co ntex t
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Aggr egat i o n L ay er  D es i gn
S cal i ng  th e A g g reg ati o n L ay er

� A g g reg ati on  m od u l es prov i d e:
S pa nning tree sc a l ing
H S R P  S c a l ing
A c c ess l a yer density

10GE/ GEC  u pl ink s
A ppl ic a tion serv ic es sc a l ing

S L B / f irew a l l
F a u l t dom a in siz ing

� Core l ay er prov i d es i n ter-ag g
m od u l e tran sport:

L ow  l a tenc y distrib u ted f orw a rding 
a rc h itec tu re ( u se D F C s)
100, 000s P P S  f orw a rding ra te
P rov ides inter-a gg m odu l e 
tra nsport m ediu m  in 
m u l ti-tier m odel

Cam p u s Co r e

D C Co r e

S er v er  F ar m  A c c ess L ay er

S c alin g

A g g r eg at io n  
M o du le 1

A g g r eg at io n  
M o du le 2

A g g r eg at io n  
M o du le 3
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A g g 2A g g 1

V R F -G r een
V R F -B l ue
V R F -R ed

8 0 2 . 1 Q  
T r unk s

V L A N s I so l a te 
Co ntex ts o n A c c ess

A l ter na te P r i m a r y  
Co ntex ts o n 
A g g 1  a nd  2  to  
A c h i ev e A c ti v e-
A c ti v e Desi g n

F i r ew a l l  a nd  SL B  
Co ntex ts f o r  G r een,  

B l ue,  a nd  R ed

M P L S o r  
O th er  Co r e

D C Co r e

Aggr egat i o n L ay er  D es i gn
U si ng  V R F s i n th e DC ( 1 )

� E nab les v i rt u ali z at i o n/
p art i t i o ni ng  o f  net w o rk  
reso u rces ( M S F C ,  
A C E ,  F W S M )

� P erm i t s u se o f  
ap p li cat i o n serv i ces 
w i t h  m u lt i p le access 
t o p o lo g i es 

� M ap s w ell t o  p at h  
i so lat i o n M A N / W A N  
desi g ns su ch  as 
w i t h  M P LS

� S ecu ri t y p o li cy 
m anag em ent  and 
dep lo ym ent  b y u ser 
g ro u p / v rf
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Aggr egat i o n L ay er  D es i gn
U si ng  V R F s i n th e DC ( 2 )

� M aps th e v i rtu al i z ed  
DC to th e M P L S   
M A N / W A N  c l ou d

PE PE

W A N / Br an c hCam p u s
B lue V R FG r een  V R F B lue V R FG r een  V R F

Co r e:  P -N o des

R ed  V R F R ed  V R F

A g g M o du le 1 D C Co r e

8 0 2 . 1 Q  
T r un k s

A g g M o du le 2

8 0 2 . 1 Q  
T r un k s
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A c c es s  L ay er 
Des i g n
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Ac c es s  L ay er  D es i gn
Defi ni ng  L ay er 2  A ccess

� L 3  rou ti n g  i s f i rst perf orm ed  
i n  th e ag g reg ati on  l ay er

� L 2  topol og i es c on si st of  
l ooped  an d  l oop-f ree m od el s

� S tatef u l serv i c es at A g g c an  
b e prov i d ed  ac ross th e L 2  
ac c ess ( F W ,  S L B ,  S S L ,  etc . )

� V L A N s are ex ten d ed  ac ross 
i n ter-sw i tc h  l i n k  tru n k  f or 
l ooped  ac c ess

� V L A N s are n ot ex ten d ed  
ac ross i n ter-sw i tc h  l i n k  tru n k  
f or l oop-f ree ac c ess

�
�

� �
�

�
� �

�
	


 �

L 3 A g g 2

D C Co r e

P r i m a r y  R o o t
P r i m a r y  H SR P

A c ti v e Ser v i c es
Sec o nd a r y  R o o t
Sec o nd a r y  H SR P
Sta nd by  Ser v i c es

L 2
A g g 1 I nter -Sw i tc h  L i nk
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L 3 A g g 2

D C Co r e

P r i m a r y  R o o t
P r i m a r y  H SR P

A c ti v e Ser v i c es

L 2
A g g 1

Ac c es s  L ay er  D es i gn
E stab l i sh  a Determ i ni sti c M o d el

� A l i g n  ac ti v e c om pon en ts 
i n  traf f i c  path  on  c om m on  
A g g sw i tc h :

P rim a ry S T P  root
A g g reg a ti on -
1( c on f i g ) # s p a n n i n g -tree 
v l a n 1-10  root p ri m a ry
P rim a ry H S R P  ( ou tb ou nd)
sta ndb y 1 priority X
A c tiv e serv ic e m odu l es/ c ontex ts 
P a th  pref erenc e ( inb ou nd)

U se R H I  &  R ou te m a p
R ou te-m a p pref erred-pa th
m a tc h  ip a ddress x . x . x . x
set m etric  -3 0
( a l so see sl ide 15  )

P ath  
P r ef

L 3 + L 4  H a sh

Def  g w y
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Ac c es s  L ay er  D es i gn
B al anci ng  V L A N s o n U p l i nk s:  L 2  L o o p ed  A ccess
� D i st ri b u t es t raf f i c lo ad 
acro ss u p li nk s

� S T P  b lo ck s u p li nk  p at h  f o r V LA N s
t o  seco ndary ro o t  sw i t ch

� I f  act i v e/ st andb y serv i ce 
m o du les are u sed;  co nsi der 
i nt er-sw i t ch  li nk  u t i li z at i o n t o  
reach  act i v e i nst ance

M u l tipl e service m od u l es m ay b e 
d istrib u ted  on b oth agg sw itches to 
achieve b al ance
C onsid er b / w  of  inter-sw itch l ink  in a 
f ail u re situ ation

� I f  act i v e/ act i v e serv i ce m o du les 
are u sed;

( A C E  and  FW S M 3 . 1 )
B al ance contex ts+ hsrp across 
agg sw itches
C onsid er estab l ishing inb ou nd  
path pref erence

8 0 2 . 1 q  T r unk s

B l ue-P r i m a r y  R o o t
B l ue-P r i m a r y  H SR P

R ed -Sec  R o o t
R ed -Sec  H SR P

R ed -P r i m a r y  R o o t
R ed -P r i m a r y  H SR P
B l ue-Sec  R o o t
B l ue-Sec  H SR P

L 3 A g g 2
L 2

A g g 1
L 3 + L 4  H a shD C Co r e

Def g w y Def g w y
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A c c es s  L ay er 
Des i g n

L 2  L ooped  Desi g n  M od el
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F

Ac c es s  L ay er  D es i gn
L o o p ed  Desi g n M o d el

� V LA N s are ex t ended b et w een 
ag g reg at i o n sw i t ch es,  creat i ng  
t h e lo o p ed t o p o lo g y

� S p anni ng  t ree i s u sed t o  p rev ent  
act u al lo o p s ( rap i d P V S T +,  M S T )

� Redu ndant  p at h  ex i st s t h ro u g h  a 
seco nd p at h  t h at  i s b lo ck i ng

� T w o  lo o p ed t o p o lo g y desi g ns:   
T riangl e and  sq u are

� V LA N s m ay b e lo ad b alanced 
acro ss access layer u p li nk s 

� I nt er-sw i t ch  li nk  u t i li z at i o n m u st  
b e co nsi dered as t h i s m ay b e 
u sed t o  reach  act i v e serv i ces

P ri m a ry  S T P  R oot
P ri m a ry  H S R P
A c ti v e S erv i c es  

S ec on d a ry  S T P  R oot
S ec on d a ry  H S R P  
S ta n d b y  S erv i c es

FF F F

F B F F FB B

F F
. 1 Q  T r unk
F F

L o o p e d  T r i a n g l e L o o p e d  S q u a r e

L 3  
L 2  

I nter -Sw i tc h  L i nk
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Ac c es s  L ay er  D es i gn 
L 2  L o o p ed  T o p o l o g i es

L ooped  T riangl e A ccess
� S u ppo r t s  V L A N  e x t e n s io n / L 2  a d j a c e n c y  a c r o s s  

a c c e s s  l a y e r
� R e s il ie n c y  a c h ie v e d  w it h  d u a l  h o m in g  a n d  S T P
� Q u ic k  c o n v e r g e n c e  w it h  8 0 2 . 1 W / S
� S u ppo r t s  s t a t e f u l s e r v ic e s  a t  a g g r e g a t io n  l a y e r
� P r o v e n  a n d  w id e l y  u s e d

L ooped  S q u are A ccess
� S u ppo r t s  V L A N  e x t e n s io n / L 2  a d j a c e n c y  a c r o s s  

a c c e s s  l a y e r
� R e s il ie n c y  a c h ie v e d  w it h  d u a l  h o m in g  a n d  S T P
� Q u ic k  c o n v e r g e n c e  w it h  8 0 2 . 1 W / S
� S u ppo r t s  s t a t e f u l s e r v ic e s  a t  a g g r e g a t io n  l a y e r
� A c t iv e -a c t iv e  u pl in k s  a l ig n  w e l l  t o  A C E / F W S M  3 . 1
� A c h ie v e s  h ig h e r  d e n s it y  a c c e s s  l a y e r ,  o pt im iz in g  

1 0 G E  a g g r e g a t io n  l a y e r  d e n s it y

L 3
L 2

L 2  L o o p ed T r ian g le

V LA N  
1 0

V LA N  
2 0

V LA N  
1 0

R o w  2 ,  Ca bi net 3 R o w  9 ,  Ca bi net 8

L 2  L o o p ed S q u ar e
L 3
L 2

V LA N  
1 0

V LA N  
2 0

V LA N  
1 0

R o w  2 ,  Ca bi net 3 R o w  9 ,  Ca bi net 8
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Ac c es s  L ay er  D es i gn 
B enefi ts o f L 2  L o o p ed  Desi g n

� S erv i ces li k e f i rew all and 
lo ad b alanci ng  can easi ly 
b e dep lo yed at  t h e 
ag g reg at i o n layer and 
sh ared acro ss m u lt i p le 
access layer sw i t ch es

� V LA N s are p ri m ari ly 
co nt ai ned b et w een p ai rs
o f  access sw i t ch es b u t ─

� V LA N s m ay b e ex t ended 
t o  di f f erent  access 
sw i t ch es t o  su p p o rt

N I C  team ing 
C l u stering L 2  ad j acency
A d m inistrative reasons
G eographical  chal l enges R ow A ,  C a b  7 R ow K ,  C a b  3

L 3  
L 2  

D C Co r e
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Ac c es s  L ay er  D es i gn 
Draw b ack s o f L ay er 2  L o o p ed  Desi g n

� M ai n draw b ack :  i f  a lo o p  o ccu rs 
t h e net w o rk  m ay b eco m e 
u nm anag eab le du e t o  t h e i nf i ni t e 
rep li cat i o n o f  f ram es

� 8 0 2. 1 w  Rap i d P V S T + co m b i ned 
w i t h  S T P  relat ed f eat u res and b est  
p ract i ces i m p ro v e st ab i li t y and 
h elp  t o  p rev ent  lo o p  co ndi t i o ns

U D L D
L oopgu ard
R ootgu ard
B P D U gu ard
L im ited  d om ain siz e
S tay u nd er S T P  w aterm ark s f or l ogical  
and  virtu al  ports

3 / 2 3 / 2

3 / 1 3 / 1
S w it c h 1 S w it c h 2

D S T  M A C 0 0 0 0 . 0 0 0 0 . 4 4 4 4

D S T  M A C 0 0 0 0 . 0 0 0 0 . 4 4 4 4

0 0 0 0 . 0 0 0 0 . 3 3 3 3
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A c c es s  L ay er 
Des i g n

L 2  L oopF ree Desi g n  M od el
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Ac c es s  L ay er  D es i gn
L o o p -F ree Desi g n

� A lt ernat i v e t o  lo o p ed desi g n
� 2 M o dels:  Lo o p F ree U and 
Lo o p F ree I nv ert ed U

� B enef i t :  sp anni ng  t ree i s 
enab led b u t  no  p o rt  i s b lo ck i ng  
so  all li nk s are f o rw ardi ng

� B enef i t :  less ch ance o f  
lo o p  co ndi t i o n du e t o   
m i sco nf i g u rat i o ns o r o t h er 
ano m ali es

� L2-L3 b o u ndary v ari es 
b y lo o p -f ree m o del u sed:   
U o r I nv ert ed-U

� I m p li cat i o n co nsi derat i o ns w i t h  
serv i ce m o du les,  L2 adj acency,  
and si ng le at t ach ed serv ers

L o o p F r ee U L o o p F r ee
I n v er t ed U

L 3
L 2

D C Co r e

L 3
L 2
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Ac c es s  L ay er  D es i gn 
L o o p -F ree T o p o l o g i es

L oop-F ree In v erted  U  A c c ess
� S u pports V L A N  ex tension 
� N o S T P  b l oc k ing;  a l l  u pl ink s a c tiv e
� A c c ess sw itc h  u pl ink  f a il u re b l a c k  

h ol es singl e a tta c h ed serv ers
� S u pports a l l  serv ic e m odu l e 

im pl em enta tions

L oop-F ree U  A c c ess
� V L A N s c onta ined in sw itc h  pa irs 

( no ex tension ou tside of  sw itc h  pa irs) 
� N o S T P  b l oc k ing;  a l l  u pl ink s a c tiv e
� A u tosta te im pl ic a tions f or c erta in 

serv ic e m odu l es ( C S M )
� A C E su pports a u tosta te a nd per 

c ontex t f a il ov er

L 3
L 2

V LA N  
1 0

V LA N  
2 0

L 3
L 2

V LA N  
1 0

V LA N  
2 0

V LA N  
1 0

L 2  L o o p -F r ee U L 2  L o o p -F r ee I n v er t ed U
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Ac c es s  L ay er  D es i gn 
L o o p -F ree U  Desi g n and  S erv i ce M o d ul es ( 1 )

� I f  th e u pl ink  c onnec ting a c c ess a nd a ggrega tion goes dow n,  th e V L A N  interf a c e on 
th e M S F C  goes dow n a s w el l  du e to th e w a y a u tosta te w ork s

� C S M  a nd F W S M  h a s im pl ic a tions a s a u tosta te is not c onv eyed ( l ea v ing b l a c k  h ol e)
� T ra c k ing a nd m onitoring f ea tu res m a y b e u sed to a l l ow  f a il ov er of  serv ic e m odu l es 

b a sed on u pl ink  f a il u re b u t w ou l d you  w a nt a  serv ic e m odu l e f a il ov er f or one a c c ess 
sw itc h  u pl ink  f a il u re?  

� N ot rec om m ended to u se l oop-f ree L 2 a c c ess w ith  a c tiv e-sta ndb y serv ic e m odu l e 
im pl em enta tions.   ( S ee sl ide on A C E nex t)

H S R P

SV I  f o r  I nter f a c e v l a n 1 0
G o es to  Do w n Sta te i f  
U p l i nk  i s th e O nl y  
I nter f a c e i n v l a n 1 0

M S F C o n  A g g 1

L 3
L 2

V L A N  2 0 ,  2 1

A g g 1 ,  A c ti v e
Ser v i c es  

A g g 2 ,  Sta nd by  
Ser v i c es  

V L A N  1 0

H SR P  Sec o nd a r y  o n 
A g g 2  T a k es O v er  a s d ef -
g w y ,  B ut H o w  to  R ea c h  
A c ti v e Ser v i c e M o d ul es?   

V L A N  1 1
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Ac c es s  L ay er  D es i gn 
L o o p -F ree U  Desi g n and  S erv i ce M o d ul es ( 2 )

W i t h  A C E :
� P er co nt ex t  f ai lo v er w i t h  au t o st at e
� I f  u p li nk  f ai ls t o  A g g 1 ,  A C E  can sw i t ch o v er t o  A g g 2 ( u nder 1 sec)
� Req u i res A C E  o n access t ru nk  si de f o r au t o st at e f ai lo v er
� M ay b e co m b i ned w i t h  F W S M 3. 1  f o r act i v e-act i v e desi g n

H S R P

L 3
L 2

V L A N  2 0 ,  2 1V L A N  1 0 ,  1 1

H S R P  S ec o n dar y  o n  A g g 2  
T ak es O v er  as def -g w y

A CE  Co ntex t 1 A CE  Co ntex t 1
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D C Co r e

Ac c es s  L ay er  D es i gn 
Draw b ack s o f L o o p -F ree Inv erted -U  Desi g n

� S i n g l e attac h ed  serv ers 
are b l ac k -h ol ed  i f  ac c ess 
sw i tc h  u pl i n k  f ai l s

� Di stri b u ted  
E th erCh an n el ® c an  
red u c e c h an c e of  
b l ac k  h ol i n g

� N IC team i n g  i m prov es 
resi l i en c y  i n  th i s d esi g n

� In ter-sw i tc h  l i n k  sc al i n g  
n eed s to b e c on si d ered  
w h en  u si n g  ac ti v e-
stan d b y  serv i c e m od u l es

L 3
L 2
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Ac c es s  L ay er  D es i gn 
Co m p ari ng  L o o p ed ,  L o o p -F ree

( 1 , 2 )

( 3 )

( 4 )

U pl ink  vl ans
on A gg
S w itch in 
B l ock ing or 
S tand b y 
S tate

V L A N  
E x tension 
S u pported  
A cross 
A ccess 
L ayer

S ervice 
M od u l e 
B l ack -

H ol ing on 
U pl ink  

Fail u re ( 5 )

S ingl e 
A ttached  
S erver 
B l ack -

H ol ing on 
U pl ink  
Fail u re

A ccess 
S w itch 

D ensity per 
A gg M od u l e

M u st 
C onsid er 

I nter-S w itch 
L ink  S cal ing 

L oop ed  
T ri a n g l e - + + + - +
L oop ed  
S q u a re + + + + + -

L oop -F ree U + - - + + +
L oop -F ree 
I n v erted  U + + + +/ - + -( 1 , 2 )

( 3 )

( 4 )

1 .  U s e  o f  d is t r ib u t e d  E t h e r C h a n n e l g r e a t l y  r e d u c e s  c h a n c e s  o f  b l a c k  h o l in g  c o n d it io n  
2 .  N I C  t e a m in g  c a n  e l im in a t e  b l a c k  h o l in g  c o n d it io n
3 . W h e n  s e r v ic e  m o d u l e s  a r e  u s e d  a n d  a c t iv e  s e r v ic e  m o d u l e s  a r e  a l ig n e d  t o  A g g 1
4 .  A C E  m o d u l e  pe r m it s  L 2  l o o pf r e e a c c e s s  w it h  pe r  c o n t e x t  s w it c h o v e r  o n  u pl in k  f a il u r e
5 .  A ppl ie s  t o  w h e n  u s in g  C S M  o r  F W S M  in  a c t iv e / s t a n d b y  a r r a n g e m e n t
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A c c es s  L ay er 
Des i g n

L 3  Desi g n  M od el
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D C  C ore

D C  A g g reg a ti on

D C  A c c es s  

Ac c es s  L ay er  D es i gn
Defi ni ng  L ay er 3  A ccess
� L3 access sw i t ch es co nnect  
t o  ag g reg at i o n w i t h  a 
dedi cat ed su b net

� L3 ro u t i ng  i s f i rst  p erf o rm ed i n 
t h e access sw i t ch  i t self

� . 1 Q  t ru nk s b et w een p ai rs o f  L3 
access sw i t ch es su p p o rt  L2 
adj acency req u i rem ent s ( li m i t ed 
t o  access sw i t ch  p ai rs)

� A ll u p li nk s are act i v e u p  t o  
E C M P  m ax i m u m  o f  8 ,  no  
sp anni ng  t ree b lo ck i ng  o ccu rs

� C o nv erg ence t i m e i s u su ally 
b et t er t h an sp anni ng  t ree ( rap i d 
P V S T + i s clo se)

� P ro v i des i so lat i o n/ sh elt er f o r 
h o st s af f ect ed b y b ro adcast s

L 3
L 2

D C Co r e
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L 3  A c c ess w it h 
M u lt ic ast  S o u r c es

L 3  A c c ess w it h 
M u lt ic ast  S o u r c es

Ac c es s  L ay er  D es i gn
N eed  L 3  fo r M ul ti cast S o urces?

� M u l ti c ast sou rc es on  L 2  
ac c ess w ork s w el l  w h en  
IG M P  sn oopi n g i s av ai l ab l e

� IG M P  sn oopi n g  at ac c ess 
sw i tc h  au tom ati c al l y  l i m i ts
m u l ti c ast f l ow  to i n terf ac es 
w i th  reg i stered  c l i en ts 
i n  V L A N

� U se L 3  w h en  IG M P  
sn oopi n g  i s n ot av ai l ab l e 
or w h en  parti c u l ar L 3  
ad m i n i strati v e f u n c ti on s 
are req u i red

D C  C ore

D C  A g g reg a ti on

D C  A c c es s  
L 3
L 2

D C Co r e
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Ac c es s  L ay er  D es i gn
B enefi ts o f L 3  A ccess

� M i n i m i z es b road c ast d om ai n s 
attai n i n g  h i g h  l ev el  of  stab i l i ty

� M eet serv er stab i l i ty  
req u i rem en ts or i sol ate 
parti c u l ar appl i c ati on  
en v i ron m en ts

� Creates sm al l er f ai l u re 
d om ai n s,  i n c reasi n g  stab i l i ty

� A l l  u pl i n k s are av ai l ab l e 
path s,  n o b l oc k i n g  ( u p to 
E CM P  m ax i m u m )

� F ast u pl i n k  c on v erg en c e:  
f ai l ov er an d  f al l b ac k ,  n o 
arp tab l e to reb u i l d  f or ag g
sw i tc h es

D C  C ore

D C  A g g reg a ti on

D C  A c c es s  
L 3
L 2

D C Co r e
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Ac c es s  L ay er  D es i gn
Draw b ack s o f L ay er 3  Desi g n

� L 2  ad j ac en c y  i s l i m i ted  to 
ac c ess pai rs ( c l u steri n g  an d  
N IC team i n g  l i m i ted )

� IP  ad d ress spac e 
m an ag em en t i s m ore d i f f i c u l t 
th an  L 2  ac c ess

� If  m i g rati n g  to L 3  ac c ess,  
IP  ad d ress c h an g es m ay  
b e d i f f i c u l t on  serv ers 
( m ay  b reak  apps)

� W ou l d  n orm al l y  req u i re 
serv i c es to b e d epl oy ed  at 
eac h  ac c ess l ay er pai r to 
m ai n tai n  L 2  ad j ac en c y  w i th  
serv er an d  prov i d e statef u l
f ai l ov er

D C  C ore

D C  A g g reg a ti on

D C  A c c es s  
L 3
L 2

D C Co r e
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Ac c es s  L ay er  D es i gn
L 2  o r L 3 ?  W h at A re M y  R eq ui rem ents?

� D if f icu l ties in m anaging l oops
� S taf f  sk il l set;  tim e to resol u tion
� C onvergence properties
� N I C  team ing;  ad j acency
� H A  cl u stering;  ad j acency

� A b il ity to ex tend  V L A N s
� S pecif ic appl ication req u irem ents
� B road cast d om ain siz ing
� O versu b scription req u irem ents
� L ink  u til iz ation on u pl ink s
� S ervice m od u l e su pport/ pl acem ent

Ra
pid

 PV
ST

+ o
r M

ST

OS
PF

, E
IG
RP

A g g reg a ti on

A c c es s

L a y e r  2 L a y e r  3
T h e  C h o i c e  o f  O n e  D e s i g n  V e r s u s  t h e  O t h e r  O n e  H a s  t o  D o  W i t h :

L 3
L 2

L 3
L 2

A g g reg a ti on

A c c es s
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A c c es s  L ay er 
Des i g n

B l ad eS erv ers
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B l ade S er v er  R eq u i r em ent s
Co nnecti v i ty  O p ti o ns
U s i n g  P a s s -T h r o u g h  M o d u l e s U s i n g  I n t e g r a t e d  E t h e r n e t  S w i t c h e s

B l a d e S erv er C h a s s i s B l a d e S erv er C h a s s i s

A g g reg a ti on  
L a y er

I n t er f ac e 1
I n t er f ac e 2

E x tern a l  L 2  
S wi tc h es

I n teg ra ted  L 2  
S wi tc h es
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B l ade S er v er  R eq u i r em ent s
Co nnecti v i ty  O p ti o ns

� L ay er 3  ac c ess ti er m ay  b e 
u sed  to ag g reg ate b l ad e 
serv er u pl i n k s

P erm its u sing 10GE u pl ink s 
into a gg l a yer

� A v oi d  d u al  ti er L ay er 2  
ac c ess d esi g n s

S T P  b l oc k ing
O v er-su b sc ription
L a rger f a il u re dom a in

� Con si d er “T ru n k  F ai l ov er”
f eatu re of  i n teg rated  sw i tc h

A g g r eg at io n  
L ay er

I n t eg r at ed L 2  
S w it c hes

L ay er  3  
A c c ess

L 3
L 2

1 0 G E

L 3
L 2

L ay er  2  
A c c ess
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B l ade S er v er  R eq u i r em ent s
T runk  F ai l o v er F eature

� S w i tc h  tak es d ow n  serv er 
i n terf ac es i f  c orrespon d i n g  
u pl i n k  f ai l s,  f orc i n g  N IC 
team i n g  f ai l ov er

� S ol v es N IC team i n g  
l i m i tati on s;  prev en ts b l ac k -
h ol i n g  of  traf f i c

� A c h i ev es m ax i m u m  
b an d w i d th  u ti l i z ati on :

N o b l oc k ing b y S T P ,  b u t S T P  
is ena b l ed f or l oop protec tion
C a n distrib u te tru nk  f a il ov er 
grou ps a c ross sw itc h es

� Depen d en t u pon  th e N IC 
f eatu re set f or N IC 
T eam i n g / f ai l ov er

Interface 1
Interface 2

B l a d e S erv er C h a s s i s

A g g reg a ti on

I n teg ra ted  L 2
S wi tc h es
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Dens i ty  and  
S c al ab i l i ty  
I m p l i c ati o ns  i n 
th e Data Center
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D ens i t y  and S c al ab i l i t y  I m p l i c at i o ns
M o d ul ar o r 1 R U  A ccess L ay er S w i tch i ng  M o d el s

� Where are the issues?
C ab li ng
P o w er
C o o li ng
S p anni ng  t ree scalab i li t y
M anag em ent
O v ersu b scri p t i o n
S p ari ng
Redu ndancy

� T he rig ht so l utio n  is usual l y  b ased  
o n  b usin ess req uirem en ts

� H y b rid  im p l em en tatio n s c an  an d  
d o  ex ist
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D ens i t y  and S c al ab i l i t y  I m p l i c at i o ns
S erv er F arm  Cab i net L ay o ut

~3
0-4

0 1
RU

 Se
rve

rs 
pe
r R

ac
k

N- R ac k s p er  R o w
Con si d erati on s:
H ow  M a ny I nterf a c es per S erv er
T op of  R a c k  S w itc h  pl a c em ent or
End of  R ow / W ith in th e R ow
S epa ra te S w itc h  f or O O B  N etw ork
C a b l ing ov erh ea d v s.  u nder f l oor
P a tc h  system s
C ool ing c a pa c ity
P ow er distrib u tion/  R edu nda nc y

…… ……
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D ens i t y  and S c al ab i l i t y  I m p l i c at i o ns
Cab i net Desi g n w i th  1 R U  S w i tch i ng

� M i ni m i z es t h e nu m b er o f  cab les t o  
ru n f ro m  each  cab i net / rack

� I f  N I C  t eam i ng  su p p o rt :  t w o  -1 RU 
sw i t ch es are req u i red

� W i ll t w o  1 RU sw i t ch es p ro v i de 
eno u g h  p o rt  densi t y?

� C o o li ng  req u i rem ent s u su ally do  
no t  p erm i t  a f u ll rack  o f  serv ers

� Redu ndant  sw i t ch  p o w er su p p ly 
are o p t i o n

� Redu ndant  sw i t ch  C P U 
co nsi derat i o ns:  no t  an o p t i o n

� G E C  o r 1 0 G E  u p li nk  
co nsi derat i o ns

S in g le R ac k -2  S w it c hes D u al R ac k -2  S w it c hes
Ca

bli
ng

 re
ma

ins
 in

 ca
bin

ets

S erv ers Co nnect Di rectl y  to  a 1 R U  S w i tch
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D ens i t y  and S c al ab i l i t y  I m p l i c at i o ns
N etw o rk  T o p o l o g y  w i th  1 R U  S w i tch i ng  M o d el

P r o :  E f f ic ien t  Cab lin g
P r o :  I m p r o v ed Co o lin g
Co n :  N u m b er  o f  D ev ic es/ M g m t
Co n :  S p an n in g  T r ee L o ad

A c c es s

A g g reg a ti on  

C a b i n et 1 C a b i n et 2
…

W i t h  ~ 1 , 0 0 0  S e r v e r s / 2 5  C a b i n e t s  =  5 0  S w i t c h e s
C a b i n et 2 5

4  U p l i n ks  p er C a b i n et =  10 0  
U p l i n ks  T ota l  to A g g L a y er

G E C  or 10 G E  U p l i n ks ?

D C Co r e
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D ens i t y  and S c al ab i l i t y  I m p l i c at i o ns
Cab i net Desi g n w i th  M o d ul ar A ccess S w i tch es
� C a b l e b u l k  a t c a b inet f l oor 

entry c a n b e dif f ic u l t to 
m a na ge a nd b l oc k  c ool  a ir 
f l ow

� T ypic a l l y spa c ed ou t b y 
pl a c em ent a t ends of  row  
or w ith in row

� M inim iz es c a b l ing to 
A ggrega tion

� R edu c es nu m b er of  
u pl ink s/ a ggrega tion ports

� R edu nda nt sw itc h  pow er 
a nd C P U  a re options

� GEC  or 10GE U pl ink  
C onsidera tions

� N EB S  C onsidera tions
C a b l es  R ou te U n d er R a i s ed  F l oor or i n  O v erh ea d  T ra y s

S erv ers Co nnect Di rectl y  to  a M o d ul ar S w i tch
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D ens i t y  and S c al ab i l i t y  I m p l i c at i o ns
N etw o rk  T o p o l o g y  w i th  M o d ul ar S w i tch es i n th e A ccess

A c c es s

~8 Access Switches to Manage

P r o :  F ew er  D ev ic es/ M g m t
Co n :  Cab lin g  Challen g es
Co n :  Co o lin g  Challen g es

W i t h  ~ 1 , 0 0 0  S e r v e r s / 9  S l o t  A c c e s s  S w i t c h e s =  8  S w i t c h e s

2  U p l i n ks  p er 6 5 0 9  =  16  
U p l i n ks  to A g g L a y er

A g g reg a ti on  

D C Co r e

G E C  or 10 G E  U p l i n ks ?
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D ens i t y  and S c al ab i l i t y  I m p l i c at i o ns
1 R U  and  M o d ul ar Co m p ari so n

A g g r eg ati o n

1 R U 
A c c ess

M o du lar  
A c c ess

F ew er  Up lin k s

M o r e Up lin k s

F ew er  I / O  Cab les

M o r e I / O  Cab les

H ig her  S T P  P r o c  

L o w er  S T P  P r o c  
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D ens i t y  and S c al ab i l i t y  I m p l i c at i o ns
Densi ty :  H o w  M any  N ICs to  P l an F o r?

� T h ree to f ou r N ICs per serv er 
are c om m on

F ront end or pu b l ic  interf a c e
S tora ge interf a c e ( GE,  F C )
B a c k u p interf a c e
B a c k  end or priv a te interf a c e
integra ted L igh ts O u t ( iL O ) 
f or O O B  m gm t

� M ay  req u i re m ore th an  tw o 
1 R U  sw i tc h es per rac k  

3 0 serv ers@  4  ports =  120 ports 
req u ired in a  singl e c a b inet 
( 3 x 4 8  port 1R U  sw itc h es)
M a y need h a rd l im its on 
c a b l ing c a pa c ity
A v oid c ross c a b inet a nd oth er 
c a b l ing nigh tm a res S in g le R ac k -2  S w it c hes D u al R ac k -2  S w it c hes

F r o nt E nd  I nter f a c e

B a c k  E nd  I nter f a c e

B a c k up  N etw o r k

O O B  
M a na g em ent

Sto r a g e H B A  o r  
G E  N I C

Ca
bli

ng
 re

ma
ins

 in
 ca

bin
ets
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D ens i t y  and S c al ab i l i t y  I m p l i c at i o ns
H y b ri d  E x am p l e w i th  S ep arate O O B

� 1 R U  en d  of  row  approac h :
S m a l l er f a il u re dom a ins
L ow  pow er c onsu m ption ( k w / h r)
GEC  or 10GE u pl ink s
P erm its serv er distrib u tion 
v ia  pa tc h
El im ina tes T O R  port density issu e
R eq u ires sol id pa tc h  &  c a b l ing 
system

� S eparate O O B  sw i tc h :
U su a l l y 10M  Eth ernet ( iL o)
V ery l ow  u til iz a tion
D oesn’t req u ire h igh  perf orm a nc e
S epa ra te l ow  end sw itc h  ok
I sol a ted f rom  produ c tion netw ork

� H y b ri d  m od u l ar +  1 R U
P rov ides f l ex ib il ity in design
D u a l  C P U  +  pow er f or c ritic a l  a pps
S ec onda ry port f or N I C  tea m ing

O O BO O BO O B O O B

A g g r eg ati o n
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D ens i t y  and S c al ab i l i t y  I m p l i c at i o ns
O v ersub scri p ti o n and  U p l i nk s

� W h at i s th e ov ersu b sc ri pti on  rati o per 
u pl i n k ?

D ev el op a n ov ersu b sc ription ref erenc e m odel
I dentif y b y a ppl ic a tion,  tier,  or oth er m ea ns

� Con si d erati on s
F u tu re- tru e serv er c a pa c ity ( P C I -X ,  P C I - Ex press)

S erv er pl a tf orm  u pgra de c yc l e w il l  inc rea se 
l ev el s of  ou tb ou nd tra f f ic

U pl ink  c h oic es a v a il a b l e
Giga b it Eth erC h a nnel 10GE
10Gig Eth erC h a nnel

F l ex ib il ity in a dj u sting ov ersu b sc ription ra tio
C a n I  u pgra de to 10GE ea sil y? 10G 
Eth erC h a nnel ?

U pgra de C P U  a nd sw itc h  f a b ric ? ( su p1-2-7 20-?)
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D ens i t y  and S c al ab i l i t y  I m p l i c at i o ns
S p anni ng  T ree

� 1 R U  sw itc hin g  in c rease c han c es o f  
l arg er sp an n in g  tree d iam eter 

� B l ad eS erv er sw itc hes are l o g ic al l y  
sim il ar to  ad d in g  1 R U  sw itc hes in to  
the ac c ess l ay er

� A  hig her n um b er o f  trun k s w il l  
in c rease S T P  l o g ic al  p o rt c o un ts in  
ag g reg atio n  l ay er

� D eterm in e sp an n in g  tree l o g ic al  an d  
v irtual  in terf ac es b ef o re ex ten d in g  
V L A N s o r ad d in g  trun k s

� U se ag g reg atio n  m o d ul es to  sc al e 
S T P  an d  1 0 G E  d en sity
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S c al i ng  B and w i d th  
and  Dens i ty
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S c al i ng B / W  w i t h  G E C  and 1 0 G E  
O p ti m i z i ng  E th erCh annel U ti l i z ati o n

� Id eal  i s g raph  on  top ri g h t
� B ottom  l ef t g raph  m ore ty pi c al
� A n al y z e th e traf f i c  f l ow s i n  an d  ou t of  
th e serv er f arm :

I P  a ddresses ( h ow  m a ny?)
L 4  port nu m b ers ( ra ndom iz ed?)

� Def au l t L 3  h ash  m ay  n ot b e opti m al  
f or G E C:  L 4  h ash  m ay  i m prov e

� 1 0  G i g E g i v es y ou  ef f ec ti v el y  th e f u l l  
b an d w i d th  w i th ou t h ash  i m pl i c ati on s

agg(config) #  p or t -ch anne l  l oad  b al ance  
s r c-d s t -p or t
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S c al i ng B / W  w i t h  G E C  and 1 0 G E
U si ng  E th erCh annel M i n-L i nk s

� M i n -L i n k s f eatu re i s av ai l ab l e 
as of  1 2 . 2 . 1 8 S X F

� S et th e m i n i m u m  n u m b er of  
m em b er ports th at m u st b e i n  
th e l i n k -u p state or d ec l are th e 
l i n k  d ow n

� P erm i ts h i g h er b an d w i d th  
al tern ate path s to b e u sed  or 
l ow er b an d w i d th  path s to b e 
av oi d ed

� L oc al l y  si g n i f i c an t c on f i g u rati on
� O n l y  su pported  on  L A CP  
E th erCh an n el s

R o u t e r #  c o nf i g ur e ter m i na l  
R o u t e r ( c o n f ig ) #  i nter f a c e p o r t-c h a nnel  1  
R o u t e r ( c o n f ig -if ) #  p o r t-c h a nnel  m i n-l i nk s 2  
R o u t e r ( c o n f ig -if ) #  end
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S c al i ng B / W  w i t h  G E C  and 1 0 G E
M i g rati ng  A ccess L ay er U p l i nk s to  1 0 G E

� H ow  d o I sc al e as I m i g rate f rom  G E C to 1 0 G E  u pl i n k s?
� H ow  d o I i n c rease th e 1 0 G E  port d en si ty  at th e ag g l ay er?
� Is th ere a w ay  to reg ai n  sl ots u sed  b y  serv i c e m od u l es?

A c c e s s  P a i r  1 … …

A g g reg a ti on  

D C Co r e
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S c al i ng B / W  w i t h  G E C  and 1 0 G E
S erv i ce L ay er S w i tch

� M ov e c ertai n  serv i c es ou t of  
ag g reg ati on  l ay er

� Id eal  f or A CE  &  F W S M  
m od u l es

� O pen s sl ots i n  ag g l ay er f or 
1 0 G E  ports

� M ay  n eed  Q O S  or separate 
l i n k s f or F T  path s

� E x ten d  on l y  n ec essary  L 2  
V L A N s to serv i c e sw i tc h es 
v i a . 1 Q  tru n k s ( G E C/ T en G )

� R H I i n stal l s rou te i n  l oc al  
M S F C on l y ,  req u i ri n g  L 3  
peeri n g  w i th  ag g reg ati on

D C Co r e

S erv i c e 
S wi tc h 2  

( R ed u n d a n t)
S erv i c e 
S wi tc h 1

A c c es s

A g g r eg a ti o n
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S c al i ng B / W  w i t h  G E C  and 1 0 G E
Consolidate to ACE

� C o nsi der co nso li dat i ng  
m u lt i p le serv i ce m o du les 
o nt o  A C E  M o du le

S L B
Firew al l
S S L

� 4 / 8 / 1 6 G  F ab ri c 
C o nnect ed

� A ct i v e-A ct i v e D esi g ns
� H i g h er C P S  + 
C o ncu rrent  C P S

� S i ng le T C P  t erm i nat i o n,  
lo w er lat ency

� F eat u re g ap  m ay no t  
p erm i t  t i ll lat er release

D C Co r e

A c c es s

A g g r eg a ti o n
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I nc reas i ng  H A  i n 
th e Data Center
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I nc r eas i ng H A i n t h e D at a C ent er
S erv er H i g h  A v ai l ab i l i ty

1 . S erv er n etw ork  ad apter
2 . P ort on  a m u l ti -port 

serv er ad apter
3 . N etw ork  m ed i a 

( serv er ac c ess)
4 . N etw ork  m ed i a ( u pl i n k )
5 . A c c ess sw i tc h  port
6 . A c c ess sw i tc h  m od u l e
7 . A c c ess sw i tc h

W it h D at a Cen t er  H A  
R ec o m m en dat io n s

W it ho u t  D at a Cen t er  H A  
R ec o m m en dat io n s

L 2
L 3

T h ese N etw ork  F a il u re I ssu es C a n B e 
A ddressed b y D epl oym ent of  D u a l  
A tta c h ed S erv ers U sing N etw ork  A da pter 
T ea m ing S of tw a re

Common Points of Failure
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O n  F ai lo v er ,  S r c M A C  E th 1  =  S r c M A C  E th 0
I P  A d d r es s  E th 1  =  I P  A d d r es s  E th 0  

E th 1 :  S tan d b yE th 0 :  A c ti v e

S F T —S w it c h F au lt  T o ler an c e 

I P = 1 0 . 2 . 1 . 1 4
M A C  = 0 0 0 7 . e9 1 0 . c e0 f
O n  F ai lo v er ,  S r c M A C  E th 1  =  S r c M A C  E th 0

I P  A d d r es s  E th 1  =  I P  A d d r es s  E th 0  

E th 1 :  S tan d b yE th 0 :  A c ti v e

A F T —A dap t er  F au lt  T o ler an c e 

He
ar
tb
ea

ts

He
ar
tb
ea

ts

O n e P o r t R ec ei v es ,  A ll P o r ts  T r an s m i t
I n c o r p o r ates  F ault T o ler an c e

O n e I P  A d d r es s  an d  M ulti p le M A C  A d d r es s es

E th 1 -X :  A c ti v eE th 0 :  A c ti v e

A L B—A dap t iv e L o ad Balan c in g  

He
ar
tb
ea

ts

I P = 1 0 . 2 . 1 . 1 4
M A C  = 0 0 0 7 . e9 1 0 . c e0 f

I P = 1 0 . 2 . 1 . 1 4
M A C  = 0 0 0 7 . e9 1 0 . c e0 f

I P = 1 0 . 2 . 1 . 1 4
M A C  = 0 0 0 7 . e9 1 0 . c e0 e

Default G W  
1 0 . 2 . 1 . 1  
H S R P

Default G W  
1 0 . 2 . 1 . 1  
H S R P

Default G W  
1 0 . 2 . 1 . 1  
H S R P

I nc r eas i ng H A i n t h e D at a C ent er  
Co m m o n N IC T eam i ng  Co nfi g urati o ns

N o t e:  N I C  m anu f act u rer dri v ers are ch ang i ng  and m ay o p erat e di f f erent ly.   
A lso ,  serv er O S  h av e st art ed i nt eg rat i ng  N I C  t eam i ng  dri v ers w h i ch  m ay 
o p erat e di f f erent ly.
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I nc r eas i ng H A i n t h e D at a C ent er  
S erv er A ttach m ent:  M ul ti p l e N ICs

L 2
L 3

E th erC h a n n el sA l l  L i n ks  A c ti v e:  
L oa d  B a l a n c i n g

O n l y  O n e L i n k A c ti v e:  
F a u l t T ol era n t M od e

E t h e r C h a n n e l H a s h  M a y  
N o t  P e r m i t  Fu l l  U t i l i z a t i o n  
f o r  C e r t a i n  A p p l i c a t i o n s  
( Ba c k u p  E x a m p l e )

Y o u Can B und l e M ul ti p l e L i nk s to  A l l o w  G enerati ng  
H i g h er T h ro ug h p uts B etw een S erv ers and  Cl i ents
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I nc r eas i ng H A i n t h e D at a C ent er  
F ai l o v er:  W h at Is th e T i m e to  B eat?

� T h e ov eral l  f ai l ov er ti m e i s th e 
c om b i n ati on  of  c on v erg en c e 
at L 2 ,  L 3 ,  +  L 4  c om pon en ts

S ta tef u l dev ic es c a n repl ic a te 
c onnec tion inf orm a tion a nd typic a l l y 
f a il ov er w ith in 3 -5 sec
Eth erC h a nnel s <  1sec
S T P  c onv erges in ~ 1 sec  ( 8 02. 1w )
H S R P  c a n b e tu ned to < 1s

� W h ere d oes T CP  b reak ?  
M i c rosof t,  L i n u x ,  A IX ,  etc .

L 2  Co n v er g en c e L 3  Co n v er g en c e
L 4  Co n v er g en c e

~  5 s

Fa
ilo

ve
r T

im
e

M ic r o so f t  X P
2 0 0 3  S er v er
T CP  S t ac k  
T o ler an c e

~  9 s

L in u x  an d 
O t her s T o ler at e 

a L o n g er  
O u t ag e
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I nc r eas i ng H A i n t h e D at a C ent er  
F ai l o v er T i m e Co m p ari so n

� S T P -8 0 2 . 1 w —O n e sec
� O S P F -E IG R P —O n e sec
� A CE  M od u l e w i th  A u tostate
� H S R P —T h ree sec  ( u si n g  1 / 3 )
� F W S M  M od u l e—T h ree sec
� CS M  M od u l e—F i v e sec
� W i n X P / 2 0 0 3  S erv erT CP S tac k —N i n e sec

O SP F / E I G R P
Sub-Sec o nd

Sp a nni ng  T r ee
~ 1 sec

H SR P
~  3 s 

( m a y  be tuned  to  l ess)

Fa
ilo

ve
r T

im
e T CP  Sta c k  

T o l er a nc e
~  9 s

F i r eW a l l
Ser v i c e 
M o d ul e
~  3 s

Co ntent
Ser v i c e 
M o d ul e
~  5 s

A CE
~  1 s
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I nc r eas i ng H A i n t h e D at a C ent er  
N o n-S to p  F o rw ard i ng / S tateful S w i tch -O v er

� N S F / S S O  i s a su p erv i so r 
redu ndancy m ech ani sm  f o r i nt ra-
ch assi s su p erv i so r f ai lo v er

� S S O  synch ro ni z es layer 2 p ro t o co l 
st at e,  h ardw are L2/ L3 t ab les 
( M A C ,  F I B ,  adj acency t ab le) ,  A C L 
and Q o S t ab les

� S S O  synch ro ni z es st at e f o r:  
t ru nk s,  i nt erf aces,  E t h erC h annels,  
p o rt  secu ri t y,  S P A N / RS P A N ,  S T P ,  
UD LD ,  V T P

� N S F  w i t h  E I G RP ,  O S P F ,  I S -I S ,  
B G P  m ak es i t  p o ssi b le t o  h av e no  
ro u t e f lap p i ng  du ri ng  t h e reco v ery 

� A g g ressi v e RP  t i m ers m ay no t  
w o rk  i n N S F / S S O  env i ro nm ent

NS F -A wa re NS F -A wa re
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I nc r eas i ng H A i n t h e D at a C ent er  
N S F / S S O  i n th e Data Center

� S S O  i n  th e ac c ess l ay er:  
I m prov es a v a il a b il ity f or singl e 
a tta c h ed serv ers

� S S O  i n  th e ag g reg ati on  l ay er:
C onsider in prim a ry a gg l a yer sw itc h
A v oids reb u il d of  a rp,  igp,  stp ta b l es
P rev ents serv ic e m odu l e sw itc h ov er  
( c a n b e u p to ~ 6 sec  depending on 
w h ic h  m odu l e)
S S O  sw itc h ov er tim e l ess th a n tw o sec
12. 2. 18 S X D 3  or h igh er

� P ossi b l e i m pl i c ati on s
H S R P  sta te b etw een A gg sw itc h es is 
not tra c k ed a nd w il l  sh ow  sw itc h ov er 
u ntil  c ontrol  pl a ne rec ov ers
I GP  T im ers c a nnot b e a ggressiv e 
( tra deof f )
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R ap id P V S T + 
UD L D  G lo b al

S p an n in g  T r ee P at hc o st M et ho d= L o n g

A g g 1 :
S T P  P r im ar y  R o o t
H S R P  P r im ar y  

H S R P  P r eem p t  an d D elay
D u al S u p  w it h N S F +S S O

A g g 2 :
S T P  S ec o n dar y  R o o t
H S R P  S ec o n dar y

H S R P  P r eem p t  an d D elay
S in g le S u p

R ap id P V S T +:  M ax im u m  N u m b er  o f  S T P  A c t iv e L o g ic al 
P o r t s- 8 0 0 0  an d V ir t u al P o r t s P er  L in ec ar d-1 5 0 0

B lad e C h as s i s  
w i th  I n teg r ated  

S w i tc h

F T

R o o t g u ar d
L o o p G u ar d
P o r t f ast +
BP D Ug u ar d

L A CP + L 4  H a sh
Di st E th er Ch a nnel

M i n-L i nk s 

L 3 +  L 4  CE F  H a sh  
L A CP + L 4  P o r t H a sh

Di st E th er Ch a nnel f o r  F T  
a nd  Da ta  V L A N s

Da ta

I nc r eas i ng H A i n t h e D at a C ent er  
B est P racti ces:  S T P ,  H S R P ,  O th er
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Q  and  A
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