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Current DDOS protection main problems
● Price
● Sanctions
● Hard to implement
● Not useful for small/medium size companies
● Needs special learnings



What we achieve ?
● Better NOC Sleep
● Less complain from customers
● Less bandwidth waste



Real world DDOS examples
● Many G/T bit attack to few hosts under your network

○ Simple detection 

● Few Gbit attack to many hosts under your network
○ Very complex detection
○ Needs automated mitigation



Key Features
● Ability to detect and filter out only malicious traffic flowing into or from your network.
● Flexible detection engine with support for DoS/DDoS attack types: amplification (NTP, SNMP, SSDP, DNS, GRE, chargen and 

other), floods (UDP, TCP, ICMP), attacks on tcp protocol (syn, syn-ack, fin floods), attacks on IP protocol (fragmented packets) 
and other. Including support for multi-vector attacks.

● Very fast detection time: 1 second for sFlow 5 and port mirror mode and 5- 45 seconds for Netflow/IPFIX (depends in device 
model).

● Scalable up to Terabits (multiple existing deployments with 1+ Tbps of traffic).
● Lua friendly



Deployment Features
● Wide range of supported capture engines: sFlow v5, Netflow v5, v9, jFlow, 

IPFIX (including complete support for sampled flows), mirror ports (sampled).
● Bundled BGP and BGP flow spec (RFC 5575) support.
● Could use existing devices in your network for traffic filtration/blocking
● Bundled support industry-leading tool for querying and visualizing traffic 

information: Grafana.
● Very fast delivery time: about 40 minutes for installation and initial 

configuration (excludes network equipment configuration and time required for 
server preparation).



Deployment Features
● Tested compatibility with following vendors: Cisco, Juniper, Alcatel, Huawei, 

Mikrotik, Extreme, Arista, Brocade, Dell, HP, Palo Alto, D-Link, Edge Core, 
Ericsson, Force and other.

● Software based solution, you do not need any specific hardware, you could 
use any VM or server available on your local market.

● Network engineers friendly command line configuration tool: fcli.
● Developers friendly: API, hook scripts, filter scripts. JSON based database for 

configuration/attacks with wide range of client tools for different languages.



Supported Platforms

● Linux (Debian 6/7/8/9, CentOS 6/7, Ubuntu 12.04, 14.04, 16.04)
● FreeBSD 9, 10, 11: official port.
● Mac OS X Yosemite (only 1.1.2 release)

https://www.freshports.org/net-mgmt/fastnetmon/


Let’s dirty your hands
#wget 
https://raw.githubusercontent.com/pavel-odintsov/fastnetmon/master/src/fastnetm
on_install.pl -Ofastnetmon_install.pl

#sudo perl fastnetmon_install.pl

#nano /etc/networks_list

#nano /etc/networks_whitelist



Simple way - Netflow
IP > Traffic Flow



/etc/fastnetmon.conf



#/opt/fastnetmon/fastnetmon --daemonize





DPI
● 100% guarantee against false positive attack detection
● Supported only for mirror/SPAN because packet body required
● Used as second level for detection algorithm
● Very useful for networks
● Complete support for SNMP, DNS, NTP, SSDP amplification attacks



Attack visualization in Grafana



/opt/fastnetmon/fastnetmon_client



Under Attack
● Announce BGP to UTRS from Team Cymru
● Simply Blackhole
● Run a shell/php/python/perl/whatever script

○ Connect to mikrotik router and run some commands
○ Connect to my cisco run ….
○ Just email or sms or telegram to me

● Announce BGP to cloud mitigation provider
● BGP flow spec/RFC 5575 (selective traffic blocking: GoBGP, ExaBGP) 
● Save the tcpdump pcap file for later analyze



Thank You

Questions ?


