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roblem Statement

ticed that the speed of ICT
eveloping, deploying, and

efore, government organizations are still
ing from the existence and emerging of
security risks.

= All available security solutions are only
computationally-secure!
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Work Objective

1s work is to show the importance
including unconditionally-
services within e-

rnment infrastructure based on QKD.

work highlights the basic requirements for
ral framework that facilitates such
inclusion and also introduces sample protocol
modification.
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"MACs vs. A-Codes

A-codes can provide data integrity
in authentication.

| phasize that MACs are
proven to be computationally secure
e the security of A-codes is unconditional.

s, MACs are suitable for short-term

ity but they are not useful for long-term
(say 20 years) requirements, especially when
considering new technologies like quantum
computers.
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1gital Signatures

s are very widely used
ring unforgeability and
rmation.

signature schemes can be constructed
computational security and
itional security.
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o GMMs vs. ISMMs

General Convergence
Maturity Model
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e proposed N-Tier framework
architecture

Presentation Tier

Business Logic Tier

Security Tier

Data Access Tier

Data Tier
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ty-related functions

synchronization
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dypical deployment of key bank agents
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broposed key management and
distribution approaches

Quantum

cryptographic-
based approach:

Courier-based
Approach:

* This is the most * Recently, there * Properly
traditional h.ave.b.een combining
approach significant QKD with

advancements in public-key
Quantum Key based
Distribution authentication

(QKD)
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“Why QKD?

s cryptographic keys whose secrecy is
the laws of physics.

thods of secure
at are not threatened even by

ower of quantum computers.

pantum cryptography, physically secure
tum key distribution can be combined with
athematical security of the OTP cipher
and /or information-theoretically secure
authentication (based on universal hashing) .
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PPHCAllY SWitched QKD network
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QKDNsS (Software)

upled protocol stack strategy; secret
btained from QKD (which is mainly a
hnology) are merged directly

. , the consumer security protocol
0 be modified to enable the integration of QKD
in it.
ly-coupled protocol stack strategy; the focus
to develop original multi-layer protocol
infrastructures that are dedicated to QKD networks.

In such a case, the QKD network infrastructure can be
viewed as a "new cryptographic primitive”.
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5SL/TLS Example

o Application 1 _ TN TN
I I '.f “\f! '?-F “
l User Interface I ff"""'x" I ' ) i'
nterne
| o i
l —_ assL-authenticated li
Key I BB24 public channel -
I Sturnge I J communications "
& '.r 1 ]
- BBS4 QKD 1yl Manage- | | / A
0 Protocol Engine I ment I H \
= : 1 1
E*_l I. —_— —_ % I
: I } QssL-protected I
— — —_— h 4 —_— 'l' application data traffic ;"
: 4
| QsSL 1o e
: Quanium Handshake '1 I
= | Cryptography Protocols | ' !
: I Protocol I ‘o I
l Record Protocol I

Quaniwm Lower Laver
1T Transmission/ MNetwork Protocols
Reception

I I T I I I I I I I T 4»?

OQuantum Channel

Sufyan Al-Janabi MENOG 17



WK Protocol Message Types.

Message Type

start-quantum-transmission
start-acknowledgement
end-guantum-transmission
end-acknowledgement
synchronize-quantum-channel
receiver-sifting

sender-sifting
receiver-error-comrection
sender-error-correction
set-equality
equality-acknowledgement
privacy-amp-parameters
privacy-amp-acknowledgement
receiver-discussion
sender-discussion

null

null

null

null

timing information

indices of detected pulses, detection bases

pulses' indices, transmission bases
reconciliation technique dependent
reconciliation technique dependent
hashes of chosen sets

null

parameters of the privacy amplification method

null
situation dependent
situation dependent
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Conclusion

ddes can offer security
ially in situations when long-term
and / or significantly high level of security is

yossible in next stages to include e-
democracy (especially e-voting)
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Hture Work

ent implementation is mainly
tion. Future work might
implementation on Intranet

I investigation of hardware and software
ements of such systems for wired and/or
s settings can also be considered.
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