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DDOS BACKGROUND 
•  What is a DDoS “ Distributed Denial Of Service” attack ?  

–  An attempt to consume finite resources, exploit weaknesses in 
software design or implementations , or exploit lac of 
infrastructure . 

–  Target the availability and utility of computing and network 
resources. 

–  DDoS attacks effect availability! No Availability , no 
applications/services/data/internet ! NO revenue! 

–  Attacks are almost always distributed for more significant effect. 
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AVAILABILITY IS HARD ! 
•  The Primary goal for DDoS defense is maintaining availability in the 

face of the attack. 

•  Maintaining availability in the face of attack requires a combinations of skills, 
architecture, operational agility, analytical capabilities and mitigation 
capabilities.  

•  In Practice, most organizations never take availability into account when 
designing /speccing /building/deploying/testing/online apps/services/
properties. 

•  In Practice, most organizations never make the logical connection between 
maintaining availability and business continuity.   

•  In practice, most organizations never stress-test their apps serves stacks in 
order to determine scalability/resiliency shortcomings and proceed to fix 
them.  

•  In practice, most organizations do not have plans for DDoS mitigation – or if 
they have a plan , they never rehearse it!  
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DDOS ATTACKS 

•  DDoS attacks can consist of just about anything 
–  Large quantities of raw traffic designed to overwhelm a resource 

or infrastructure 
–  Application specific traffic designed to overwhelm a particular 

service – sometimes stealthy in nature 
–  Traffic formatted in such a way to disrupt a host from normal 

processing 
–  Traffic reflected and/or amplified through legitimate hosts 
–  Traffic from compromised sources or from spoofed IP addresses 
–  Pulsed attacks – start/stop attacks 

•  DDoS attacks can be broken out by category 
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DDOS ATTACK CATEGORIES 

Volumetric,	Brute	
Force	a0acks	

•  Traffic Floods  
–  Exhaust resources by 

creating high bps or 
pps volumes 

– Overwhelm the 
infrastructure – links, 
routers, switches, 
servers	

Layer	4-7,		
Smart	a0acks	

•  TCP resource 
exhaustion 
–  Exhaust resources in 

servers, load balancers, 
firewalls or routers 

•  Application Layer 
–  Take out specific 

services or applications 
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THE DDOS ATTACK SURFACE 

•  Any part of your network or  
services that is vulnerable to  
an attack 

–  Network Interfaces 
–  Infrastructure 
–  Firewall/IPS 
–  Servers 
–  Protocols 
–  Applications 
–  Databases 

•  Attackers will find the weakness 



How a DDoS Attack works? 

During a Distributed Denial of Service (DDoS) attack, 
[compromised] hosts or bots coming from distributed sources overwhelm 
the target with [il]legitimate traffic so that the servers cannot respond to 
legitimate clients. 
è Critical services are no longer available! 
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BOTS AND BOTNETS 

-	Botnets	can	have	100,000s		
of	Bots	
-	Why	use	Bots	to	a0ack	a		desAnaAon?	

-	Cheap	
-	PracAcally	untraceable	
-	No	one	tries	to	clean	up	the	bots	

Cost of a botnet to 
take a website off-

line is as little as $50 
per day 



DDoS – “Services” & Tools 

…	many	variaAons	…	constantly	growing	…	

New in 201x: 
Voluntary „BotNet“ 

Commercial Tools & „Services“: 



Commercial DDoS Services 

•  No DDoS capabilities in this RAT 

•  However this is a good example of password theft 
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DDoS Attacks: Volumetric 

Volumetric DDoS attacks are designed to saturate and 
overwhelm network resources, circuits etc by brute force 
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HIGH BANDWIDTH VOLUMETRIC DDOS 

DescripAon	
§  Large	volume	of	traffic	in	bps	and/or	
pps.		

§  Traffic	could	be	spoofed	or	not	spoofed.	

Affect	on	Network	
§  Network	links	become	saturated.	
§  SoUware-based	routers,	switches,	
firewalls,	ISPs	get	overwhelmed.	

Affect	on	Services	
§  LegiAmate	users	can’t	get	to	services.	

Common	Names	
§  Packet	flood,	UDP	flood,	TCP	flood	
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UDP Flood Attacks 

•  UDP is stateless, making it a common tool for flood attacks 
–  Generation of UDP packets is easy 
–  Stateless implies spoofing source IP addresses is possible 
–  BPS and PPS: packet sizes may range from 60 to 1500 bytes 

•  High volume of small packets can cause forwarding issues for routers 
and firewalls and other inline devices 

•  1Mpps @ 60bytes = 458Mbps 
•  1Mpps @ 1400bytes = 10Gbps 

•  UDP Floods do not generally impact services (unless DNS) 
but do impact the infrastructure causing collateral damage 

–  UDP Floods can cause jitter and latency, impacting other services 
like VoIP 
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SYN Flood Attacks 

•  SYN flood attacks attempt to exhaust the server side 
resources for TCP connections 

•  Source(s) continuously send packets with just the SYN bit 
set 

•  Victim (Server) must open a connection and send a SYN-
ACK back to the source 

•  Connection is kept open 
–  Source ACK’s and then data is exchanged 
–  Source terminates connection 
–  Server times out the connection 

•  SYN packets are typically small in size 
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TCP Stack Attack – Syn Flood Attack 
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Reflection Attacks 
DescripAon	

§  A0ackers	spoof	IP	address	of	vicAm	as	
source	and	send	queries	to	open	proxies	or	
resolvers	that	then	send	“answers”	to	the	
vicAm.	

§  Answers	may	be	amplified	if	the	response	is	
bigger.	

Affect	on	Network	
§  Network	links	become	saturated.	
§  SoUware-based	routers,	switches,	firewalls,	
ISPs	get	overwhelmed.	

Affect	on	Services	
§  LegiAmate	users	can’t	get	to	services.	

Common	Names	
§  DNS	ReflecAon,	DNSSec	AmplificaAon	
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Protocols used for Reflection/Amplification 
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DDoS Attacks: State-Exhausting 
State-Exhausting DDoS attacks target stateful security devices.  
Leads to exhaustion of state which render them useless.   
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Protocol Attacks 

DescripAon	

§  A0acks	that	exploit	vulnerable	parts	
of	protocols	such	as	TCP	3-way	
handshake.	They	are	oUen	craUed	to	
overwhelm	protocol	state	of	devices	

Affect	on	Network	
§  State	table	on	servers,	load	balancers,	
IPS	and	firewalls	fill	up	and	they	will	
no	longer	pass	traffic	

Affect	on	Services	

§  LegiAmate	users	can’t	get	to	services.	

Common	Names	

§  SYN	flood,	RST	flood,	FIN	flood	



25	

Connection Based Attacks 
DescripAon	

§  A0ackers	create	many	connecAons	to	
the	service	sending	no	traffic	or	
infrequent	traffic.	SomeAmes	the	
a0acker	may	send	incomplete	
requests	to	the	services.	

Affect	on	Network	
§  Available	connecAons	to	the	service	
are	exhausted.	State	tables	of	FW,	
IPS,	load	balancers	could	also	get	
overwhelmed.	

Affect	on	Services	
§  LegiAmate	users	can’t	get	to	services.	

Common	Names	

§  Sockstress	
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DDoS Attacks: Application Layer 

Application-Layer DDoS attacks target specific applications                 
(HTTP, SSL, DNS, SMTP, SIP, etc.). 
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Application-Layer Attacks 

DescripAon	
§  A0acks	that	target	a	vulnerability	at	the	

applicaAon	layer.	
§  Can	range	from	applicaAon	floods	to	slow	

stealthy	a0acks	that	target	a	parAcular	
weakness.	

Affect	on	Network	
§  Limited	network	effect	as	the	traffic	rates	

can	be	very	low.	
§  They	someAmes	cause	congesAon	between	

services	and	storage	databases.	

Affect	on	Services	
§  Services	become	unresponsive	or	go	down	

altogether.	

Common	Names	
§  URL	floods,	R	U	Dead	Yet	(RUDY),	Slowloris,	

LOIC,	HOIC,	DNS	dicAonary	a0acks	
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Application Attacks to Web Servers 

•  Get Floods 
–  Brute force use the server’s processing capacity – typically done 

using a Botnet 
–  Ex: Siege 

•  Slow GET 
–  Creates TCP sessions that never close and hold server resources 

(TCP table space, process table, memory) 
–  Ex: Slowloris 

•  Slow POST 
–  Similar to Slow GET, focused on pages which have forms to be 

completed (can’t be cached by CDNs) 
–  Ex: RUDY 
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Common DNS Attacks 

•  Multiple threat vectors against DNS whose impacts 
include loss of service availability, reduced customer 
satisfaction, and hurt profitability 
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Targets of Application-layer attacks 



More	A-ack	Mo1va1ons	 Greater	Availability	of	Botnets	

Increased	Volume	 Increased	Complexity	 Increased	Frequency	

Largest	volumetric	DDoS	has	grown	
to	500+	Gbps	in	2015	

	

Over	25%	of	a0acks	are	applica1on-
based	DDoS	mostly	targeAng	HTTP,	

DNS,	SMTP	
	

>50%	of	data	center	operators	
experience	>10	a0acks	per	month	

	

DDoS is an Exploding & Evolving Trend 

more	a-acks	

Geopoli1cal	“Burma	taken	offline	by	DDOS	a0ack”	

Protests	 “Visa,	PayPal,	and	MasterCard	a0acked”	

Extor1on	 “Techwatch	weathers	DDoS	extorAon	
a0ack”	

Be-er	Bots	 More	infected	PCs	with	faster	
connecAons	

Easy	Access	 Using	web	2.0	tools	to	control	botnets	

Commodi1zed	Cloud-based	botnets,	cheaper	

Largest	single	DDos	A-ack	
Observed	per	Year	in	Gbps	

Largest	7	DDos	A-acks	
Against	IDC	

Average	Number	of	
DDos	A-acks	per	
Month	
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The Evolving DDoS Threat 
Attackers use a combination of techniques 
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Substantial Growth in Largest Attacks 

•  Largest	reported	a0acks	ranged	from	500	Gbps	at	the	top	end,	
through	450Gbps,	425Gbps	and	337Gbps	
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DDoS – Complexity Increases 

•  Media focus on volumetric attacks, stealthy application-layer attacks haven’t 
gone away 

–  93% of respondents see application-layer attacks,  up from 90% last year and 
86% in 2013 

•  DNS is now top application-layer target, over-taking HTTP 
–  Strong growth in respondents seeing attacks targeting SIP / VoIP services, up 

from 9% to 19% 
•  56% see multi-vector attacks, up from 42% last year  



Firewalls and Intrusion Protection/Detection 
Systems (IDS/IPS) 

Firewalls are policy-enforcement devices – they can’t help with DDoS, and in most cases, the 
policies applied to the firewalls have been devised with no visibility into network traffic, so the 
firewall rules bear little relation to what should actually be permitted and denied. 
 
IDS/’IPS’ are by definition always behind the attackers – in order to have a signature for 
something, you must have seen it before. 
 
IDS/’IPS’ have proven to be totally ineffective at dealing with application-layer compromises, 
which is how most hosts are botted and used for DDoS, spam, corporate espionage, identity 
theft, theft of intellectual property, etc. 
 
Firewalls & IDS/’IPS’ output reams of syslog which lacks context, and which nobody 
analyzes.  It is almost impossible to relate this syslog output to network behaviors. 
 
End-customers subscribe to traditional managed security services based on firewalls and 
IDS/’IPS’, and still get compromised. 
 
Firewall & IDS/’IPS’ deployments cause performance & usability problems, and don’t scale. 



Reacting to a DDoS Attack 

•  ACL  

• Black Hole Filtering (S/RTBH) 

• BGP FlowSpec  

• On-premise IDM solutions (DDoS solutions). 

• Layered-DDoS Attack Surgical mitigation solution.  
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STOPPING DDoS ATTACKS 

Layered DDoS Attack Protection 

Stop application layer DDoS attacks & 
other advanced threats; detect 
abnormal outbound activity 

2

Your Data 
Centers/Internal 

Networks 
The Internet 

Application Attack 

Scrubbing Center 

Your (ISP’s) 
Network 

Stop volumetric 
attacks In-Cloud  1 Intelligent communication 

between both environments 3

4 Backed by continuous 
threat intelligence 

Backed by Continuous Threat Intelligence 

Volumetric Attack 

A Recommended Industry Best Practice: 
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W W W . A R B O R N E T W O R K S . C O M  

THANK YOU 


