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RIPE Atlas Overview - March 2016 &
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Growth of RIPE Atlas probes
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Measurement devices o

e Probe v1 & v2: Lantronix XPort Pro

e Probe v3: TP-Link TL-MR3020 powered from
USB port

- Does not work as a wireless router

- Same functionality as the old probe

e RIPE Atlas anchor: Soekris net6501-70

r=) RIPE
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RIPE Atlas results

* Ongoing global measurements towards root
nameservers

- Visualised as Internet traffic maps

e Ongoing regional measurements towards
“anchors”

* Users can run customised measurements
- ping, traceroute, DNS, SSL/TLS, NTP and HTTP*
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Most Popular Features

e Six types of measurements: ping, traceroute,
DNS, SSL/TLS, NTP and HTTP (to anchors)

e APIs and CLI tools to start measurements
and get results

e Streaming data for real-time results

e New: “Time Travel’, LatencyMON,
DomainMON

e Status checks (lcinga & Nagios)
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Internet Traffic Maps

RIPE Atlas «

About RIPE Atlas >

Get Involved >

Probes and Anchors >
Measurements

Internet Maps

Tools
Resources >
RIPE NCC Members
My Atlas >

Staff Pages >

Internet Maps

DNS Root Instances

Shows, for each probe, which root DNS
server instance the probe ends up
querying, when they ask a particular
root server. In other words, it shows the
"gravitational radius" for root DNS
server instances.

RTT to Fixed Destinations

YO
,&s,

Shows the colour coding for the RTT
value for the particular destination for
each probe. The minimum / average /
maximum values are based on standard
"ping” measurements.

Comparative DNS Root RTT

Shows a comparison of response time
for DNS SOA queries to all the root DNS
servers. For each probe, a marker
shows the "best" root server with colour
identifying the related minimum
response time.

Reachability of Fixed
Destinations

Shows if the particular fixed destination
is reachable or not from each probe.
Red markers indicate that the specific
destination for these probes are
unreachable and green reachable.

Root Server Performance

This map shows the reply time to the
SOA query of a particular root DNS
server, over the selected transport
protocol (UDP, TCP or comparison of
the two) for each probe.
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Where is B-root?

We display measurement results from the last hour only.

&

Leaflet | Tiles ® Esri — Esri, DeLorme, NAVTEQ
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RIPE Atlas anchor ga-doh-as8781

e LatencyMON ping compare-v4-v6
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IPv6 (6 probes) + i <
Probes: 366, 868, 776, 861, 638, 088
Target: ga-doh
as8781.anchors.atlas.ripe.net
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Probe (dis)connection events &
Map  Table  ProbelD AS g
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Probe ID: 895 N
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Y 0
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labs.ripe.net/Members/andreas strikos/amsterdam-
power-outage-as-seen-by-ripe-atlas
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Benefits of your own measurements

* A customer reports a problem: they cannot
reach one of your servers

* Measuring packet loss on a suspected “bad”
link

® Testing anycast deployment
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RIPE Atlas coverage in Middle East &
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Coverage in top-20 eyeball networks <

* |abs.ripe.net/Members/emileaben/improving-
ripe-atlas-coverage-what-networks-are-

missing

ASN
47524
12978
8386
20978
15897
12735
3223
34296
8517
44558
47883
43242
48953
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15924

197792
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6663
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Organisation

TURKSAT-AS Turksat Uydu Haberlesme ve Kablo TV Isletme A.S.
DOGAN-ONLINE DOGAN TV DIGITAL PLATFORM ISLETMECILIGI A.S.
KOCNET VODAFONE NET ILETISIM HIZMETLERI A.S
AVEA-TELEKOMUNIKASYON AVEA lletisim Hizmetleri A.S.
VODAFONETURKEY Vodafone Telekomunikasyon A.S

ASTURKNET TurkNet lletisim Hizmetleri A.S

VOXILITY Voxility S.R.L.

MILLENICOM-AS MILLENI.COM

ULAKNET National Academic Network and Information Center
NETHOUSE Nethouse Bilgi Islem Merkezi Ltd

KKTCELL-AS KIBRIS MOBILE TELEKOMUNIKASYON LTD.

EXTEND Aydogan Communication LTD.

BROADMAX Broadmax lletisim Kollektif Sti

INETLTD INTER NET BILGISAYAR TURIZM TIC LTD STI
BORUSANTELEKOM-AS VODAFONE NET ILETISIM HIZMETLERI ANONIM
SIRKETI

MULTIMAX Multimax lletisim Limited

FLYNET-AS FLYTOM NETWORKS LTD

0.18 TTI-NET Euroweb Romania SA

0.13 KKTCTELSIM VODAFONE MOBILE OPERATIONS LTD.
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Join the
RIPE Atlas community



RIPE Atlas community

e Use RIPE Atlas for monitoring,
troubleshooting, measuring

e Do scientific research

e Participate in a webinar

e Become an ambassador or sponsor
e Host a RIPE Atlas anchor

e Place a probe in a new exotic location

e Add content on GitHub in your language

RIPE Atlas | MENOG 16 | 23-24 March 2016
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Become a sponsor %

* Benefits:

- Promotion on RIPE Atlas website

- Community recognition

- Double credits for every probe distributed
e Become a sponsor:

- atlas.ripe.net/get-involved/become-a-sponsor/

e Current sponsors: pore

AS34288 g

o= COMCAST

TING B A
YO ™Ml WORLD
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Previous sponsors
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Contact us &

* https://atlas.ripe.net

e Mailing list for active users: ripe-atlas@ripe.net

* Articles and updates: labs.ripe.net/atlas

e Questions: atlas@ripe.net
e Twitter: @RIPE_Atlas and #RIPEAtlas

RIPE Atlas | MENOG 16 | 23-24 March 2016 20



RIPE Atlas hackathons @5

e 2015: DataViz and Operators Tools
e Join the hackathons in 2016

* Hacking Interfaces: 21 - 22 May, Copenhagen
- Weekend before RIPE 72

- Apply RIPEATLAS HACKATHON:
- Learn more on RIPE Labs

e | XP tools: 22-23 October, Madrid

MOSTIEUN|IHAD AT RIPE
SINCECANALS FROZE
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RIPE Atlas Use Cases



Route Name Server Measurements &

e Which instance is queried? e ..
Address Family: [ All 3 |
- Per country e by A, preiv,orcouney
- Per ASN

e \WWhat's the fastest response?
e TCP/UDP performance

RIPE Atlas | MENOG 16 | 23-24 March 2016
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onitoring K-root performance
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Monitoring DNS: dnsmon.ripe.net

e Currently monitoring small selection of TLD
Zones

- Root name servers, 30 ccTLDs and few gTLDs

- New zones added later this year

e On the roadmap: “domain checks”
- atlas.ripe.net/dnsmon

- labs.ripe.net/Members/fatemah_mafi/an-updated-dns-
monitoring-service

NNNNNN

s F s oso&. 8 & & & & & & @8
€ &£ & & 5§ ¥ v g s 8§ 5§ 5 &
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Integrated network monitoring

* Generating alerts via “status checks”

Based on ping measurements

User defines alert parameters

Integrate into existing tools like Icinga and Nagios

atlas.ripe.net/docs/status-checks/

e GitHub examples, contributed by operators:
- http:/bit.ly/1BSi1Fu

* Post on Icinga blog:
- http://bit.ly/1EPERLC

RIPE Atlas | MENOG 16 | 23-24 March 2016
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Visualising network outages &

* |abs.ripe.net/Members/emileaben/visualising-
network-outages-with-ripe-atlas

e labs.ripe.net/Members/emileaben/
facebookdown-and-what-internet-data

¢ |labs.ripe.net/Members/emileaben/time-warner-
cable-outage : -

AAAAAA

EEEEEEEEEEEEEEEEEE
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Latency to multiple locations <%

e Together with Wikimedia we identified ways to
decrease latency and improve performance

- labs.ripe.net/Members/emileaben/how-ripe-atlas-helped-
wikipedia-users
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RIPE Atlas

Operator success stories



Success stories

o http://t.co/9IX7JvKkSnl

RIPE Atlas Network data for CloudFlare Network

RIPE Atlas Probe (IT) to closest ClowaFlare POP (RTT in mSecs) locaced In network I

e e =k

T a et e e O

Date/Deme (UIGQ

This sample graph shows the improvement of end-user performance within an Italian network earlier this
month. Three probes, located in that network (all in the same ASN), show that the enabling of peering in Milan
Italy has brought the end-users closer to a CloudFlare datacenter. The blue lines show the performance when
end-users were serviced from Frankfurt Germany. The red lines show the performance when serviced from the
CloudFlare Milan Italy datacenter. Note that the red lines are smoother and hence the end-users should get a
more consistent performance from the CloudFlare Network.

@mahtin / @CloudFlare
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Success stories &

L}
e | XP: Measuring the
m g Ping: Probe #2816 to l.root-servers.net(199.7.83.42)
[ [ ]
60 m
errecCt o1 Installin - | . SR
20m
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0 4 >
ro Ot I I l B e | ra d e / : ; OX Aug Sep Oct Nov Dec Jan Feb  Mar Apr May Jun Jul
O MNodata O =0% O =0% O =>30% O >60% MW 100% Pkt Loss O 0 Pkts sent
Minimum Maximum 95th percentile
@ RTT Min 2. 225 67.106ms 46.579ms
B RTT Avg 2.640 69.189ms 47.419ms
B RTT Max 3. 288 72.124ms 49.565ms  (2013/08/13 18.00UTC)
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* |nvestigating problems
of slow servers:
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Success stories %

* |nvestigating problems of slow servers:

- engineering.freeagent.com/2014/01/24/atlas-probes/

* Measuring packet loss to determine congested
networks, Jared Mauch, NTT

e Selective blackholing:

- ripe68.ripe.net/presentations/176-
RIPEG8 JSnijders DDoS Damage Control.pdf

e Anycast analysis:

- labs.ripe.net/Members/stephane_bortzmeyer/the-many-
instances-of-the-l-root-name-server
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More on RIPE Labs <%

* Measuring K-root performance

- labs.ripe.net/Members/suzanne_taylor muzzin/experiment-
proposal-to-improve-k-root

e Time-Warner Cable Outage

- labs.ripe.net/Members/emileaben/time-warner-cable-
outage

e How Fast the RIPE Atlas Anchor has Paid Off

- labs.ripe.net/Members/tim_kleefass/how-fast-the-ripe-atlas-
anchor-has-paid-off
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RIPE Atlas anchors &

* Anchors: stable targets and powerful probes

e Benefits of hosting an anchor:

- External view of your own network - all other anchors
measure you

- 400 probes also target each anchor with ongoing
measurements

e 188 RIPE Atlas anchors
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Anchor locations
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RIPE Atlas anchor hosts (20/150)
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