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Goals &

e | earn how to:

- Benefit from using RIPE Atlas measurements for network
monitoring and troubleshooting

- Use API calls to create measurements

- Contribute to open-source tools

e Opportunity for hands-on practice

e Get your questions answered
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Overview &
e |[ntroduction to RIPE Atlas

* \What can you get from RIPE Atlas as a visitor
e Creating a measurement and exercise
e Command Line Interface (CLI) Toolset

e Real-time performance monitoring and
exercise

e Additional Topics

- Other features

- Network monitoring and exercise: ‘Status Checks’
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Prerequisites

e | aptop

e RIPE NCC Access account
* Log in and visit atlas.ripe.net
e Credits!

- https://atlas.ripe.net/user/credits/#!redeem

- Voucher menog16-tutorial
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https://atlas.ripe.net/user/credits/#!redeem

Warm-up question

e \What is your background”?

- Network operator?

- Software engineer / programmer?
- Data scientist?

- Sysadmin®?

- Other? please specify :-)
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Introduction to RIPE Atlas



Basics @i

e RIPE Atlas = global active measurements
platform

e Goal: View Internet reachability
* Probes hosted by volunteers

e Measurements performed towards root name
servers

- Visualised as Internet traffic maps

Christopher Amin | MENOG 16 | 23 March 2016



(cont...) Basics &

e Users can also run customised measurements
- Ping, traceroute, DNS, TLS/SSL and NTP

e Data publicly available
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RIPE Atlas in numbers

e Countries: 181

e Originating ASNSs:
- 3,333 (IPv4) = 6,33% coverage
- 1,212 (IPv6) = 11,22% coverage

e 9,300+ active probes
e Active users: 10,000 in 2015
e 188 RIPE Atlas anchors
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Country

United States of America

Germany

France

United Kingdom

Netherlands

Russia

Czech Republic

Italy

Switzerland

Ukraine

Probes

1032

966

772

610

514

481

262

260

256

220




RIPE Atlas coverage

(K
e
« °® [
o‘l
. RIPE NCC
‘ Leaflet | Ties © Esrl — Esr, DelLorme, NAVTEQ

Connected: 9240
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Measurements devices &

e v1 and v2: Lantronix XPort Pro

e v3: TP-Link TL-MR3020 powered from USB
port

- Does not work as a wireless router

- Same functionality as the old probe

e RIPE Atlas anchor: Soekris net6501-70

= RIPE |
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Probe photos
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What you can get from
RIPE Atlas as a visitor



Internet traffic maps

! RIPE Atlas

About RIPE Atlas
Get Involved

Probes and Anchors

Measurements, Maps and Tools

Measurements
Internet Maps
Tools
Resources

RIPE NCC Members
My Atlas

Staff Pages

Internet Maps

DNS Root Instances

e
»
X Bl < "

Shows, for each probe, which root DNS
server instance the probe ends up
querying, when they ask a particular
root server. In other words, it shows the
"gravitational radius" for root DNS
server instances.

RTT to Fixed Destinations

e
',ﬁ’e

Shows the colour coding for the RTT
value for the particular destination for
each probe. The minimum / average /
maximum values are based on standard
"ping"” measurements,

Comparative DNS Root RTT

Shows a comparison of response time
for DNS SOA queries to all the root DNS
servers, For each probe, a marker
shows the "best" root server with colour
identifying the related minimum
response time.

Reachability of Fixed
Destinations

Shows if the particular fixed destination
Is reachable or not from each probe,
Red markers indicate that the specific
destination for these probes are
unreachable and green reachable.

Root Server Performance

This map shows the reply time to the
SOA query of a particular root DNS
server, over the selected transport
protocol (UDP, TCP or comparison of
the two) for each probe.
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Where is B-root?

We display measurement results from the last hour only.

{
e

(< foms: 225 | <20ms:84 | <30m: 112 | <4ome: 3 | <0mac 1 | < 100ma: o6 | < zuom: o7 > Sooma: 31

Unreachable

0

:

Leaflet | Tiles © Esri — Esn, Delorme, NAVTEQ
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Probes per ASN (in RIPEstat)

KA

RIPE Atlas Probes (AS12322) ¢ %

Switch to table view
Found 255 RIPE Atlas probes in this network:

WV Disconnected (27) ¥ Connected (215) ¥ Abandoned (13)

[S IR IAW ] ... — "I . . l

. o -
- ) : . - H H

Showing results for AS12322 as of 2014-08-25 10:35:20 UTC

source data ﬂlbodeodoAponndlnk_lnfo
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Articles, papers, use cases, experiences

Measuring More Internet with RIPE Atlas
Emile Aben & — Jan 27, 2016 01:20 PM

£ comments
RIPE Atlas collects a lot of measurements. But how much of the Internet are we
actually measuring? We had a sense that with a limited amount of extra load on

the system, we could dramatically increase the number of router IPS seen on a
given day in RIPE Atlas - and that means measuring more of the Internet,

Tags: atlas measurements visualisation

+BRLAOHMEDRMN

FRORE (UDM) ERBRLTHRETS T L LOETY. My Atlas>Measurements>New
Jy 2 UTHRBEEHRLEY, EROREAOHBIER "2LYy b, F'DBERDET,
JORBSMICIHEUT 4NMERNRET 5216007 LYy YT ED) BE->TWVE,
TraceRoute EfT O EICHR (pingR1BIK2X3IZL Yy FEHR) anET,

biglobe (ping.mesh ad.jp) A DUDM

RIPE Atlas WiFi Measurements - Part 2
Suzanne Taylor Muzzin & — Jan 25, 2016 02:41 PM

1 commem
A little while ago, we asked what you thought about the idea of conducting WiFi
measurements in RIPE Atlas. After some consideration and community feedback,

we now want to propose a way to implement this feature in RIPE Atlas and clarify
exactly how these measurements will benefit the RIPE Atlas community.

Tags: atlas measurements

Read more 9

(1002331 « Ping 10 ping mesh ad jo
[ e i | e [ o JROR

JRp—

A.

Exploring the Idea of RIPE Atlas Virtual Probes
Suzanne Taylor Muzzin & — Dec 21, 2015 10:37 AM

m‘o

The concept of virtual probes is one that RIPE Atlas users have asked about for 1T i s v 1
quite some time. Although we don't plan to make virtual probes available in 2016,

we do plan 1o investigate this idea and develop some prototypes.

Tags: atlas measurements tools

DNS Censorship (DNS Lies) As Seen By RIPE Atlas
Stéphane Bortzmeyer — Dec 11, 2015 12:20 PM

More and more governments, authorities and courts are requesting censorship of
Internet content. It is often done via a lying DNS resolver. Can we use RIPE Atlas
probes to see it, and how?

Tamer atlar corwine dArcear  dee

Christopher Amin | MENOG 16 | 23 March 2016

-

aivivid

Khoramyar

122: 6 ey

S8 s s anas b
pm 12:52 2013

tmes 52 :Has thanked
times 57 :Been thanked

walbl Gl = Cujpanl s llall G 0590

oM 1942 2014 18 L o S S = KhOramyar by O

il gles (sie ajlaw iy J Sy Ulgas @y - hitp:/fwww ripe.net - Gl wle b
woannl 03,5 £9,ai pulbl ojgn AU @ | vlia 3 QI Sl 0jan V>

/https://atias.ripe.net : ulbl 05y o) b w9

185w S>eS ulSlls
©  Probe a I, Ll TPUNK S Jl 5SxsS 5o o390 181 5 Ool> et b oy Gl
)i Aeolace izl o A, 1) Lol 9 00,5 Jeaws SxgS Sla Sanls L o
Je 3 Ul o cuyiad @ 3 2Sen <3l | Wl paline Sl 9.8 )l Glolaze

v 5T DHCP USsian @ p398 wiyi Seap I 18,8 00lS ol 9 2iSn Jain LS

@ il ininw 3510 000800 ke sy o 310 b il s 5 9 03,5 <9l
s plad |; uld i ax S i giws b SinlS od @ Sgay, wge

v Jax 9 Ping - Traceroute Lis aSod oobs Sla g Jold o e ol
il gl Jliol 9 DNS Jis Son

ﬁv&u‘—"s&ﬁ

17



Searching for probes
e https://atlas.ripe.net/probes/

Filter based on
ASN, country,
location...

£ RIPE NCC

Manage IPs and ASNs > Analyse Participate . Get Support Publications About Us

- You are here: Home > yse > th > RIPE Atlas > Probes

This Is a list of all current RIPE Atlas probes, including information specific to each probe. More probes are continually ¢g

-

¢ See the probes map

® Apply for your own probe

ST - | -
Public LOgIn 1O see more
>N v4 ASN vb Country Description Connection Status —
— SURFnet by O 4 weeks o’
—_—
— Leasewed Network 8.V, O 4 weeks s
—
|—] Leaseweb Network B.V. O 4 weeks L)
— nl-ams-as3333-preprod O 4 weeks o’
e
- Afilias O 4 weeks =y
Delta Softrmedia Ltd O 4 weeks o’

[
l'. Optical Technologies O 4 weeks -
- Afilias O 4 weeks o'
f——
- AA sk-bls-as2607 O 4 weeks o’
— AA nl-ams-3s3333 O 4 weeks o’
—_—
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Probe details

y You are here: Home > Analyse > Internet Measurements > RIPE Atlas > Probes > Probe #10010

Probe #10010 (Register)

General Network

General Information

Id 10010
MAC F&:D1:11:A9:F3:2C
Address

Architecture tl-mr3020

Firmware 4680 (1070)
Version

Router Type

Bandwidth Not set
Limit

DNS Entry  Off

Shared Yes
Publicly

VERR LI NAT | Chotio 200M8
SECLIN V5 | Resoives A Comrcty

Tags [osoives ARAR Coreoty ] P Works
(Ao GEO® city | e Copai |

| Pvd RFC1918 |

Management Sharing

Built-in Measurements

User-defined Measurements

Connection & Traffic

Connected Time

April

Only the probe host is permitted to administer this probe.

(®Bits/s_Packets/s

& 3 days, 9 hours

May

O 3 days, 9 hours

Prmasse #10010

4680

Archrecnce
u t-mr3020

MAC Address
FEB:D1:11:A9:F3:2C

The displayed location is an
automatic best guess of the
city based on IP address.

By manually setting a more
accurate location you can help
to improve the usefulness and
correctness of RIPE Atlas.

Update Location (&

B T
/( “{\\
Q

{
//

—
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Zoomable ping graph

&

e Zoom in / out in time, in the same graph

e Easier visualisation of an event's details

e Selection of RTT class (max, min, average)

Current data point resolution: no aggregation applied

1.5
)
E
- 1
e

0.5

? 07:00 08:00 09:00 10:00 11:00
Minimum  Average

— RTT Min 0.582ms 0.62ms 0.65ms
— RTT Med 0.613ms 0.65ms 0.791ms
— RTT Max 0.673ms 0.77ms 1.63ms

o No data o =0% s >0% a >30% « >60%

Showing results for 1001072 from 2015-05-22 06:21:40 UTC 1o 2015-05-22 14:17:42 UTC

Maximum  95th percentile

« 100% Pkt Loss

A2 200m out M cownload

12:00 13:00 14:00

0.64ms
0.698ms
0.862ms
o 0 Pkts sent

Christopher Amin | MENOG 16 | 23 March 2016
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Looking up measurements results

o https://atlas.ripe.net/measurements/

Manage IPs and ASNs >

RIPE Atlas » -

About RIPE Atlas >
Get Involved >
Probes and Anchors >

Measurements, Maps and Tools v

Measurements
Internet Maps
Tools

Resources >

RIPE NCC Members

Analyse

'nog.net

1411440 O ¥

de-muc-as5539.anchors.atlas...

cC ¥ uk-lon-as5459.anchors.atlas...

3625873 C ¥

3625874 cC ¥

ca-mtr-asB852.anchors.atlas....

it-mil-as16004.anchors.atla...

nl-haa-as201682.anchors.atl...

nl-haa-as201682.anchors.atl...

Participate > Get Support

ents > RIPE Atlas > Measurements

Description Probes
de-fra-as5580.anchors.atlas.ripe.net 0
de-muc-as5539.anchors.atlas.ripe.net 0
Traceroute measurement to uk-lon-as5459.anchors... Calculating...
Traceroute measurement to ca-mtr-as852.anchors.... Calculating...
Traceroute measurement to it-mil-as16004.anchor... Calculating...
Traceroute measurement to nl-haa-as201682.ancho... Calculating...
Traceroute measurement to nl-haa-as201682.ancho... Calculating...

Publications

About Us

Time (UTC)

2019-11-14 00:30
No Stop Defined

2019-08-01 00:15
No Stop Defined

2016-03-17 12:00
2016-03-21 12:00

2016-03-17 12:00
2016-03-21 12:00

2016-03-17 12:00
2016-03-21 12:00

2016-03-17 10:42
No Stop Defined

2016-03-17 10:42
No Stop Defined

ription Any Statu j L All types j Of all time j n

» Status

Christopher Amin | MENOG 16 | 23 March 2016
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Available visualisations: ping

® ASN(vd) & ASN(vE) * * .

* List of probes: == =i
sortable by RTT == ::

Time

201505-1909:23
201505190923
2015405-1909:23
201505190923
201505190923
201505190923
201505-1909:23
201505190923
201505-1909:23
201505190923

e Map: colour-coded by
RTT

e | atencyMON:
compare multiple
latency trends

CHINA

[ ye— +
P -
g oo

" s

- v +
- D ]
L.

o o o

‘_- .’. :. J‘ ’, ’. '_. .,. F F s P F J F 4 v’.. J " e. F # ,‘ ’
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Available visualisations: traceroute

e | ist of probes,
colour-coded
number of hops

e Map

* Traceroute paths
map, geolocation

using OpenlPMap:

github.com/RIPE-
Atlas-Community/
openipmap

Christopher Amin | MENOG 16 | 23 March 2016
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https://github.com/RIPE-Atlas-Community/openipmap

Available visualisations: DNS &

KUDD>IA

* Map, colour-coded O e )
response time or O%‘i RIS
diversity

2w CHIN

INDIA

ALGIRIA LINYA
rCYm
s a “ A @ A SAUD
| ARARIA
MALL
, | = B, Delomsne, NAVTEQ, TomTom, interrrap, PC. USGS, PAD, NS, NRCAN, Gecliane, Xaduater NL, Osdrance Survey, Bl Japan, METL, Bart Chwra Hong Kong), &

<1ome M < 20ms M <0 <0 <omWW <1000 MW <200ms W <300ms W <500ma W mn.u.

sortable by response
time

DNS measurement to ns1.opteamax.de

General Information Map Download Results Modification Log

Probe ¢ ASN (v4) ¢ ASN (v6) s s ¢ Time ¢ Name ¢ Response Time
Hoa  2005051909:38 null —————————
= O 201505150%:50 null S |
o 201505150949 rull
H o 2015.05-1509:48 null
M &  2015051909:37 rull
M &  2015051909:36 rull D

3 &  201505-1909:50 null (
"""""" S o 201505190947 ull C )
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Downloading measurements results &

e Click on msm, then "Download”
)

® O r g O to l , R L & DNS measurement to j.root-servers.net

Ger | Information Prob Map

Download the raw measurement result data here.
. O r u S e t h e A P I You can use this form to download the data through your browser, or use the preview on the right to help you guery

the REST AP drectly

S 20150511 [start time of this measun S
e":
All dates are start

e Results in JSSON

* Libraries for parsing
available on GitHub

VUL result/Tstart=14313024006510pa143138

- github.com/RIPE-NCC/ripe.atlas.sagan
- github.com/RIPE-Atlas-Community/
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&

Looking at the result

[{“af":6,"avg" 61.32,

"dst addr":"2a00:1450:4004:802::1014",“dst name":"www.google.com",
“dup":0,

“from":"2001:8a0:7f00:b201:220:4aff:fec5:5b5b",

“fw":4660,”1ts":411,

“max”:62.148,"min":60.372,

“msm id":1004005, "msm name":"Ping",
"prb id":722,"proto":"ICMP", "rcvd":1Q

“result":[{"rtt":62.148 '261.437},{"rtt":61.444},{"rtt":61.448},
{"rtt":61.794},{"riie®61.533}, {"rtt":60.372},{"rtt":60.373},{"rtt":61.384},
{"rtt":61.267

“sent":10,"size"64,

“src_addr":"2001:8a0:7f00:b201:220:4aff:fec5:5b5b",

"step":240, "timestamp":1410220847,"ttl":54,"type":"ping"},
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Use existing measurements &

e There are many measurements already
running!

e Search for existing public measurements
first...

e Only then schedule your own measurement if
you don’t find what you're looking for
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Creating a Measurement



Benefits of your own measurements

e A customer reports a problem: they cannot
reach one of your servers

- You can schedule pings or traceroutes from up to 500 RIPE
Atlas probes from a particular region to check where the
problem might be

* Measuring packet loss on a suspected “bad”
link

e Testing anycast deployment

Christopher Amin | MENOG 16 | 23 March 2016 29



Credits system &

e Running your own measurements costs
credits: ping = 10 credits, traceroute = 20, etc.

e Why” Fairness and to avoid overload

e Daily spending limit and max measurements
user can create

e Earn credits by:

- Hosting a RIPE Atlas probe + extra credits for:
- Being a RIPE NCC member
- Hosting an anchor

- Sponsoring probes
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Credits overview &

RIPE Atlas «
About RIPE Atlas >
Get Involved >
Results >

Probes

Measurements

Credits

API| Keys
Messages (72 new)
Anchors
Sponsorships
Ambassador Probes
LIR Benefits

Claim 1 Million Credits

IPv6 Connectivity Test

Quick Look

My Atlas > Credits

Account Information 40,90

This is where you're able to view the history of your credit use. There
are visualisations available, and you can also transfer credits to

y 22,931
someone else.

History Ll Charts & Archives = Transfer

History

Give credits Account Balance
tO someone Dally account balance over time

SOM .'....00..0‘—

40M e o ¢

30M

Balance

20M

Christopher Amin | MENOG 16 | 23 March 2016
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Logging in %
* | og in to atlas.ripe.net

- Use your RIPE NCC Access account

- Same account for LIR Portal, RIPE Atlas, RIPEstat, RIPE
Labs...

- Create an account if you don’t have one already

ol ©/  (,RIPENCC

ywe Partcpate et Support Putdcy
» MY Atles Get Suppon
WIEh your Belp, The RIPT NCC s Bedding obes con Q9397
work »ie A ecrgion » w n—— ~ o . .
B proay — . Sign in using your RIPE
. o e v Reswhs cotected per second 3737 NCC Access account
create one
hl’-‘(
mor

Christopher Amin | MENOG 16 | 23 March 2016

32


http://atlas.ripe.net

Get credits

e Do you have credits to spend?

- Redeem this voucher “menog16-tutorial”

- https://atlas.ripe.net/user/credits/#!redeem

Credits 40,648,876

Here you can see the history of your credit use and current

consumption, transfer credits to someone else, and redeem -587. 71 credits /hOUI’
a voucher for credits if you have one.

(&) History [l Charts & Archives = Transfer = Standing Order It Share Access

& Redeem voucher

Redeem voucher

Your new credit balance will appear at the top right of this page once you have redeemed your voucher.

Voucher code:

Christopher Amin | MENOG 16 | 23 March 2016
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Scheduling a measurement

e Log in to atlas.ripe.net

* "My Atlas” > "Measurements”

e Three methods:

1. Quick and easy
- Choose measurement type
- Specify target
- Done!

2. Advanced GUI usage

3. Scripting using AP

Christopher Amin | MENOG 16 | 23 March 2016
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2: Using GUI to schedule a measurement

e Mostly used for a periodic, long time
measurement

- If just once, ASAP, choose “One-off”

e Choose type, target, frequency, # of probes,
region...

- Interactive interface helps you at each step

e Each measurement will have unique ID

* “AP| Compatible Specification” is generated by
the GUI

Christopher Amin | MENOG 16 | 23 March 2016 35



3: Using API to schedule a measurement

e Scripting with the API

- https://atlas.ripe.net/docs/measurement-creation-api/

- https://atlas.ripe.net/keys/
e You will need API keys

- To create measurements without logging in

- To securely share your measurement data

Christopher Amin | MENOG 16 | 23 March 2016
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https://atlas.ripe.net/keys/

API| documentation

* https://atlas.ripe.net/docs/measurement-
creation-api/

- https://atlas.ripe.net/doc/credits

- https://atlas.ripe.net/doc/udm
e https://atlas.ripe.net/keys/

Christopher Amin | MENOG 16 | 23 March 2016
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Exercise

Create a measurement



Tasks

e Create a ping measurement:

- Involving ten probes
- To a target of your choice
- Source Is your country

- Duration of two days

1. Warm-up: Create a measurement using the
GUI

2. Create API Key

3. Schedule a measurement using the API

Christopher Amin | MENOG 16 | 23 March 2016
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Sub-task 1: Use web interface &

e Useful hint: once you generate a

measurement, copy “AP| Compatible

Specification” to text file

e Note Measurement-ID

RIPE Atlas

About RIPE Atlas

Get Invoived

v Vv v A

Results

o S

Probes

Favourites

Measurements

Credits Id

AP! Koys 1965015 O Vesna
Manrx

Messages (81 new)

Anchors 1940389 O Vesna

Sponsorships

Christopher Amin | MENOG 16 | 23 March 2016

Measurements

measurement to

Manojiovic measurement to

Create a New Measurement

Sep1 Defntons

Ploato solect tho Hypo of measurement you wart 10 create

I = K K K

> Measurement AP| Compatible Specification

JCE |-

Probes Time (UTC) ~ Status

2015-04-21 08220 [} ® %
2015-04-21 0830

2015-04-07 0939 O » *
2015-04-07 09:45
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Sub-task 2: Create API key
e Click on “Create an API Key”

® Choose type: “create a new user-defined
measurement”

* “Object” is not applicable (N/A) for this type

e Give It a label

Christopher Amin | MENOG 16 | 23 March 2016
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(...cont) Sub-task 2: Create APl key <«

e Give it a duration of validity (leave empty for
defaults)

» "Key” value to be passed on to the API call
(next step)

RIPE Atlas «
About RIPE Atlas >
API| Keys + Create an AP key
Get Involved >
Results >

My Atlas N Key Created ~ Permission Object Label Valid Valid Enabled

Probes From To
Measurements 984a774c-33ce-4b97- 2013-01-31 Download results of a user 1002953 | v
9767-fb48etdabel12 13.05 UTC defined measurement b.hosteddnsservice.com
Credits
e@5bab646b-abf1-4f01-8bf1- 2013-01-31 Download results collected by 13: k13 v
: 9dd56ce 12.52 UTC a specific probe
Messages (81 new) 9788b7e0-9d4b-4787- 2013-01-11 Download results of a user 1002676 | v
Anchors 8a42-fceBf212e929 1453 UTC defined measurement www.google.com
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Sub-task 3: Use API @

e Schedule a measurement using API
- Use the "key” you just generated

- Hint: copy and past API call syntax from the measurement
generated by the GUI

S curl -H "Content-Type: application/json” -H "Accept: application/json"” -X POST
-d '{ "definitions": [ { "target": "ping.xs4all.nl", "description": "My First API

Measurement"”", "type": "ping", "af": 4 } ], "probes": [ { "requested": 10,

"country", "value": "RS" } ] }°

"type n :
https://atlas.ripe.net/api/vl/measurement/?

key=YOUR API KEY

Terminal Shell Edit View Window Help S @ = O 3 4 4] 10086GEF wo l2:

e 0o > becha — bash — 72x24

9

air-becha:~ becha$ curl -H "Content-Type: application/json" -H
application/json"” -X POST -d '{ "definitions®: [ { "target": "ping.xsdal
L.nl", "description": "My First Measurement”, "type": "ping", "af": 4 }
| P RO DESwwms[idlissriRedquested =il O wihEybDeaEmcOliNERe . & value™: "RS" '} 1 %

https://atlas.ripe.net/api/vl/measurement/?key=/b4c3441-4504-4d383-9ed/

"Accept:

-Thfla®0/doco
{"measurements":[2421551] }air-becha:~ becha}$ I

43


https://atlas.ripe.net/api/v1/measurement/?key=YOUR_API_KEY

%

Command-line (CLI)
Toolset



RIPE Atlas CLI

e Network troubleshooting for command line
pros

e Familiar output (ping, dig, traceroute)
e Linux/OSX

- http://ripe-atlas-tools.readthedocs.org/en/latest/
installation.html#requirements-and-installation

e \Windows [experimental]

- https://github.com/chrisamin/ripe-atlas-tools-win32
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Install RIPE Atlas tools on Ubuntu

e https://ripe-atlas-tools.readthedocs.org/en/
latest/

e $ sudo apt-get install python-dev libffi-dev
libssl-dev

e $ sudo apt-get install python-virtualenv
python-pip
e Setup vritualenv

e pip install ripe.atlas.tools
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Install RIPE Atlas tools on *nix &

e |nstall virtualenv
$ sudo easy install pip
$ sudo pip install virtualenv

e Create virtualenv for atlas-tools
$ virtualenv venv-atlas

e Activate virtualenv (note the '.’)
$ .venv-atlas/bin/activate

e Install atlas-tools
$ pip install ripe.atlas.tools

e Add to PATH
export PATH=$PATH:"/venv-atlas/bin
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Install RIPE Atlas tools on Windows &

e github.com/chrisamin/ripe-atlas-tools-win32

e github.com/chrisamin/ripe-atlas-tools-win32/
releases/download/v0.1.1/
RipeAtlasToolsSetup.exe
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RIPE Atlas CLI &

e Open source

- RIPE NCC-led community contribution

e Documentation

- https://ripe-atlas-tools.readthedocs.org/

® Source:
- https://github.com/RIPE-NCC/ripe-atlas-tools/

e How to contribute:

- https://github.com/RIPE-NCC/ripe-atlas-tools/blob/master/
CONTRIBUTING.rst
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Configure RIPE Atlas CLI &

e Reuse the API key of the previous exercise

- Or create a new one at https://atlas.ripe.net/keys/

e Configure your CLI

- ripe-atlas configure --set authorisation.create=MY_API| KEY
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Fetch an existing measurement

e Fetch the ping measurement 2340408
- ripe-atlas report 2340408
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Search probes &
e Search all probes in AS3333

- ripe-atlas probes --asn 3333

e Show specific fields

- ripe-atlas probes --asn 3333 --field asn_v6 --field country
--field is_public --field description --field status

e Search for probes in and around Istanbul

- ripe-atlas probes --location "Istanbul, Turkey" --radius 15
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Create a measurement

e Create a ping measurement to wikipedia.org

- One-off, default parameters

- ripe-atlas measure ping --target wikipedia.org

Looking good!

Connecting to

.48
48
48

148

;48

;48

;48

;48

;48

;48

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

from
from
from
from
from
from
from
from
from
from

Your measurement

stream...

probe
probe
probe
probe
probe
probe
probe
probe
probe
probe

#18433
#20111
#25003
#20313
#22573
#19413
#18635
#23223
#17511
#12584

94.112.176.45
37.151.230.18@
176.193.48.211
5.199.160.9
89.176.43.44
89.71.47.56
78.52.132.137
62.65.126.46
87.81.148.2
46.175.22.202
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to
to
to
to
to
to
to
to
to
to

91.198.174.192
91.198.174.192
91.198.174.192
91.198.174.192
91.198.174.192
91.198.174.192
91.198.174.192
91.198.174.192
91.198.174.192
91.198.174.192

about

it can be found here:

(91.198.174.192):
(91.198.174.192):
(91.198.174.192):
(91.198.174.192):
(91.198.174.192):
(91.198.174.192):
(91.198.174.192):
(91.198.174.192):
(91,198.174,192):
(91.198.174.192):

tt1=50
tt1=57
tt1=59
tt1=58
ttl=52
ttl=51
tt1=57
tt1=53
ttl=56
tt1=59

times:41.979,
times:100.511,
times:47.967,
times:36.501,
times:28.747,
times:49.89,

times:37.462,
times:23.169,
times: 13,281,
times:36.073,

41.492,
100.136,
47.476,
36.245,
27.712,
49.779,
38.095,
23.412,
1208850
35.788,

40.769,
190.325,
47.403,
36.285,
28.446,
50.277,
37.73,
33.067,
13.039,
35.883,
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Other examples of ping &2

e Geo-specific from 20 probes from Canada:

- ripe-atlas measure ping --target example.com --probes 20
--from-country ca

e 20 Canadian probes that definitely support
IPVO:

- ripe-atlas measure ping --target example.com --probes 20
--from-country ca --include-tag system-ipv6-works

e Create a recurring measurement:

- ripe-atlas measure ping --target example.com --interval
3600
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Exercise

Using RIPE Atlas CLI



Search probes &2

e Use the traceroute command to test the
reachability of wikipedia.org on TCP port 443
from 20 probes in France

e Render the results collected in the previous
exercise in JSON format

Christopher Amin | MENOG 16 | 23 March 2016 56


http://wikipedia.org

Search probes &

e Use the traceroute command to test the
reachability of wikipedia.org on TCP port 443
from 20 probes in France

- ripe-atlas measure traceroute --protocol TCP --target
wikipedia.org --port 443 --probes 20 --from-country fr

e Render the results collected in the previous
exercise in JSON format

- ripe-atlas report {MSM _|D} --renderer raw
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Monitoring



See your network from the outside @

* |[ntegrate “status checks” with existing
monitoring tools (such as Icinga)

e Developed by community: RIPE Atlas Monitor

e Using real-time data streaming
- Server monitoring

- Detecting and visualising outages
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Steps for integration &

Create a RIPE Atlas ping measurement

Go to “status checks™ URL (RESTful API call)

- https://atlas.ripe.net/api/v1/status-checks/2340408/?
median_rtt threshold=10

- https://atlas.ripe.net/docs/status-checks/

Add your alerts in Nagios or Icinga

- Make use of the built-in “check_http” plugin

- https://github.com/RIPE-Atlas-Community/ripe-atlas-
community-contrib/blob/master/ .
scripts_for _nagios _icinga_alerts -’iCln GA

wwuw.icinga.org
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Versatile “RIPE Atlas Monitor” )

* Pier Carlo Chiodi’'s work (@pierky)
- https://github.com/pierky/ripe-atlas-monitor

- https://ripe-atlas-monitor.readthedocs.org/

e Additional use cases: traceroute analysis,
hostname resolution, AS path detection,
verifying TLS connections...

e Recently published on RIPE Labs

- https://labs.ripe.net/Members/pier carlo chiodi/ripe-atlas-monitor

Christopher Amin | MENOG 16 | 23 March 2016 61


https://twitter.com/pierky
https://github.com/pierky/ripe-atlas-monitor
https://ripe-atlas-monitor.readthedocs.org/
https://labs.ripe.net/Members/pier_carlo_chiodi/ripe-atlas-monitor

RIPE Atlas streaming &2

e RIPE Atlas streaming is an architecture that
allows users to receive the measurement
results as soon as they are sent by the probes
- In real time

- Publish/subscribe through web sockets

* There are three types of data:

- Measurement results
- Probe connection status events

- Measurements metadata
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RIPE Atlas streaming )

e Visualising network outages

- http://sg-pub.ripe.net/demo-area/atlas-stream/conn/

e Real-time server and performance monitoring
e Filtering and reusing measurement results

e Documentation:

- https://atlas.ripe.net/docs/result-streaming/
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Exercise

Using streaming API



EX1: Monitoring server reachability <&

e Scenario: customers sometimes complain that
It occasionally takes a long time to reach your
service or server

e Action: ping your server from 500 probes

- Decide what is acceptable latency threshold to apply

- Notice and react when you start receiving samples

e Task: Use the ping measurement |ID 2340408

- Choose which threshold (e.g. greater than 30ms)

- Imposes the threshold on "min” (the minimum result of the
three ping attempts)
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Steps )

1. Go to
http://atlas.ripe.net/webinar/streaming01.html

2. Open the development console
3. Walt for results to arrive
4. Save the HTML file locally and edit the code

Christopher Amin | MENOG 16 | 23 March 2016
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Page source

800 L) view-source:sg-pub.ripe. x | | &J
&~ = C A [ view-source:sg-pub.ripe.net/webinar/streaming01.html oRwal - N -

1] ~ ¢

2 <html>

3 <head>

4 <title>Streaming exercise 0l</title>

5 <meta charset="UTF-8">

6 <meta name="viewport® content="width=device-width, initial-scale=1.0">

7 </head>

8 <body>

9 <div>Current maximum RTT: <b><span id="output">nothing yet</span></b></div>

-
o

n
12

14
15
16
17
18
19

BREB

25BN BRIBBBYNRERR

<div>Open the source code to see how it works. Create your tool/visualisation with the

RIPE Atlas streaming!</div>
</body>

<script src="https://stat.ripe.net/widgets/lib/js/jquery/jquery-1,11.2.min.js"></script>

<l-- The following file is needed for the streaming -->
<script src="https://atlas-stream.ripe.net/socket.io.js"></script>

<script>

var SoutputDiv = §("#output”);

// Create a connection
var socket = io("https://atlas-stream.ripe.net”, { path : "/stream/socket.io" });

// Declare a callback to be executed when a measurement result is received
socket.on("atlas_result”, function(result){

console.log("I received ", result); // Print the result in the console

if (result.hasOwnProperty("max")) {
SoutputDiv.html(result["max"]); // Print the result in the html page
}

13K

// Subscribe to results coming from all the probes involved in the measurement 2340408
socket.emit("atlas_subscribe", { stream type: "result", msm: 2340408 });

</script>

</html>
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Example of results

Q Elements Network Sources Timeline Profiles Resources Audits | Console| Angular)S

®© 7 <topframe> v [ _|Preserve log

Filter |I._JRegex m Errors Warnings Info Logs Debug O Hide network messages

XHR finished loading: GET "htt
XHR finished loading: GET “http: . s
received » Object {af: 4, prb_id: 16669, result: Array[3], ttl: 42, avg: 326.841.)
received » Object {af: 4, prb_id: 16669, result: Array[3], ttl: 42, avg: 325.7933333333..}
received » Object {af: 4, prb_id: 16669, result: Array[3], ttl: 42, avg: 326.848..)
received » Object {af: 4, prb_id: 16669, result: Array[3], ttl: 42, avg: 327.3253333333..}
received » Object {af: 4, prb_id: 15965, result: Array[3], ttl: 45, avq: 47.6313333333.}
received » Object {af: 4, prb_id: 15965, result: Array[3], ttl: 45, avg: 47.6996666667.}
4
4
4

I

I

I

I

1

I

I received » Object {af: 4, prb_id: 15965, result: Array[3], ttl: 45, avg: 47.4816666667..)
I received » Object {af: 4, prb_id: 18566, result: Array[3], ttl: 48, avg: 47.054.}
I received » Object (af: 4, prb_id: 19566, result: Array[3], ttl: 48, avg: 47.8626666667..}
I received » Object {af: 4, prb_id: 19566, result: Array[3], ttl: 4@, avg: 47.5946666667..}
I received » Object {af: 4, prb_id: 19566, result: Array[3], ttl: 4@, avg: 47.5803333333.)
I received » Object {af: 4, prb_id: 18311, result: Array[3], ttl: 49, avg: 32.577.}

I received » Object (af: 4, prb_id: 18311, result: Array[3], ttl: 49, avg: 34.0843333333.)
I received » Object (af: 4, prb_id: 18311, result: Array[3], ttl: 49, avg: 32.7513333333.}
I received » Object (af: prb_id: 16010, result: Array[3], ttl: 46, avg: 182.4463333333..}
I received » Object {af: prb_id: 16018, result: Array[3], ttl: 46, avg: 193.9953333333.}
I received » Object {af: prb_id: 16018, result: Array[3], ttl: 46, avg: 182.2913333333.}
I received » Object {af: prb_id: 16018, result: Array[3], ttl: 46, avg: 191.6183333333..}
I received » Object {af: prb_id: 14918, result: Array[3], ttl: 49, avg: 34.817.}

I received » Object {(af: prb_id: 14918, result: Array[3], ttl: 49, avg: 35.0093333333.}
I received » Object {af: prb_id: 14918, result: Array[3], ttl: 49, avg: 35.8843333333.)
I received » Object {af: prb_id: 28668, result: Array[3], ttl: 45, avg: 38.8846666667.)
I received » Object {af: prb_id: 28668, result: Array([3], ttl: 45, avg: 38.8626666667..)
I received » Object (af: prb_id: 28668, result: Array[3], ttl: 45, avg: 38.8806666667.}
I received » Object {af: prb_id: 6893, result: Array[3], ttl: 49, avg: 128.7273333333..}
I received » Object {af: prb_id: 6893, result: Array[3], ttl: 49, avg: 128.7373333333.}
I received » Object {af: prb id: 6893, result: Arrayl[3], ttl: 49, avg: 128.8883333333.}
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EX2: Monitoring server reachability

e |[magine you are in the situation described in
the exercise before, but you didn’'t schedule a
measurement in advance

- You don’t have a measurement ID

e You want to get all the measurements
reaching 193.0.10.197

* Now restrict the results to just include ping
measurements
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More RIPE Atlas features




Most popular features

e Six types of measurements: ping, traceroute,
DNS, SSL/TLS, NTP and HTTP (to anchors)

e APIls to start measurements and get results
e Powerful and informative visualisations

e CLI tools

e Streaming data: real-time results

e Plus: “Time Travel”, LatencyMON,
DomainMON

e Roadmap
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https://labs.ripe.net/Members/suzanne_taylor_muzzin/ripe-atlas-time-travel-is-here
https://labs.ripe.net/Members/massimo_candela/new-ripe-atlas-tool-latencymon
https://labs.ripe.net/Members/suzanne_taylor_muzzin/ripe-atlas-domainmon-is-here
https://atlas.ripe.net/about/roadmap/

Latest results API &

* https://atlas.ripe.net/docs/measurement-latest-
api/

- Widget monitoring value in real time (100 probes pinging
websites worldwide)

- Alert based on average measurements per hour
- Big network event, e.g. Internet outage in a region

- DNS domain monitoring; configurable measurements using
ten RIPE Atlas anchors

e https://labs.ripe.net/Members/
suzanne taylor _muzzin/ripe-atlas-latest-
results-api-and-parsing-library
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Secure measurement creation and
sharing

e Use API keys to:

- Create measurements without logging in
- Securely share your measurement data with others
* [o create, manage and delete API keys:
- https://atlas.ripe.net/keys/
- https://atlas.ripe.net/docs/keys2/
e Examples:

- https://atlas.ripe.net/docs/rest/
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Security aspects

* Probes:
- Hardware trust material (regular server address, keys)
- No open ports; initiate connection; NAT is okay
- Don't listen to local traffic

- No passive measurements

* Measurements triggered by “command
servers’
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(...cont) Security aspects

* |nverse SSH tunnels
e Source code published

e Reported vulnerabillities:

- https://atlas.ripe.net/docs/security/
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Crowdsourced Infrastructure &
Geolocation: OpeniPMap

e Visualising traceroutes on the map is difficult!

- Routers’ geolocation data is often very inaccurate

- RIPE Atlas performs many traceroutes through Internet
core

e Community of operators contributes data to
Open IP Map (think: OpenStreetMap for IPs)

- https://marmot.ripe.net/openipmap/

* You can modify, reuse and improve the code

- https://github.com/RIPE-Atlas-Community/openipmap
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IXP Country Jedi o)

e Tool and concept by Emile Aben

- https://github.com/emileaben/ixp-country-jedi

- https://labs.ripe.net/Members/emileaben/measuring-ixps-
with-ripe-atlas

e Method

- Traceroute mesh between RIPE Atlas probes

- Hops geolocated using “OpenlPMap” database
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LatencyMON



LatencyMON

[+ = Streaming on @) W aeaa »r

RIPE Atlas ping measurement #1402318 to nl-ams-as1101.anchors.atlas.ripe.net From 2015-08-16 07:51 10 2015-09-16 13:11
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LatencyMON packet loss

[+ B
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Documentation
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LatencyMON tab

* Demo: https://atlas.ripe.net/measurements/
1791207/

Manage IPs and ASNs > Analyse Participate > Get Support ) Publications About Us >

h You are here: Home > Analyse > Internet Measurements > RIFPE Atlas > Measurements > Measurement 81791207

%“ Ping measurement to www.google.it

General Information Probes Map Seismograph Results Modification Log

O = [

Streaming on @ ¥ 4 QA & p M
RIPE Allas ping measurement #1791207 10 www.googie. it

From 2015-11-25 1496 10 2015-11-28 1538
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LatencyMON goals &

e Performance comparisons to reach a service
or website from different countries or providers

* Measuring the spread of a network outage

* Measuring and comparing CDN or DNS
resolution in multiple geographic areas
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(...cont) LatencyMON goals &

e Reusing measurements - even for
measurement types other than ping - to get
information about latencies

e Comparing multiple ISPs or hosting providers
at the same time from vantage points with
characteristics similar to those at the user end

e Creating views that are easily shareable and
can be embedded in reports
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Monitoring with LatencyMON
e Embed latencyMON

<script src="https://atlas.ripe.net/resource/latencymon/latencymon-widget-main. js"></script>
<div id="place-here'"></div>

<script>
initLatencymon(
'#place-here’,
{}, // Tool options, see table below for more info

{ measurements: [1791207, 2083078] } // Query options, see table below for more info
);

</script>

e Enable real-time streaming

Streaming on @ AR BICUICHN N |

From 2015-11-25 15:11 t0 2015-11-25 16 1h

2d
o= At 1S US (6 probes) < 1B
f 1o} u \"o" Probes: 6080, 6093, 10334, 12 2w
\ u 14305, 15045 im
\ | Target: www.google.it
[

* Documentation: https://atlas.ripe.net/docs/

L

tools-latencymon/#embed
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Exercise

Check your geographical distribution



Tasks 1/2 &

e You want to improve the geographical
distribution of your contents by checking
where the delay can be reduced

- You created a measurement in the previous exercise and
you have the measurement ID (otherwise use: 1791207)

- Click on the LatencyMON tab of your measurement

- Delete all the default-created charts
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Tasks 2/2 &

e Create one group of two probes from DE
(Germany)

e Create one group of two probes from NL
(Netherlands)

e Create one group of two probes from US
(United States)

e \WWhat is the country with the greatest latency in
your case? Type it in the chat!
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%

Exercise

Compare HTTP over |IPv4 and IPv6



Tasks &

* You want to check the performances of
accessing an infrastructure over IPv4 and IPvG
(two measurements) as a real end user

- You need an anchor for HTTP measurements!
e.g. use https://atlas.ripe.net/probes/6001/_

- Open the LatencyMON tab of the HTTP IPv6 (2841527)
measurement

- Add the HTTP IPv4 measurement ID in LatencyMON
(2841526)

- Create two groups of eight probes each: one per
measurement

e Share the link of the view of the last two days
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C%

Finding results of public
measurements



Use existing measurements &

e There are many measurements already
running!

e Search for existing public measurements first

e Schedule your own measurement if you don't
find what you're looking for

Christopher Amin | MENOG 16 | 23 March 2016 92



Looking up measurements results

e Go to "My Atlas” > "Measurements”

Measurements - RIPE Atlas — RIPE Network Coordination Centre

] + | *" hups @ avlas.ripe.net/measurements

Vesna Manojlovic v ﬂ

J NCC riPE NETWORK COORDINATION CENTRE Address or ASN Q

{ B RIPE RIPE Datal Website

Manage IPs and ASNs > Analyse Participate > Get Support > Publications About Us >

You are here: Home > Analyse > Internet Measurements > RIPE Atlas > Measurements

RIPE Atlas «

About RIPE Atlas >
. Measurements

Get Involved

e
g Mine Favourites Hidden Public All
DNS
Measurements HTTP
o Id Type Target Description SSL Certificate (UTC) « Status
AP K 1965015 O Vesna IPv4 ping b92.net Ping 49 2015-04-2108:20 W =%
s Manojlovic measurement to 2015-04-21 08:30
Messages (72 new) b92.net
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Documentation

* Documentation for analysing measurements
results:

- https://atlas.ripe.net/docs/rest/

- https://github.com/RIPE-NCC/ripe.atlas.sagan
* More tools:

- https://github.com/RIPE-Atlas-Community

- https://github.com/RIPE-Atlas-Community/ripe-atlas-
community-contrib/blob/master/README.md
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Exercise

Analyse measurement results



Tasks

e Download results of a specific public
measurement

e Read the text of the result, to understand
structure
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Task 1: Download measurement results

e Find the measurement

- ping, IPv6 to google.com

- msm-ID 1004005

e Click on measurement, then “Download”
- Specify the time period
- (for example, YESTERDAY)

e Results in JSON
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Tips for downloading results o)

e Solution URL:

- https://atlas.ripe.net/api/v1/measurement/1004005/result/?
start=1435104000&stop=1435276799&format=json

e Save the measurement(s) locally

-$ curl https://atlas.ripe.net/api/vl/
measurement/1004005/result/?

start=1435104000&stop=1435276799&format=json
> measurement-test.json
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&

Task 2: Look at the result

[{“af":6,"avg" 61.32,

"dst addr":"2a00:1450:4004:802::1014",“dst name":"www.google.com",
“dup":0,

“from":"2001= :7f00:0201:220:4aff:fec5:5b5b",

“fw":4660,”1ts":411,

“max”:62.148,"min":60.372,

“msm id":1004005, "msm name":"Ping",
"prb_id":722,"pr0t0":"I dll:lol

“result": t":62.148}, {"rtt":61.437},{"rtt":61.444},{"rtt":61.448},
{"rtt":61.794},{"rtt":61.533},{"rtt":60.372},{"rtt":60.373},{"rtt":61.384},
{"rtt":61.267}1,

“sent":10,"size"64,

“src_addr":"2001:8a0:7f00:b201:220:4aff:fec5:5b5b",

"step":240, "timestamp":1410220847,"ttl":54,"type":"ping"},
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Task 3: Analyse results (optional) &

* Find out how many times RTT was above
60ms

- Use Python or Javascript or something else

e For the Javascript solution, you can use this as
a starting point:

- https://stat.ripe.net/widgets/demo/script._me.html
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Task 4: Examples of code

Python:

Parse json and find total avg:

import json
f = open(*measurement.json”,’r”
measurements = json.load(f)
for m in measurements:
for r in m[“result”]:
rtt = r[“rtt’]
if rtt >60: 0 +=1

| must be > than 14563.
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Javascript:

<script>

var dataAPIUrl = "https://atlas.ripe.net/api/v1/
measurement/1004005/result/?
start=1410220800"; jQuery.ajax({

url: dataAPIUrl, error: function() {
alert("error"); },
success: function( response ) { vari = 0;

for (vari= 0, n = response.length; i < n; i++)
{ var measurement = responselil;

for (var j = 0, m = measurement.result.length; j
< m; j++) { var rtt = measurement.result[j].rtt;
console.log(rtt);

if (rtt > 60)

i++; }

}
jQuery("p").html("The RTT has been above

60ms for " + i + " times");

1,
dataType: "jsonp" });

</script>
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DomainMON



DomainMON

RIPE Atlas «
About RIPE Adas >
Get | rvoied )
Priotes aevd Ao by >

Tssonrce )

RIPE NCC Members

Wy Atlss b
RIPE Atlas

About RIPE Atlas

Get Involved

Probes and Anchors
Measurements, Maps and Tools
Resources

RIPE NCC Members

My Atlas

Staff Pages

Tools

CU toolkset (Magelan)
Measurernent results parsing Ibrary (Sagan)
Python client for the RIPE Atlas API (Cousteau)

DNSMON

MON

.
DOIMairmaeN

FOMON ows anyone with RIPE Alas Credits 10 monitor DNS narre
servers for their own dormain names, or any other domain names of their
choosing. It % powered by the same technoliogy a5 DNSMON, which
monitaes various important DNS root and Top-Level Dernain name
SEIVErs, A Ward udes users IOuEh e prodess of setming up

v Vv v v

You are here: Home > Analyse > Internet Measurements > RIPE Atlas > Results > DomainMON > Monitor a new domain

RIPE Atlas

About RIPE Atlas
Get Involved
Probes and Anchors

Measurements, Maps and Tools

«

Monitor a new domain

Enter the name of 3 DNS domain to monitor,

This should usually be your main domain, rather than a subdomain.

Name:

Include this server?

moNRorng for thelr domains. Leasn more In ths RIPE Labs article or read
the Gecumentation 1or DomaEnMON Resources
RIPE NCC Members
LatencyMON >
My Atlas

Status Checks >
DNS Root Server Streaming Visualisation >
XP Jedi >
Open P Map >
«
, Monitor a new domain: aioy.eu.
>
b Suggested name servers
> These servers are derived from your domain's NS records.

Name Address
>

ns1.aloy.eu. 130.37.15.35
>

ns2.aioy.eu. 2001:888:1044:10:2a0:c9ff:fe9f:17a9

Add manually defined servers
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DomainMON Results &

aioy.eu. SE

UDP TCP

PENCC [Gnonswered queries =] @S 7% @ > 47% | Data resolution: 2 hours 8 VIClvri@d4d o_aa »r M

zone: nyll From: 2016-03-14 02:00 To: 2016-03-16 14:00 UTC

nsiaioyeu. IPv4

ns2 aioy.eu. IPvG

Use your mouse wheel or click and drag a selection to zoom, press the left/right arrow keys to shift the time window, press the shift key to mmosaelspim:sezm t?';
yed resu
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RIPE Atlas anchors




RIPE Atlas anchors &

e \Well-known targets and powerful probes

- Regional baseline and “future history”

* Anchoring measurements

- Measurements between anchors
- 200 probes targeting each anchor with measurements
- Each probe measures four-five anchors

- Vantage points for DNSMON service
e 130+ RIPE Atlas anchors
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Locations of anchors )
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https://atlas.ripe.net/results/maps/network-coverage/#anchors
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“IXP country Jedi”

Measuring Impact of IXPs on
Keeping Traffic Local



Benefits (part 1) &

e Operators

- Routing and traffic optimisation

o |XP operators

- Shows how |IXPs help keep traffic local and regional

e |Pvb advocates

- Comparing IPv4 and IPv6 paths
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Benefits (part 2) &2

e Country level: regulators, politicians, cyber-
security...

- How much traffic stays within the country? Where do the
paths go”?

- Comparing countries with each other
e RIPE Atlas community

- More probes in more networks = higher quality of
measurements data
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Benefits (part 3) %

e Geolocation data community

- Use case for improving data quality

e Examples:

- https://labs.ripe.net/Members/emileaben/measuring-ixps-
with-ripe-atlas

- https://labs.ripe.net/Members/emileaben/measuring-
countries-and-ixps-in-the-see-region

- http://sg-pub.ripe.net/emile/ixp-country-jedi/CL
+AR-2015-04/geopath/
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Paths staying in the country?

e Difference between IPv4 and IPv6 paths

~ ve——

LY ST . p T g - . .-
o - Sose e _ » e

http://sg-pub.ripe.net/emile/ixp-country-jedi/SI-2015-04/
geopath/s/SI/{RO, BG, HR, BA, ME, AL, GR}/
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Paths going via an IXP? &

o http://sg-pub.ripe.net/emile/ixp-country-jedi/
SI-2015-04/ixpcountry/

'H“}'ﬁ-ﬁ '
" o

II
e
Bkt

Christopher Amin | MENOG 16 | 23 March 2016 113


http://sg-pub.ripe.net/emile/ixp-country-jedi/SI-2015-04/ixpcountry/

Interactive diagnostic tool

e Green: “good”, as far as we can see it

- Not a judgment, only one way of visualising data

e Red or blue: path is going out of country

- If this is a surprise: talk to your upstream(s)

e Yellow: path is not going via a local IXP

- If this is undesired: make a new peering agreement

- http://sg-pub.ripe.net/emile/ixp- country-Jed|/SI -2015-04/
IXpcountry/ snrEETEE
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Method &

e Traceroute measurements using RIPE Atlas
probes

o Steps:
- ldentify ASNs in the country using RIPEstat
- ldentify IXPs and IXP LANs using PeeringDB
- Construct mesh: from all (*) country’s probes to each other

- *Maximum of two probes per ASN and only “public” probes
with “good” geolocation

* Hops geolocated using “OpenlPMap”
database
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Actions (part 1) &
e Use this tool to find possible suboptimal

routing and fix it

- Find your ASN in the mesh

- Find the person from another ASN

- Take them out for tea :)
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Actions (part 1) &

e To improve accuracy of this diagnostic tool

- If your ASN is not on the graph, apply for a RIPE Atlas
probe

- Add more probes to your country to increase “resolution”

- If you move, remember to update your probe’s geolocation
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Actions (part 2) &

e Reuse and rewrite the code: it is free and
open source software

- https://github.com/emileaben/ixp-country-jedi

e Improve infrastructure geolocation: contribute
data to OpenlIPMap!

- https://marmot.ripe.net/openipmap/

- https://github.com/RIPE-Atlas-Community/openipmap
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Exercise

Setting up “Status Checks”



Tasks &

e Set up and configure a “status check”

- For an existing ping measurement https://atlas.ripe.net/
measurements/2340408/

- Hint: https://atlas.ripe.net/api/v1/status-checks/2340408/

e Configure the status check in such a way that
you will trigger an alert for this measurement

e Optional: set up status check for your own
ping measurement!
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Solution &

® One possible solution:

- Set the median RTT to a lower level:

- https://atlas.ripe.net/api/v1/status-checks/2340408/7?
median_rtt threshold=10

e Example of the alerts

{"total_alerts":32,"global_alert":true,

“"probes":{

"18433": {"all": [null,null,null],"last":null, " last_packet_l0ss":100.0,"alert":true,"source":"Area: WW","alert_reasons":["loss"]},
"15041":{"source":"Area: WW","last_packet_loss":0.0,"last":19.928,"alert":false},

*18696": {"all": [null,null,null],"last":null,"last_packet_loss":100.0,"alert":true,"source":"Area: WW","alert_reasons":["loss"]},
"16265":{"source":"Area: WW","last_packet_loss":0.0,"last":22.72,"alert":false},

"20236":{"all": [null,null,null],"last":null,"last_packet_loss":100.0,"alert":true,"source":"Area: WW","alert_reasons":["loss"]},
"12944" : {"all": [null,null,null],"last":null, " last_packet_l0ss":100.0,"alert":true,"source":"Area: WW","alert_reasons":["loss"]},
"2195": {"all": [null, null,null],"last":null,"last_packet_loss":100.0,"alert":true,"source":"Area: WW","alert_reasons":["loss"]},
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C%

Take part in the
RIPE Atlas community




RIPE Atlas community (part 1) &

e |[ndividual volunteers host probes in homes or
offices

e Organisations host RIPE Atlas anchors

e Sponsor organisations give financial support
or host multiple probes in their own networks
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RIPE Atlas community (part 2) )

e Ambassadors help distribute probes at
conferences, give presentations, etc.

e Developers contribute free and open software

* Network operators create measurements to
monitor and troubleshoot

e Researchers and students write papers

»
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Hosting a probe &

e Create a RIPE NCC Access account
* Go to https://atlas.ripe.net/apply

* You will receive a probe by post

e Register your probe

e Plug in your probe

* |f you receive a probe from an ambassador
(trainer, sponsor, someone at a conference),
just register it and plug it in!
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More Hackathons! &
e Join the hackathons in 2016

- Before each RIPE Meeting - save the dates!
- 21-22 May, Copenhagen
- 22-23 October, Madrid

RIPE ATLAS HAGKATH(

381]’ FIIN I'HAD AT RIPE
NCH CANAlS FBOZE
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Contact us

* https://atlas.ripe.net and http://

roadmap.ripe.net/ripe-atlas/

e Users’ mailing list: ripe-atlas@ripe.net

e Articles and updates: https://labs.ripe.net/atlas

e Questions and bugs: atlas@ripe.net

o Twitter: @RIPE_Atlas and ;
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