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Introduction

= |IDNA protocol published on 2003

* Updated on 2010
*  Application oriented solution!

" |DN ccTLD were introduced in 2010 (e.g. 42 s=udl)

" Assessment Goal

* to study and assess end-user experiences regarding IDNA
Implementations for Arabic domain names.
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The Methodology

Test Cases
Modeling
&
Generation

Planning the Test

Execution
of Test Cases

1 XF*
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Methodology: Planning the Test

= Considered previous reports (time-based order)

* |DN Top Level Domain Evaluations and Testing Report

—  SaudiNIC & Arabic Domain Name Pilot Project Team, 13 December 2007.
Arabic IDN Test Results for Mozilla Firefox

—  SaudiNIC, 06 Dec. 2010

Arabic IDN Test Results for Microsoft |[E

— SaudiNIC, 12 Dec. 2010

Internationalized Domain Names State of play:

— EURId-UNESCO, May 2011

World report on Internationalized Domain Names deployment
— EURIdA-UNESCO, November 2012

World Report on IDN Deployment

— EURIiId-UNESCO, October 2013



http://nic.sa/docs/arabic_domains/arab_pilot/IDN-ADNPP-Report.pdf
http://nic.sa/docs/reports/FireFox_testCase-Dec122010.pdf
http://nic.sa/docs/reports/Arabic_IDN_Test_Results_for_Microsoft_IE-12-12-2010.pdf
http://www.eurid.eu/files/publ/insights_IDNs.pdf
http://www.eurid.eu/files/publ/insights_2012_idnreport.pdf
http://www.eurid.eu/files/publ/insights_2013_idnreport.pdf
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Methodology: Planning the Test
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Methodology: Planning the Test

What can be part of the report? .. HUGE +1000 things!

* We have selected about ~2% to be assessed.
* Qurrole in selection is: most popular, and used products.

@
. d4.3
Androi
d4.3
Browsers Office
Suites
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Methodology: Planning the Test

LS/

Soor,
App*
BB

Web
Hosting

* Cross platforms: iOS, Android, BlackBerry
** CMS: Content Management System

Wordpre
Ss
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Methodology: Test Case Modeling and Generation

" The test case model which is used to generate the
test cases consists of five components:

B e h aV| O r * How a tester should behave.

I n p Ut » The IDN string being tested.

* What is the environment, product and which
Targ et part of the product. P

* Yes/No questions being asked about what on
concern.

* A table, Not tabl Not
Results applicable.
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" \We Generate about 190 test cases.
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Methodology: Test Case Modeling and Generation
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Methodology: Test Case Modeling and Generation

=  Developed a test case control web application

At Slaglal (Saga ) j L
Saudi Network Information Center
Test Cases
Test Case Inputs

Test Case Categories

Home / Test Cases
Test Case Comment
User
Search
Change Password
Logout Search Show all

@ Exact phrase O All words © Any word

test Case id | input id

target

user id

status <

IsSallll

IDN user experience assessment project

133 first.gl).odi. sili . Fifth-sixth. 777 .xn-----
btdbbpe8cpmecb3moa.daysge wll.Jlio

134 first. gly.cJb. sl Fifth-sixth. 777 .xn-----
btdbbpe8cpmecb3moa. disge il Jlio

135 first. gl ol eili Fifth-sixth. 777 .xn-----
btdbbpe8cpmechb3moa.asge wll.Jlio

- first.ayly. . sibi. Fifth-sixth.77 7.xn-----
btdbbpe8cpmecb3moa. disge il Jlio

137 first.aly2db. sl Fifth-sixth. 777 .xn-----
btdbbpe8cpmecb3moa. disgell. Jlio

13E first.gly.cJii._aili . Fifth-sixth. 777 .xn-----
btdbbpe8cpmé&cb3moa.a,5ge wll.Jlio

139 first.aly2db. sl Fifth-sixth. 777 .xn-----
btdbbpe8cpmech3moa.dusge wll.dlio

4@ first.gly.cdi._sili . Fifth-sixth. 777 .xn-----
btdbbpe8cpméecb3moa.d,sge wll.Jlio

141 Gl sili gl en--mgbcz8a. - sl
wwslbw.xn----ymcbcq8b4b3fj.ausge wall.Jlin
S aili el wn-—mAahezRa - ol

Google search: Firefox (as
browser):4/2014: search field

Google search: Firefox (as
browser):4/2014: search field

Google search: Firefox (as
browser):4/2014: search field

Google search: Firefox (as

browser):4/2014: advance search page:

search field

Bing search: Firefox (as

browser):4/2014: advance search page:

search field

Bing search: Firefox (as
browser):4/2014: search field

Bing search: Firefox (as
browser):4/2014: search field

Bing search: Firefox (as
browser):4/2014: search field

Bing search: Firefox (as

browser):4/2014: advance search page:

search field

Rinn =earrh- Firefav fac

category id

Search
Engines
Search
Engines
Search
Engines

Search
Engines

Search
Engines

Search
Engines

Search
Engines

Search
Engines

Search
Engines

Searrh

alhamed

alhamed

alhamed

alhamed

alhamed

alhamed

alhamed

alhamed

alhamed

new

new

new

new

new

new

new

new

new

PP gL=1p4

2| B X

PP gLE=1h

S| & Ba X

S| B X

PP gle=1h-q

S| B X

PP glt=1p-q

Pl =101
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Methodology: Execution of Test Cases
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" Run the test cases and collected results.

* Answer the check questions.
* Upload screenshots of failed checks.
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Results

Target

Acceptable

Not-acceptable

Browsers

Email clients

Office Suites
System Admin Tools
Search Engines
Mobile Apps

CMS

Security

Web Hosting

6%
2%
3%
14%
13%
0%
0%
0%

40%
94%
98%
97%
86%
87%
100%
100%
100%
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Results

Browser

0N

Acceptable

Not-acceptable

Internet Explorer

Safari

Safari
Safari
Chrome

Chrome
Chrome

Chrome
Firefox

Firefox
Firefox

Windows7

Windows7

0OSX 10.9
I0OS 7
Windows7

0OSX 10.9
Android 3.4

Ubuntul?
Windows7

0OSX 10.9
Ubuntul?

73%

62%
60%
65%
40%
41%
63%

27%

38%

40%
35%
60%

59%
37%

79%
7%

32%
36%
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Examples: Browser

-l T g b

e fﬁ || IDN user experience asse: !J, o first.aul,. B gt Fifth-sith ¢ WL

« - https:/ /www.google.com/sear =first.al,.&l6. il Fifth-sixth.7 77 .xn---—-

GO‘_:SIE first. .25, S5 Fifth-sixth. 777 .xn—-—-btdbbpe8cpmBcb3moa i sl Jha

Web Videos Images Shopping MNews More - Search tools

Your search - first.a .20 Fifth-sixth.777 xn -
btdbbpe8cpm6cb3moa. iz sl Js - did not match any documents.

Suggestions:

« Make sure all words are spelled correctly.
« Try different keywords.
« Try more general keywords.
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Examples: Browser

:&.5_;'5“ Jagl

L3 preaall, eyl milis, potbnm poals ol 3 S 58

« 380 Jash
PERT

. B B | IDN user experience asse: X \(_D IDN user experience asse: % y ' ahoutblank X

[ about:blank
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Examples: Browser

@

[ ttps:/ gl bt X W

n--igb0el.xn--mgbh6fga.xn--
mgbhb3h.xn--mgbczBa.xn----
ymcbhzivbcOn.xn----

ymchecgB8b4b3fj.xn--mgbhOfb.xn--
mgberp4aSd4ar
Identity not verified

x heeps [ [ Qupacad L B, el g b, il sl [ 2B, 3B

A yall 8

The identity of this website has not been
verified.
» Server's certificate does not match the
URL.

Certificate Information

ﬂ Your connection to xn--igbOel.xn--
mgbh&fga.xn--mgbhb3h.xn--
mgbcz8a.xn----ymcbzivbcOn.xn----
ymcbcq8b4b3fi.xn--mgbh0fb.xn--
mgberpdaSddar is encrypted with 128-bit
encryption.

The connection uses TLS 1.2,

The connection is encrypted and
authenticated using AES_128_CGCM and
uses DHE_RSA as the key exchange
mechanism.

ﬂ Site information
You have never visited this site before
today.

What do these mean?

SSL certificate inf
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Examples: Browser

S DN userexperience asses X [ ke s gl ) X

€00 [ gl gl b gl g8

) L) 5 i

..'J...! - ..E.-. oLk s e b ok kol A P Lo i 1 b 1 kel e s et . s 1 s e 1 s s UntiHEd o ET
(http://xn--igbdel, xn--ngbh6faa, xn--ngbhb3h, xn--ngbczRa, xn--

After copy and past the domain!
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Examples: Browser

= All Browsers didn’t support IDNA 2010 !

*is was been out there for more than 4 years

- W me——— - - )
B -ogle ca - Lugmall 123 % \ s )
<« C' | B https://www.google.com.sa/search?sourceid =chrome-psyapi2&rlz=1C1GGGE__SA561SA561&ion=1&es 9=

Gl Dl ol > o all Ll s PESY s - oy

(0,40 - 35 »

. 3.;;);-4_ A 123 =t s ml_».g_u_uq_..y.._nl
~ www_alriyadh.com/770818
s sllie 9 Sl A gl - 2012/09/24

5 sl sl gL

_...a...a:s_.'l 4..1.'...4541 Sl Al S -6 4_..‘ gl i) as prees
W c0]55 com/article php?a=123
| s 1 el st 14

| Sl e

SJA.'a'I;.Gr....;y.l _I_I&j——l}d td

- armklpedla orgnmklf 4 5

iy Cus L 93;-'.‘1' Apmpaallol |

Loamdafalllesle pa o dlall s ghll e dlls Talall
. _.__~.4..1_p...m s _.._Luy..._l

ASulll i glad g0 sandl S pall - AaSLEN AL

v nlc safcatftaqs

Bl a2 € (SAUdINIC ) 48wzl el g gaad) 58 sall L o i
 Aasial L Sl .{com.sa.123. Jlall Jos 1) 9, 110 e A5
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Examples: Office Tools

|Default |L| |T|mesNewR0man |l| |12 |L| B /7 U E == icifeEsE A-®-8-
ol s Eil‘iga. ..... _34_ ..... 4-4* ..... 4-5....* ......... LA

This is an IDN test for the following IDN string:
cJL:.L_,;LL.J_gi,gg;--mgbczSa. wwdbw-uels xn----ymebeq8b4b3f]. 4092l Jlio
and this is a regular domain name:

WWW.CNn.com

even if we add a protocol like http://

http://edb._sL.J9 | xn—mgbez8a. usluw-_usls xn----ymebeq8bab3fi. dyageumll. Jlin

>
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numbers ranging from: to 10,35 ke
Then narrow your results hd ﬂ Q Google - Lo ] https://www.google.com.sa/search?as_g=&as_epq=8as_oq=8as_eq=&as_nlo=&as_nhi=

by...

language:
region:
last update:

site or domain:

terms appearing:

SafeSearch:

reading level:

file type:

usage rights:

any language
any region
anytime
sl J s
anywhere in:
Show most r
no reading le
any format

not filtered b

ned Search Images Mail Drive Calendar Sites Groups More ~

gthe:%D&%A?%Dg%ati%ns%53%08%39%09%88%D&%AF%DQ%BA%[D
Web Images News More « Search tools

About 69,500 results (0,56 seconds)
Google promotion
Try Google Webmaster Tools

www.google com/webmasters/
Do you own 44247 Get indexing and ranking data from Google.

STC i sd) syl
iyl 2Ll w Translate this page

st o i) Jolel) oy ek, o)y i)y el il clasa i STC a2 e YLy 36,5

il pef = Translate this page
A Y el g Bl Al e el Ahal) plind (2] A S A 5 TN Sl il e sy

o Al o i 1 e

el g s & g
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Examples: System Admin Tools (SSH)

User-2:~ Alhamed$

User-2:~ Alhamed$

User-2:~ Alhamed$ ssh alhamed@ & Li . Li.),0 oxn—mgbczBa. o la—m i o Xn——ymcbcaBbab3fj.i, s pacl 1 JL2a
The authenticity of host ' (::1)' can't be established.

RSA key fingerprint is 76:c7:22:73:3@:ed:9@:c6:5c:a4:71:91:e1:03:08:29.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '' (RSA) to the list of known hosts.

Password:

bash: & Lf .l oJ,] cxn—mgbczBa. pu lu=yw L& . Xn——ymcbcgBb4b3fj.i, s jad 1 o JLl2a: command not found
User-2:~ Avnomodt
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What's Next?

= Need to expand the user experience scope to cover

other areas:

* Registrars & Registries
— Display IDN domains correctly (Especially RTL)
—  Standardized terminology (U-Lable, A-Lable, Blocked variant ..etc)
—  Consistent way to enable/disable variants
— Unified variant protection (language tables & variants)

° ...etc
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#% Domain Registration

To order your s domain name, enter your domain into the box below, click the "Order”
button and then follow the on screen prompts

If you require assist

i= More Domains Avai

=5 Domair
‘We're pleased to announ
The recent launch of new
bound to country level or

specifically about who th

Domains such as 25, ©

Allruasing wni fn et e

 —

.5« Domain Registration @

--Select Popular N\\

Please Login or Register

Shopping Cart

Web Hosting | Register Domain | Transfer Domain | View Cart

Choose Currency. AED -

Type in the domain you wish to register below to check for availability.

WWW. | il ulasl el v | Check Availability

CHOOSE DOMAINS
<l pan L [#] Available! Order Now 1 Year/s @ AED145.00 -

Add to Cart

Quick Navigation
€ Portal Home
() Client Area

4] Knowledaebase
-# Submit Ticket

|l Order

Client Login

Emiail

Password

[CJRemember Me

Search

View Cart

Knowledgebase «
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Conclusion

PRy

= |IDNA support # browsers’ address bars support.
= User acceptance for IDNA is less than 1% (Excluding

address bar in some web browsers)

* It's been more than 10 years since the publication of IDNA
RFCs, and still less than 1%!

= How long do we need for Internationalized Email (IDN

Email) to be fully deployed!
* Do we need to wait 10+ years to get a 1% acceptance!

= RFCs are not enough, we need accelerators.

= For more info. about the report:
* http://nic.sa/docs/ADN/IDN-Report-2014-FINAL3.pdf



http://nic.sa/docs/ADN/IDN-Report-2014-FINAL3.pdf
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