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Recap From the RIPEstat Presentation

 Information system for Internet numlber resources

You are here: Home > Data & Tools > RIPEstat > AS3333

e Data RIPE stat —

- Routing data

AS Overview (AS3333) -1 |  Geoloc (AS3333 )

At a Gla
Routing = (9/10) RIPE-NCC-AS - Reseaux IP - |~M” eoraiie ]
< ‘ ‘ [ n " : curopeens Network Coordination - !
- O eCte y ttD rIS rIDe net DNS (1) Centre (RIPE NCC) [+
[} [ [} [ Bre
) " . 1) Showing results from 2013-08-30 00:00:00 UTC to 2013-08-30 08:00:00

urc

Am
o 100.000%
. . ' Databa se (5) [ | source data embed code permalink Info | ngon D - \;:
o W I : | BelgumA 22" Germany
Geographic (2) ) . \—J'-)'-*ZL Map Data Terms of Use Reporta map error
‘< » G

Activity 2) Registry Browser (AS3333 )

- RIPE Database & other RIR databases i —
- MaxMind’s geolocation data T
- Blacklist data
- And many more: https://stat.ripe.net/data-sources

RIPE

RIPE RIPEstat, MENOG 14 NCC



http://ris.ripe.net
https://stat.ripe.net/data-sources

Three Interfaces of RIPEstat

RIPE Stat Welcome,

RIPEstat Web Interface

Gl Reso few (AS3333)
. RIPE-NCC-AS - Reseaux IP i
"""""" (910) curopeens Network Coordination >U
Centre (RIPE NCC) >
INS (1) theid ) 5
eeeee
Showing results from 2093-06-30 000001 UTC to 2013-05-10 08:00:0% UTC Amﬂgf&
ti Abuse Mv:c ':or.l

RIPEstat Widget API

Reload this widget by entering a resource here

@ AS3333 is visible by 79%. of 97 IPv4 and 257 of 91 IPv6 RIS full peers.

(@® First ever seen before Jan 2001.

Originated IPv4 prefixes: &

Originated IPv6 prefixes: 1

Observed BGP neighbours: 76

Address space announced (IPv4): 4608 IPs
A mann mmmnsimandd DO sains b

o~ o~

RIPEstat Data APl / RIPEstat Text

https://stat.ripe.net/data/routing-status/data.json?resource=AS3333

RIPE

RIPE RIPEstat, MENOG 14 NCC


https://stat.ripe.net/data/routing-status/data.json?resource=AS3333

RIPEstat Web Intertace

* FINding Information on RIPEstat

RIPEstat Home -+ AboutRIPEstat = Documentation + Use Cases -+ Logout(Christian Teuschel)

System Statistics

Interfaces & APIs
You are here: Home > Data & Tools > RIPEs
Demos
Search RIPE &tafl Roemer
Changelog

Searchinp/ut

|
‘ I |

e.g.: IPv4 prefixfrange, IPv6, ASN

Your network: AS3333, 2001:67c2e8:/48

Query rate on
RIPEstat

Quick Links

29.3 k

Recent neW BGPIay is baCk! J?:??,g;;éi&::q%:g?znu P/ay(IQ:?.O_go.a/?g)

features

Looking For Abuse
Information

FAQ

Feedback
Documentation
Mobile Version

Widget List

Links to most used
features

On RIPE Labs

S T e <
Oy,
@'-.‘.‘ “~ Y

& About RIPEstat & Documentation & Use Cases
« FAQ » Interfaces & APIs « Notable Network Events
o Data Sources e Demos « Compare Results
» Widget List  Roadmap o Looking for Abuse
« Top Queries « Changelog Information
« Feedback » Global Internet Statistics

LEARN MORE -

LEARN MORE - LEARN MORE -

RIPE RIPEstat, MENOG 14

Improved Routing

Information Available via

RIPEstat
Aug 23, 2013

Future of RIPE NCC

Technical Services
Aug 20, 2013

New in RIPEstat: In-widget

Comparison and

Monitoring
Jul 24, 2013

RIPEstat
related articles on
RIPE Labs

RIPE

NCC



RIPEstat Web Intertace

e INformation structure on RIPESstat

RIPEstat Home

« About RIPEstat -

A

-

e FAQ

® Data Sources
® \/Vidget List

® Top Queries
® Feedback

\

RIPE RIPEstat, MENOG 14

~

Documentation

A

4 )

® |nterfaces & APIs
® Demos

® Roadmap

e Changelog

- /

» Use Cases * Login

A

e Notable Network Events

e Compare Results

® | ooking For Abuse Information
® Global Internet Statistics

N

RIPE

NCC



1. Querying for a Resource (Web Interface)

Example: Enter "AS3333” in the search box

search RIPE

Your network: AS3333, 2001:67c2e8:/48

Your ASN & network prefix

RIPE RIPEstat, MENOG 14

Search box

Sample resources

RIPE

NCC
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1. Querying for a Resource

eb Interface

Result page

You are here: Home > Data & Tooks > RIPEstat > AS3333

RIPEstat

At a Glance (4)

Routing (8/10)

Widgets grouped
iINto thematic tabs

DNS (1
Anti Abuse (1)
Database (5)
Geographic (2)

Activity (2)

RIPE RIPEstat, MENOG 14

AS Overview (AS3333)

RIPE-NCC-AS - Reseaux IP
Europeens Network Coordination
Centre (RIPE NCC)

Showing rescits lrom 2013.08-30 00:00:00 UTC 1 2013.08-30 08:00:00
urc

SOUrce At embed code parmalink Info

Registry Browser (AS3333)

Last updated on 2012-04-17 a1 10:12:15 UTC.

aut-num: AS3333

Showing resulits for ASSIES as of 20130830 14:4420 UTC

source dat oembed code permalink Info

Geoloc (AS3333)
s + Mm | gclrlltcrf
- amburg T
) > (+]
] oBremen
Amsterd®n
1100.000% )
L o| Neth 3

\
= e
ool 1 Belgium é°‘3°“' Germany
J'JD:}E Map Data Terms of Use Report a map error

» Geoloc details

Showng results for ASIIX) as of 20030891 000000 UTC

source data embed code permalink I@)

Routing Status (AS3333)

. AS3333 is visible by 977 of 107 IPv4 and
o 99° of 102 IPv6 RIS full peers.

QFim ever seen before Jan 2001.

Originated IPv4 prefixes: 6

Originated IPv6 prefixes: 1

Observed BGP neighbours: 160

Address space announced (IPvd): 4600 IPs
Address space announced (IPvE): equiv. to 1
/48s

Compare 10| 1weex ©  oarfor

Showng results for ARIXX) as of 2013-08-29 000000 UTC

S

——___info

source data embed code permalink wj

Greh D
i

Widgets display
different types of
iInformation

» RIPE

NCC



1. Querying for a Resource (Web Interface)

Tasks:

- What network announces 140.78.50.907

- 15 192.3.4.2 routed?

- In which country is 91.229.42.0/23 used?

- What is its corresponding INETNUM object”

- What widget provides real-time routing status?

- By what percent did the number of prefixes announced by Kuwalit increase
over the last two years?

- How would you share interesting network events with a colleague’

RIPE

RIPE RIPEstat, MENOG 14 NCC
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2. MyViews

Create custom views:

e Click the*MyView” Button

+ MyView

* Drag and drop a widget onto the "MyView" button

RIPE

RIPE RIPEstat, MENOG 14 NCC



2. MyViews

At a Glance
Routing
DNS

Anti Abuse
Database
Geographic

Activity

(4)
(6/8)
(2)
(2)
(8/9)
(2)

(2)

+ MyView

& permalink

‘ My Network | # (0)

RIPE RIPEstat, MENOG 14

Newly created
MyView

This view is empty :(

Add content by dragging a widget onto the tab of this view.

® Resource OvorviewJA

MyViewTab (2)

For more information on custom views, please go to custom views.

MyViews are only visible to you.

An option to share your views

will be available soon!

RIPE

NCC

10



2. MyViews

Customise MyViews

Re-order widgets
as you like

At a Glance (4)
Routing (8/10)

' DNS (1)
Anti Abuse (1)
Database (5)
Geographic @)
Activity @
+ MyView A

! Monitor # (2

s Pl ']

-

® Rename
® Re-order
e Control visibility
® Remove

N

—

RIPE RIPEstat, MENOG 14

4 \ '
Amsterda e ’ Hanover
W )

\

Geoloc (AS3333) + ® 3

Steglitz-Zehle

'

»\ﬁ'eda : %ﬂ‘
: 0 Dusseldorf

Glogne

Basis DFJBI@ (czoog)iGoogIe Terms of Use | Report a map emm: :

» Geoloc details

Buelefeld Brunswick

Ger,many
A ™

below)

0 Data is based on MaxMind's Geolite City data set and valid for the stated query time (see

Showing results for AS3333 as of 2013-09-01 00:00:00 UTC

ombed code permalink Info

11



2. MyViews

Tasks:

- Create a RIPE Access account (if you don’t already have onel)
- Create a MyView for a prefix containing the following widgets:

- Routing Status
- Looking Glass
- Routing History
- Create another MyView with at least two widgets, and give it a meaningful
name

RIPE

RIPE RIPEstat, MENOG 14 NCC
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Create SSO Account

Tasks:

- Go to the “Login” page
- “...click here to create one.”

RIPE RIPEstat, MENOG 14

RIPE

NCC
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3. Comparing Resources (Web Interface)

» Compare results in different widgets

Go to “Use Cases” >
“Compare Results”

RIPEstat Home -+ About RIPEstat * Documentation * Use Cases

N

You are here: Home > Data & Tools > RIPEstat > Use Cases > Data Comparator

Compare Results

Select up 1o six different widgets from the list to compare at one time. Different resources can be ¢

Select a widget

|
Select a widget

+ Add & Permalink

RIPE RIPEstat, MENOG 14

RIPE

NCC
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3. Comparing Resources (Web Interface)

» Compare results in different widgets

Compare Results

Select up to six different widgets from the list to compare at one time. Different resources can be queried for each widget.

e Select the “Prefix Size Distribution”
widget
e Enter “AS1205”

| Prefix Size Distribution
Select a widget |

Enter a resource

and a resource 1205

+ Add & Permalink

4 4

Prefix Size Distribution (1205) P AS Overview (1205)
by number of JKU-LINZ-AS - University Linz
(+Prefixes Addresses This ASN is part of 1-65535, the 16-bit ASN Block. This block contains all 16-bit

ASNSs, which are allocated to the RIRs according to
http/www.lana.org/assignments/as-numbers/as-numbers.xml. See RFC
1930 @

Showing results from 2013-08-30 00:00:00 UTC to 2013-08-30 08:00:00 UTC

~— 16 (v4): 1
-~

. RIPE

RIPE RIPEstat, MENOG 14 NCC 15



3. Comparing Resources (Web Interface

IN-widget comparison

RIPE RIPEstat, MENOG 14

® multi-resource

# of prefixes

Country Routing Statistics (de) ®

Select a country lat|] + Add

8000

6000

B
o
o
o

at - Austria
bo - Bolivia, Plurinational State of

bqg - Bonaire, Sint Eustatius and Saba

'cd - Congo, the Democratic Republic of the |t resolution in graph: per 1 week

hr - Croatia

gq - Equatorial Guinea

gt - Guatemala

va - Holy See (Vatican City State)

ki - Kiribati

kp - Korea, Democratic People's Republic of
la - Lao People's Democratic Republic

Iv - Latvia

fm - Micronesia, Federated States of

ms - Montserrat

SNSY jo #

ru - Russian Federation

2000

ae - United Arab Emirates

us - United States ———

um - United States Minor Outlying Islands

02 004

"5 vu - Vanuatu 2012

ASN IPv4 IPv6

Germany (de) ASN (de) — |Pv4 (de) — |Pv6 (de)

( Click legend item to toggle visibility of a series )

. RIPE

NCC
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3. Comparing Resources (Web Interface)

Tasks:

- Compare the number of announced prefixes for two networks over the past
two years using the widget comparison page

- How does the Internet in the UAE compare to the UK Use in-widget
comparison!

RIPE

RIPE RIPEstat, MENOG 14 NCC
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4. Finding Abuse Contacts & Reporting Abuse

Take action in an abuse case with the Abuse Contact Finder

Go to “Use Cases” > “LL.ooking
For Abuse Information”

RIPEstat Home -+ About RIPEstat * Documentation * Use Cases

N

You are here: Home > Data & Tools > RIPEstat > Use Cases > Looking For Abuse Information

RIPEstat Abuse Contact Finder

The RIPEstat Abuse Contact Finder may be able to help you find the email address that should be used to
report network abuse originating from a particular IP address.

INn-depth information
about abuse

You can learn more about network abuse in general and what you can do to stop it on the RIPE NCC's
Abuse Information page.

You can learn more about how the RIPEstat Abuse Contact Finder works and how to report abuse in

this tutorial on RIPE Labs.

RIPE Abuse Contact Finder 33

Enter the IP address

Enter an IP address

For regular RIPEstat users: this widget, of course, can also be found on the regular result page in the "Anti Abuse” tab. R I P E

RIPE RIPEstat, MENOG 14 NCC



4. Finding Abuse Contacts & Reporting Abuse

RIPE RIPEstat, MENOG 14

Abuse Contact Finder (2001:67c:2e8:/48) 3D

Email-Contact

abuse@ripe.net

Contact-Quality-Rating
. Wk W W W 55
Ratlng Of the COthaCt This contact can be used to report abuse.

(_JShow Complete Details
(_Jinfo for Resource Holders

Showing results for 2001:67¢c:2e8::/48 as of 2013-08-30 14:39:00 UTC

Emall contact to report
abuse 1o

@ Beta status: Please note that even highly rated contacts can be incorrect

source data

embed code permalink Info
J

RIPE

NCC
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4. Finding Abuse Contacts & Reporting Abuse

RIPE RIPEstat, MENOG 14

Detalls about the resource and abuse contact:

@Show Complete Details
Details

- Results for

193.0.18.0-193.0.21.255 ¢

abuse @ripe.net from abuse-contact role

This resource has been identified 10 be related 10 this information
RIPE NCC PI Allocation

Held by:
na.t
- RIAR Information

RIR RIR's Whois
RIPE NCC

\

RIPE

NCC
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4. Finding Abuse Contacts & Reporting Abuse

Tasks:

- What is the abuse contact for 193.0.20.22 or the hotel network??
- Check an IP address from your home network
- Discussion:

What can you do in these cases”?

- No abuse contact found
- No response on an abuse report

RIPE RIPEstat, MENOG 14

RIPE

NCC

21



5. Let's BGPlay!

» Use BGPlay to see how your network Is routed

"BGPlay is a tool that show routing history in an animated
and highly-interactive manner

e GO tO: https://stat.ripe.net/widget/bgplay

RIPE RIPEstat, MENOG 14

RIPE

NCC
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https://stat.ripe.net/widget/bgplay

5. Let’'s BGPlay!

BGP event, ASN or
ASN path details

KA

BGPlay (140.78.0.0/16) ‘

Reload this widget by entering a resource here

Type: Initial state
Number of ASes: 85
Number of collector peers: 59

Control timeline

RIPE RIPEstat, MENOG 14

Selected RRCs: 0,1,6,7,11,13,15
Total number of events: 24
Date and time: 2013-08-28 14:24:58

m ( Collector peer ) ( Other

) Dynamic path Static path

@,
= =
w« Period: 2 days 0 seconds [24 events] Current instant: 2013-08-28 14:24:58 E;
h
!. l' \ ‘;'|| \
‘l l‘ /.-.\ / |" /_‘.
I

||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||
[IPath Change [ Announce

M Initial state
q‘>1h = <-1>2h < ~=.‘>2h o <
m 6m
32s 8s 393 248 240 41 ¢

Showing results for 140.78.0.0/16 from 2013-08-28 14:24:58 UTC to 2013-08-30 14:24:58 UTC

source data layout options

embed code permalink Info

J

- ™
Control panel:

- Covered time period

- RRC selection
. Y

Interactive graph visualisation

Selection timeline

RIPE

NCC
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5. Let’'s BGPlay!

RIPE RIPEstat, MENOG 14

BGPlay (140.78.0.0/16)

Reload this widget by entering a resource here

Type: Initial state

Number of ASes: 85

Number of collector peers: 59
Selected RRCs: 0,1,6,7,11,13,15
Total number of events: 24

Date and time: 2013-08-28 14:24:58

) Dynamic path Static path

(" Collector peer ) ( Other

\
A . {\\ '||‘ )
f\ '\ A
||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||
[l Path Change [ Announce

B Initial state
q'>1 h q>2h < c:>2h =
32s 399 24s 243 41 ]

Showing results for 140.78.0.0/16 from 2013-08-28 14:24:58 UTC to 2013-08-30 14:24:58 UTC

rPerlod: 2 days 0 seconds [24 events] Current instant: 2013-08-28 14:24:58 &
\
|

source data layout options

(

Examples:

- Prefix with announcements & withdrawals:
84.205.64.0/24

- Check IPv6 connectivity:
2001:67c:2e8::/48

- Multi-homed prefix:
199.7.80.0/24

embed code permalink Info
J

RIPE

NCC
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5. Let's BGPlay!

Tasks:

- Find the up-stream provider for AS1205
- |s AS3333 multi-hnomed?
- Check the IPv6 connectivity of your own network

RIPE RIPEstat, MENOG 14

RIPE

NCC
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0. Embedding Widgets On Your Own Site

Embedding widgets

- What is the concept?
Widgets are based purely on web standards and were
developed with embeddability in mind. Every widget

avallable via the RIPEstat web intertace can be embedded
On your own site.

- RIPEstat Widget APl documentation:
https://stat.ripe.net/docs/widget api

RIPE RIPEstat, MENOG 14

RIPE

NCC

26


https://stat.ripe.net/docs/widget_api

0. Embedding Widgets On Your Own Site

RIPE RIPEstat, MENOG 14

Network load Peers | Peering paolicy | Maintenance

Welcome

Weicome to the AS42093.net Network
On this website you can learn about our network.

In case of emergency you should contact: +31 {0)53 8508812

Network status

There are no network issues at thes moment.

Network Details

Here are some interesting tools that show different information details about our network. The tools are generated by
Rpe.

Prefixes

The table shows every prefix that onginated from our AS in the last week.

number of . Prefixes Addresses

< m IPv4 Prefixes |
« m IPvE Prefixes |

- FEE
AN wm |

2
Zoom outT
Jul Jan Jul Jan Jul Jan Jul
par ALY 20171 AR 202 202 AN 2013

l —

2000 2002 2004 2006 2008 2010 2012
howing results for AS42093 from 2000-01-01 00:00:00 UTC to 2013-09-09
BODEHR TRE™ o °

The diagram shows the average RIPENS Mathop Avatpezan | ETSE I
length of all AS paths seen in the
last week onginating from our AS.

= Mnimum
WEKAX MMV ErS08
Average (no prepending)

AYICC N Yors Coy £
UNX Losdn

PAL Pale A

AN LK LA TN Avriarcen

/

Prefix Count widget

AS Path Length

TN, Sec Meac

OC. L0, Frankh

DOGIE Taspa

NI, e

S Geraen

?év_i%r‘éb’ﬁ?éis for AS42093 from 2013-09-09 08:00:00 UTC to 2013-09-09

widget

This ISP embedded widgets
on Its page.

RIPE
NCC
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0. Embedding Widgets On Your Own Site (/ask)

Tasks:

- Create a simple dashboard page to monitor your network
- Create a simple HTML page

- download the sample page:
https://stat.ripe.net/widgets/menog/widget home.html

- Embed three widgets of your choice
- Make the widget smaller and remove the RIPEstat logo

RIPE RIPEstat, MENOG 14

RIPE

NCC
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https://stat.ripe.net/widgets/menog/widget_home.html

/. RIPEstat Data AP

Using raw data output

- What is the concept?
The RIPEstat Data APl provides the lowest level of access
to data. This data can be fed into custom applications or
just used for scripting.

- RIPEstat Widget APl documentation:
https://stat.ripe.net/docs/data _api

RIPE RIPEstat, MENOG 14

RIPE

NCC
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https://stat.ripe.net/docs/widget_api

/. RIPEstat Data APl (1ask)

Tasks:

- Use your browser to retrieve all announced prefixes for the AS6412
- A simple check on your resource If it IS seen on the Internet:

- Create a simple script using resource-overview or routing-status

RIPE

RIPE RIPEstat, MENOG 14 NCC 30



8. RIPE Atlas

Creating a user-defined measurement

- https://atlas.ripe.net

Ping to 77.244.243.39(boardz.at)
* v4 Ping measurement to boardz.at (#1002494)
Started: 2012-06-12 14:22 UTC

Owner Download the Results

christian.teuschel@ripe.net
Start Date: | 2012-06-12

<«

Probes
Requested: 1 . o
Allocated: 1 Stop Date: | 2013-09-23 #
All probe scncdulmg requests fultilled: yes

Format: JSON s

Costs

Per result: 3.0 credits B Poaiced

Per day: 1080 credits

Arguments
Interval: 240 seconds
Resoive on probe: Yes

Direct download URL:

hitps://atias.ripe.net/apivi/measurement/1002494/result/

RIPE RIPEstat, MENOG 14

RIPE
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9. Create a Nagios check (optional)

- Create a Nagios check using the RIPEstat Data API
- Nagios Is a monitoring tool that supports the development
of custom checks (like other similar tools)

- Result codes for a check show the state:

State

Result Code

Ok

0

Warning

1

Error

2

RIPE RIPEstat, MENOG 14

RIPE
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9. Create a Nagios check (optional

Example of a Python based check:

if args.transit:

transit = args.transit.split(',')
origin = args.origin.split(',"')
nagios_status = 0

origin_errors = 0

transit errors = 0

nagios message = ""

url = "https://%s/data/looking-glass/data.json?resource=%s" % (args.statserver, urllib2.quote(args.prefix, ''))

lookingglass raw = urllib2.urlopen(url)
lookingglass_ json = json.load(lookingglass raw)
if lookingglass json[ 'data call status'] != "supported":
print "WARN: %s is under maintance " % (args.statserver)
sys.exit(1)
for rrc in lookingglass_ json[ 'data']['rrcs']:
for peer in lookingglass json[ 'data']['rrcs'][rrc][ 'entries']:
aspath = peer['as path'].split()
details = peer['details'][0].split()
peer addr = details[0]
nexthop = details[2]
router id = details[3]

if len(aspath) > args.minpath:
if aspath[-1] not in origin :
origin errors += 1
nagios message = nagios message + ( "Origin missmatch %s (%s):
if args.transit:
if aspath[-2] not in transit :
transit_errors += 1
nagios message = nagios message + ( "Transit missmatch %s

if origin_errors == 0 and transit_errors == O:

¥s; % (rrc, peer_addr, aspath[-1]))

(%s): %s; " % (rrc, peer addr, aspath[-2]))

nagios message = "OK: %s Origin is %s " % (args.prefix, args.origin)

if args.transit:
nagios message = "%s and all transits match

elif origin _errors >= args.crit or transit errors >=

nagios_status = 2
nagios message = "ERROR: " + nagios message
elif origin_ errors >= args.warn or transit errors >=
nagios_status =1
nagios message = "WARN: " + nagios_message

RIPE RIPEstat, MENOG 14

%$s" % (nagios_message, args.transit)
args.crit:

args.warn:

RIPE
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