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“Internet routing is open, 
non hierarchical and free”
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“Gossip and hearsay”
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Added Value of Resource Certification 

• A system to verify BGP information
– Automatic

– Near real time

– Easy to Integrate in existing processes

• Tied to data in the registry system
– Regional Internet Registries issue certificates
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Trust
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BGP Update

BGP Update

“Hi, I am AS X and these are my 
addresses”

“Can I trust them?”
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“Hi, I am AS X and these are my
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and
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“This prefix will be
announced by AS X”
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RPKI News

• ARIN released production system!

• RIPE NCC Validator version 2.5

• JUNOS 12.2 added support for RPKI
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New Lirportal Interface
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Number of Published Records
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IPv4 Routing Table
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Source: Eurotransit
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Summary

• Over 1100 members have a certificate

• Almost 900 Route Origination Authorisations
– Cover 10% of the address space

– Validate almost 7500 prefixes

• We need more!
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Added Value

• More ROAs make the system more useful

• Make your BGP decisions more reliable
– Download and install a validator

– Verify BGP updates against the RPKI

• Make routing more secure and stable
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Questions?
www.ripe.net/certification

twitter: #RPKI
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