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About Me! Passionate / Advocate of All Internet
Works, Advances, Researches, Collaborations, etc

 Advisory Council Member of PIR (Public Interest Registry), www.pir.org
 ICANN “Board of Directors” Nomination Candidate 2009-2011, and Fellow www.icann.org
 AKMS (Arab Knowledge and Management Society) “Board of Trustees” Member,

www.akms.org
 ISOC (Internet Society) IGF Ambassador and Global Member www.isoc.org
 ITU Arab Regional Office affiliated Consultant, speaker and presenter www.itu.int
 DIPLO Foundation Internet Governance Fellow www.diplomacy.edu
 DePaul University Security Group, Alumni and International Contact www.depaul.edu
 Member of “Internet 2” www.internet2.edu Middle East Group
 Member of “EUMEDCONNECT 2” www.eumedconnect2.net Middle East Group
 Member of ASIWG “ Arabic Script Internationalized Domain Names Work Group

www.arabic-script-domains.org
 Member of AOIR “Association Of Internet Researchers” www.aoir.org
 Fellow of RIPE-NCC & MENOG “ Middle East Network Operators Group” www.ripe.net and

www.menog.net
 Information Share Award Winner 2007-2009 & Member of ASIS&T “ American Society for

Information Science and Technology” www.asis.org
 Steering Committee Member ACS Arab Computer Society www.arabcomputersociety.org
 Member of EU Communications and Research Association www.ecrea.eu
 Member of IHEOST “Iraq Higher Education Organization for Science & Technology”

www.wmin.ac.uk/iraq-he &  www.iraqhe.com
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Taking Steps Ahead:

IPv6
Internet
Security

 EREN (Emerging Research &
Education Networks)
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IPv6
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Index:
Quick Facts:

 Why?
 Benefits?

RIPE NCC
Some Regional Highlights:

 KSA
 UAE
 Egypt

Conclusions: Answers to your IPv6 key
Questions

What’s Next?

IPv6
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Quick: Why?

IPv4 Depletion Assessment

IPv6
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Quick: Why?

IPv6 Current State Assessment

IPv6
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Quick: Benefits?IPv6
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RIPE NCC

IPv4 Address Poll NOW:

IPv6
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 IPv4 depletion
 Remove any remaining obstacles for IPv6 allocations:

 IPv6 Allocation criteria altered:
 No more requirement for assignments to *others*
 No more requirement for 200 customers

 New End Site definition:
 LIRs internal assignments count as End Site

 LIRs: Plan to make sub-allocations to others or
assignments to End Sites

 IPv6 for End Users
 Get ready for IPv4 endgame
 Sustained IPv4 usage

PDP (Policy Development Process) Issues:

RIPE NCCIPv6
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 Increase IPv6 deployment:
 Easier access to resources
 Raise awareness

 Get ready for IPv4 endgame:
 Minimize depletion impact
 Increased contact with space holders
 Increased efficiency in usage
 Enabling usage of allocated but unused space
 Focus on fairness and responsible stewardship

 Get Involved!
 Address Policy WG Mailing list
 http://www.ripe.net/ripe/maillists/archives/address-policy-wg/
 Policy Announce Mailing List
 http://www.ripe.net/ripe/maillists/archives/policy-announce/

Conclusions:

RIPE NCCIPv6
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IPv6 Strategy:

http://ipv6.org.sa/

Regional Highlights:
KSA:

IPv6
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IPv6 Road Map and Next Steps:

http://ipv6.org.sa/

Regional Highlights:
KSA:IPv6
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Regional Highlights:
UAE:

UAE IPv6 Task Force (Formed in 2005)

www.uaeipv6.org 

IPv6
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Etisalat: Growth & Demands: 17 Countries

Regional Highlights:
UAE:IPv6
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Etisalat: IPv6 History

Regional Highlights:
UAE:IPv6
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Etisalat: IPv6 Roadmap

Regional Highlights:
UAE:IPv6
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Regional Highlights:
Egypt:IPv6

Egypt IPv6 Task Force (Formed in 2004)

www.ipv6tf.org.eg   
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Regional Highlights:
Egypt:IPv6

Egypt IPv6 NREN

www.ipv6tf.org.eg   
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 Start Solid steps to form IPv6
Task Force in your country if
does NOT exits. You can have
assistance from others.

 Participate to WGs, mailing
lists, etc: RIPE, IETF, etc

 Read Best global practices to
prepare your self.

 You can form a local focus /
WG to highlight regional
Internet concerns and Q / A.

 Spread the words. Info.
should NOT stay ONLY on
your HD! “Knowledge” is
Power, & “Knowledge Share”
is Success.

 Start Awareness Campaigns
among your peers.

What’s Next?IPv6

  Some references, NOT limited
to:
1. www.ipv6.eu
2. www.ipv6day.org
3. www.ipv6forum.com
4. www.ipv6.org
5. www.ipv6tf.org
6. www.go6.net
7. www.ipv6.net
8. www.Ipv6ready.org
………..Any Many others!
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Internet
Security
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Index:
DNS Domain Name System:

 Briefing
 Threats and Attacks
 “Cache poisoning” Flaw /April 2008

 Internet Hardening: DNSSEC
 Why?
 Problems
 Timeline: 4 Phases
 Your Organization Strategy?
 Conclusions & What’s Next?
 New Shots: March 2009

Internet
Security
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 DNS is one of the basic building blocks of Internet:
 It converts logical names for resources on the Net to IP
 Is the Internet directory and phone book
 Decides if your site can be reached and email delivered
 Prevents Outages and Provides Redundancy

 DNS have a hierarchical Structure:
 A Root domain (represented by a single dot “.”),
 A set of TLDs , such as .com or .ca, and
 Any number of levels under these TLDs.

Internet
Security

DNS: Briefing
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Internet
Security

DNS: Briefing
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 The original DNS is NOT secure. Vulnerabilities help Attackers to
intercept DNS by faking network packets or gaining access to
servers on network to corrupt and destroy information.
 Forgery: DNS data being returned to your ISP can be forged,

especially easy on a wireless network, so you are transported
where you did NOT mean to go

 Poisoning: DNS data can be modified, causes your ISP cache to
have valid but wrong information on where to go

 Eavesdropping: Can intercept your DNS data and just “listen”
before passing on

Internet
Security

DNS:
Threats & Attacks
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 Transaction IDs (which are supposed to prevent attackers from
assigning their own IP address to any domain) are ineffective as
security measures. An attacker could flood a DNS server with
multiple varied requests for a domain, such as 1.foo.com, 2.foo.com.
As transaction IDs can only be a No.  between 0 and 65535, and the
attacker can launch multiple requests, then the attacker could spoof
a domain by matching ID through chance.

 Once this domain is spoofed, the attacker can flood a Name-Server
with spoofed replies to poison its cache for the domain being
attacked: for e.g. foo.com. Requests for foo.com would direct a user
to a site of the attacker's choosing.

 This vulnerability can be exploited by using multiple vectors of
attack. Web browsers can be forced to look up what the
attacker wants, as links, images and ads can cause a DNS look-up.
Mail-Servers will look up what an attacker wants when performing
functions such as a spam check, or when trying to deliver a
newsletter, or email response.

 Dan Kaminsky warned that it is also possible to pollute TLD: .com,
.net and .org.

Internet
Security

DNS Flaw: “Cache poisoning” of April 08

Discovered by
Dan Kaminsky
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 Confirm the integrity of the information i.e. proof the data has
NOT been modified in transit from the DNS zone publisher (the
registry) to the end-user

 Authenticate the source of the information: providing
something like a “seal of origin”, that can be verified. DNS
response is only considered correct if the attached signature
can be verified. Each domain has a unique signature

 Provide: Defense layers: Multiple defense rings in physical
secured systems and Multiple layers in the networking world

Internet
Security

Internet Hardening
DNSSEC: Why?
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 Complex to implement.
 A lot of debate about the “Root Sign” .
 DNSSEC zone files are very big, and hence loading the

network & slowing the Internet operations as believed.
 When vulnerabilities are found in DESSEC, the large record

sizes would aid any DoS attacks.
 The public/private keys used with DNSSEC can be hacked

with time. So keys should be changed regularly to reduce
compromise risk. Hence Data Confidentiality is NOT provided.

 Authentication is based on the root keys being known. It will
be difficult to regularly change the root keys without
impacting the DNSSEC structure.

 Currently, DNSSEC has a "bootstrap problem"; i.e. people
typically ONLY deploy a technology if they receive an
immediate benefit. To address these challenges, significant
effort is ongoing to deploy DNSSEC globally as the Internet is
so vital

Internet
Security

Internet Hardening
DNSSEC: Problems
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1. Research  2. Early Adopters  3. Commodity  4. Late Comers

Internet
Security

Internet Hardening
DNSSEC: Timeline: 4 Phases

www.nlnetlabs.nl 
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1.    When to Start?
 Sooner or later! Recommended:
 Phase 2: Early Adopters: Universities, research institutions,

ISPs, banks and some top-level registrar
 Phase 3: Commodity: All Organizations even those who do NOT

have their own domain names
 Phase 4: Late Comers: NOT recommended as you will be likely

susceptible to attacks!
2.   What to Start With?

 Enabling DNSSEC on all recursive caching Name-Servers
 Signing the zones on the authoritative Name-Servers
 Update or replace your Resolvers to validate DNSSEC

information from zones already DNSSEC enabled. Many
(commercially) available Resolvers already support DNSSEC

 Once the Resolver infrastructure is in place, you can start
signing your zones and publishing the DNSSEC enabled zones on
your primary name servers.

Internet
Security

Internet Hardening
DNSSEC: Your Organization Strategy?
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 DNSSEC provides trust in DNS responses. NOT everybody has to
participate at once to make DNSSEC work . DNSSEC design allows
starting anywhere within the DNS hierarchy. Organizations can start
now, without waiting for others. The more organizations adopt
DNSSEC, the stronger it becomes.

 Although DNSSEC is complex, there is NO other option in the long run.
 Managing DNSSEC is different from managing DNS. DNSSEC is

becoming easier every day. Appliances are already starting to appear
on the market (including open source initiatives such as
OpenDNSSEC). Tooling is also maturing quickly, rapidly making it
easier to automate many of the harder tasks in DNSSEC. And recently
third parties have started offering hosted DNSSEC.

 To make the Internet safer, DNSSEC should be adopted by everyone.
Thus, organizations must start deploying it. Implementing DNSSEC will
enable an organization to secure its own domain, and to validate DNS
data from others.

 Get Involved! Prepare: Download: Pilot: Educate: Deploy:

Internet
Security

Internet Hardening
DNSSEC: Conclusions

& What’s Next?

www.dnssec-deployment.org  www.dnssec.net 
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Dot-GOV is first signed gTLD, making it the first
operationally active DNSSEC signed zone. For more details
please look at www.dotgov.gov/dnssecinfo.aspx

 Internet 2 JointTechs on DNSSEC. Look at presentations at
www.events.internet2.edu/speakers/speakers.php?go=people&id=80

Microsoft published DNSSEC deployment guides:
 http://www.microsoft.com/downloads/details.aspx?FamilyID=7a005a1

4-f740-4689-8c43-9952b5c3d36f&DisplayLang=en

DNSSEC will be explained in Black Hat event in Amsterdam,
Netherlands 14-15 April 2009. Stay tuned!
https://www.blackhat.com/html/bh-europe-09/train-bh-eu-09-pw-
pn-DNSSEC.html

Internet
Security

Internet Hardening
DNSSEC: New Shots:

March 2009
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 EREN

(Emerging Research &
Education Networks)
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Index:
Quick Facts:

 Why Needed?
Some Highlights:

 Internet 2
 EUMEDCONNECT 2

What's Next?

EREN
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 Provide services still NOT affordable from the
commercial Internet:
 Multicast, IPv6

 Pioneer advanced services and support innovative
network usage

 Enable diverse researchers to collaborate in different
programs

 To let you know of emerging global issues & problems
as of today’s Internet:
 Security, QoS( Quality of service), Addressing

(IPv4, IPv6), The exploding need for URLs, Spam,
etc.

Why Needed?EREN
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212 University Members, 52 Corporate Members, 51 Affiliate
Members, 31 R&E Network Members, 37 State Education
Networks, 50 International Partners,. And Growing

EREN
Internet 2

www.internet2.edu
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EREN Internet 2:
Regional

www.etisalat.ae

ANKABUT NREN : 1st Regional Connected to Internet2

http://www.kustar.ac.ae/ankabut 
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EREN EUMEDCONNECT 2

4000 academic / Research sites connected : ME Region also

www.eumedconnect2.net
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 Explore related websites:
 www.internet2.edu
 www.eumedconnect2.net

 Subscribe to related mailing lists and SIG (Special Interest Groups) to
attend virtual and physical events and updates:
 middleeast-interest@internet2.edu
 nren-sig@internet2.edu

 Download past events to see what hot issues & how to be engaged.
 You can form a local focus or WG to highlight regional Internet

concerns and Q / A.
 Spread the words. Information should NOT stay ONLY on your HD!

“Knowledge” is Power, & “Knowledge Share” is Success.
 Start Awareness Campaigns among your peers.

EREN
What’s
Next?
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Thanks For your Attention

Questions?


