RIPE Network Coordination Centre

Middle Eastern Cable Cuts And
Network Outages

Mark Dranse
RIPE NCC
markd@ripe.net

Menog 3 / April 2008 http://lwww.ripe.net 1


mailto:markd@ripe.net
mailto:markd@ripe.net

RIPE Network Coordination Centre

RIPE Submarine cables

Mark Dranse Menog 3 / April 2008 http://lwww.ripe.net



RIPE Network Coordination Centre

RIPE

—n~cc - RIPE NCC Analysis

e Routing Information Service (RIS)
- Collects BGP data
- 600 peers
- 16 Internet Exchange Points
- http://www.ripe.net/ris

e Test Traffic Measurements (TTM)

- Measures delay and loss
- Stores traceroute data

- Full mesh ~80 nodes

- http://www.ripe.net/ttm

5 Dm%é J N\. Ti:iz()OBTerraMetrics,NA Terms of Use |3
e DNSMON - http://dnsmon.ripe.net - Monitors 200 DNS servers
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RIPE - -
—nce - Prefix view - Global

Prefix count from RIS

270000

268000 A
30 january, 04:30 and 0:800
266000 - FLAG FEA seg D + SEA-ME-WE4
cuts

264000 A
w 262000 -
T 260000 -
e
Q
#* 258000 A

256000 -

254000 A 1 February 05:59
FALCON seg 7a cut

252000 A

250000 v J v L\ L} A L T T T T T T
1/6/08 1/9/08 1/12/08 1/15/08 1/18/08 1/21/08 1/24/08 1/27/08 1/30/08 2/2/08 2/5/08 2/8/08 2/11/08 2/14/08
0:00 0:00 0:00 0:00 0:00 0:00 0:00 0:00 0:00 0:00 0:00 0:00 0:00 0:00

e Total RIS prefixes indicates global reachability

e Cable cut/fix times show no significant changes
- Globally, only a small percentage of ASs affected
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RIPE - - .
—nce - Prefix view - Local country view

Relative #prefixes per country

— Kuwait
Pakistan
Bangladesh

- Lebanon
Saudi Arabia

- Sudan
India
Arab Emirates

- Iran

Repalrs completed
(approximately)
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0.40 - cable cuts

0.30 . T 3

1/15/08 1/18/08 1/21/08 1/24/08 1/27/08 1/30/08 2/2/08 2/5/08 2/8/08 2/11/08 2/14/08
0:00 0:00 0:00 0:00 0:00 0:00 0:00 0:00 0:00 0:00 0:00

e Egypt, Sudan and Kuwait see up to 40% visibility drop
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AS path changes
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AS path changes (aggregated)

S

Repairs completed (approximately)

FALCON-cable-cut

SEA-ME-WE-4 and FLAG cabel cuts

100.00%

200:00:80.L72-20-8002
Z00:00:80102-20-800Z
Z00:°00:80161-20-8002
200°00:80.18T-20-8002
200:00:80141-20-8002
Z00:00:80191-20-800Z
Z00:00:80151-Z0-800¢
200:00:801v1-20-8002
Z200:00:801E1-20-800C
Z00:00:80121-20-8002
Z00:00:80L1T-Z0-800C
Z00:00:80101-Z0-8002
200°00:80160-Z0-800Z
Z200:00:80180-20-800Z
Z200:00:80.1£0-20-800Z
Z200:00:80190-20-8002
200:00:80150-20-800Z
Z00:00:801v0-Z0-800Z
Z00:00:80.1£0-20-8002
200:00:80120-20-800Z
200:00:80.LT0-20-8002
Z00:00:80L7€-10-800¢2
Z00:00:80.10£-70-800Z
Z200:00:80162Z-10-8002
Z00:00:8018Z-10-800¢
Z00:00:801£2-10-800¢
Z200:00:8019Z-10-8002
Z00:00:8015Z-10-800Z
Z00:00:801vZ-10-800C
Z00:00:801EZ-10-8007
Z200:00:80122Z-10-800Z
Z00:00:80112Z-10-800Z
Z00:00:8010Z-10-8002
200:00:80161-10-8002
200:00:80181-10-800Z
Z00°00:80L£T-10-8002
Z00:00:80191-10-800Z
Z00:00:80.1ST1-10-800Z
Z00:00:80.LpT-T0-8002
Z00:00:801E1-10-800Z
Z00:00:80121-10-800¢
Z00:00:80L1T-10-8002
Z00:00:80101-10-800C
Z00:00:80160-10-800Z
Z00:00:80180-10-8002
Z00:00:801£0-10-800Z
Z00:00:80190-10-800Z
200:00:80150-10-8002
Z00:00:801v0-10-800Z
Z00:00:801£0-10-800Z
Z200:00:801Z0-10-800Z

Z00:00:80.1T0-10-8002

- Distinct AS paths

AS path changes -

http://www.ripe.net
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AS path changes

e Average AS path length changes

NCC

RIPE

- Increases by 9% (~0.5)
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Repairs complet

FALCON cable cut

41 A
SCATITCTVWES alilu TEARO CauTi LulsS

CEA ME AME 4

200:
200-
Z200-
Z200-
Z00:
200
Z00:
Z00:
200:
Z00:
Z00:
Z00:
Z00:
Z00:
200

Z00:

Z00

Z00:
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200
Z00:
200:
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Z00:-
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Z200:
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200:
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200:

200:
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00:
00+
00-
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00:
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00:
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00:
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00!
00:
00:
00:
00:
100!
00:

00:

00:
00:
00:
00:
00:
00:
Z00:00:
00:
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00:
00:
00:
00:
00:
00:

00:

00

Z00:00:
00:
00:
00:
00:
00:
00:
200:00:
00:

00:

BOLIZ-Z0-800Z
B0L0Z-20-800Z
80161-20-8002
80.181-20-800Z
80141-20-8002Z
80191-20-800Z
801S51-20-800Z
80.Lv1-20-8002
S0.LE£T-20-8002Z
80.1Z1-Z0-8002Z
80L11-20-8002
8010T-20-8002
80160-20-800Z
80180-20-800¢
801£0-20-8002
80190-20-800¢
80.150-20-8002Z
80.1p0-Z0-8002

80.1£0-20-8002Z

‘B01Z0-20-8002

801T0-Z0-8002
80LTE-10-8002
8010£-70-8002
8016Z-10-8002
80.18Z-10-8002
80.1£Z-T0-800Z
8019Z-10-8002Z
8015Z-10-8002
80.1vZ-10-8002
801£Z-10-8002
801ZZ-10-8002
8011Z-10-800C
8010Z-10-8002
80161-10-800Z
80181-10-800Z
80.LL1-10-8002
80191-10-8002Z
80.1ST-10-800¢
801v1-10-800Z
80.1E1-10-800Z

80.LZ1-10-800Z

‘80LT1T-10-8002

80.101-10-8002
80.160-10-800Z
80.180-10-800Z
801£0-10-8002
80190-10-800Z
80150-10-8002
801+0-10-8002
80.1£0-10-8002
80120-10-8002

80.110-10-8002Z

Distinct AS paths

average AS path length

ipe.net

r
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1. DNSMON Observations
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RIPE Network Coordination Centre

RIPE

—n~ce - Observations from DNSMON

IPv4 Unansvered Queries (AVERAGE) measured at tt138.ripe.net [14:00 28.01.2008 - 13:59 11.02.2008 UTC]

—
#®
~—
™
o
T
o
-
v
LU
-
-
v
=

<
=
L4
—
LY
F
v
=
T
=
=
Y-
o
w
2
T
o
w
o=
T

e Individual DNS server outages quite normal
e ALL queries dropped indicates testbox issue

Mark Dranse Menog 3 / April 2008 http://www.ripe.net



RIPE Network Coordination Centre

RIPE

—n~cc - DNSMON - K-root anycasting

Local Node

e K-Root local node instances: Qtel (Doha) and EMIX (UAE)
- Local nodes, routes should not be propagated
e DNSMON stores instance data (id.server)

Menog 3 / April 2008 http://www.ripe.net 10
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RIPE

—n~ee . DNSmon

k.root instance vs tine - tt121 AHS-IX - SARA Science Park, Ansterdan, NL

————— AMS-IX probe chose
ot ket | First cut [ ’l Repair ; EMIX (UAE) K node for
R DNS

o Ficinkorinaonet | )

k2.bix.koripo.net | : Proves EMIX was visible
k2.nix . k.ripe.net i

" kz.m:.x.t.r.ipe.net - - ]
e i | - Slower response times
k2.cern.k.ripe.net [ i

ki.cern.k.ripe.net

A, f suggest congested
itk etpeones | ; backup links

ki.nap.k.ripe.net
UNREACH

L L 1 " " 1 n " 1 " L L 1 L " 1 " " 1 L
81/22 81/25 81/28 81/31 82/83 82/86 82/89 82/12

Caused by unintentional
oe K.root-servers.net query response tine - tt121.ripe.net - AHS-IX Ieak _ prefe rred d ue to
: prepending

8.6

8.5 r

8.4 r

8.3 r

response tine {seconds)

8.2 r

a.1

0 Holar i P : )
81/22 81/25 81/28 81/31 82/03 82/06 82/09 82/12 82715
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2. Unreachable Prefixes
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Unreachable prefixes

30/1 @ 10:38 >

N a s

# 474/1540 2008-01-30 10:38:49 Path Change from
rrcl5 200.219.130.10 to

RIPE Network Coordination Centre

BGPlay: changes to prefix 196.20.62.0/24 from 2008-01-30 00:00:00 to 2008-02-12 00:00:00 UTC

19089 4230 701 6762 8452 20484
19089 3549 6762 8452 20484

AS29686 PROBENETWORKS-AS Probe Networks

12976
4608

12211853
12859 29222

30844 702

20
3741637

4637 _\
13645

39202 26943

9080

N

12989

34225 N\ 5413

6706

... 8928
3434702

20965 g468
25091

3352

5588
39792 20032 1239
12676 "\ \' 174

289176320 3356

“°°\

6695 25512

6908 30890 3333 15412

5430 34215

34102
3327 2516

1103 24783303
34245841

22548

16735///

12956
4589‘8359

6830

2497

\
5511
8881

7 8167
6067

i4f61 91{3 23393 3561
| A sdeh // 4230 \\\
218 7575 19089
\
10910

6939
12793

31477 ~
8447

7~
701 35497 13237 22691

27664

30132
24730

12124 S0

31283

4436
27319

25232 12731

19151
6453

12399
20562

16034

8596
12480

33970 —29073

20484

(<step ) (b (step> ) (

) \"Redraw ) @ Skip Reannouncements (New Query‘) | Analyze current path change')

e Some hours after the cut, this /24 in egypt is still reachable

Mark Dranse

Menog 3 / April 2008
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Unreachable prefixes

30/1 @ 10:41 >

e A few minutes later, the prefix disappears

el a

# 732/1540
rrcll

RIPE Network Coordination Centre

BGPlay: changes to prefix 196.20.62.0/24 from 2008-01-30 00:00:00 to 2008-02-12 00:00:00 UTC

2008-01-30 10:41:52
198.32.160.95

Route Withdrawal ( 27319 22691 12124 10910 3561 1239 6762 8452 20484 )

AS29686 PROBENETWORKS-AS Probe Networks

12976
4608
12211853
12859 29222
30844

9080
12989

6706 34225 5413
39202 26943
1103

20485 . 8928
3434702

820 15703 20965 g468

29686 5588 25001

29208 31323
1273

6881 289176320
12350 5606 5400

39792 50932 1239
12676 174

1299 3356

29636 9009

6695 25512
6908 30890 3333 15412

25560 5430
8966

34215 8365

3257
156831692

20640

34102
3327 2516
497 4589

701 3549 13237 22691

16735

12956 /8359

5511

8881
8167 27664

6067
14361 /9143 23393 3561

4230 30132

29147575 19089 24730

6939
10910
12793
16186
4436 31477 12124

8447 57319 31283

25232 12731

19151
3320 12399

645350562 16034
8596

33970 29073

12480

l< ) (<step ) » (step> ) ( > ) (Redraw ) W Skip Reannouncements ( New Query ) ( Analyze current path change )

Mark Dranse

Menog 3 / April 2008
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RIPE

__NccC

Unreachable prefixes

aYala

# 843/1540 2008-02-05 10:58:40
rrc00 193.136.5.1

from
to

Path Change

RIPE Network Coordination Centre

BGPlay: changes to prefix 196.20.62.0/24 from 2008-01-30 00:00:00 to 2008-02-12 00:00:00 UTC

1930 20965 3356 6762 8452 20484
1930 20965 1299 6762 8452 20484

AS29686 PROBENETWORKS-AS Probe Networks
2008-02-12 00:00.0 12976
4608

12211853
29222

702

20637

3741
12989 46377

34225 5413 ~~ 13645
\ 39202 26943
P

1103 8958
N34347:02 -

20965 g2
25091

12859
30844
9080

6706

|
342450419

5588

39792 2093{
12676 __

5/2 @ 10:58 >

5400

6695 25512

6908, 30890

O

3333-15412 *—

6830

34102
3327 2516

2478:3303

22548

16735///

12956
12497 4589/ %7%°
/X
5511

8881

8167 27664

6067

14361 /9143 23303 3561

30132

6939 24730

10910

12793
31477 16186

8447

12124

27319 31283

&,
701—3549/ 13237 22691 21318

25232 12731

19151
12399
645350562

8596
12480
/ 33970-——-29073

762 __,._——-3292

16034

20484
S

v‘<smp ) > ( step> )(

e The prefix reappears momentarily

- Manual configuration changes?

k) \_‘ Redraw | @ Skip Reannouncements (' New Query“) [ Analyze current path change ")

Mark Dranse Menog 3 / April 2008
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RIPE Network Coordination Centre

RIPE -
—nce Unreachable prefixes

Y ar o

f ) BGPlay: changes to prefix 196.20.62.0/24 from 2008-01-30 00:00:00 to 2008-02-12 00:00:00 UTC
# 1161/1540 2008-02-10 14:56:10 Route Announcement 3333 12859 6461 6762 B452 20484

rrc00 193.0.0.56

AS20484 YALLAONLINE Yalla Online Autonomous System

12976
4608 6830

12211853
29222 102 16735

34
12859 3327 2516 12956

10/2 @ 14:56 > i rao7 458978359

2080 12989 .
8881
6706 34225 5413 g167 27664
39202 26943 6067

1103 P 14361 3561
20485 8928 L

3434702 4230 30132

25462 ..
820 15703 20965 g468 2914 7575 19089 co39 24730
29686 5588 25001 10910

7018 12793
29208 31323 39792 20932 1239 4436 31477 12124 16186
1273

12676 174 8447 57319 31283

1299 3356 701 3549 1323722691
6881 289176320 s
e 12731
5606 5400 -
390 12399

B~ 645350562 16034
3333 15412 8596

25560 5430
8966

29636 9009

6695 25512 6908

12480

34215 gaec 33970 29073

3257
156831692

20640

< ) ( <step ) | b ( step> ) <,; >|  > \'Redraw ) @Skip Reannouncements | New Query | | Analyze current path change',l

e First signs of full recovery
- route announcements begin to arrive at RIS peers

Mark Dranse Menog 3 / April 2008 http://www.ripe.net




RIPE Network Coordination Centre

RIPE -
—n~ce  Unreachable prefixes

SESNS) BGPlay: changes to prefix 196.20.62.0/24 from 2008-01-30 00:00:00 to 2008-02-12 00:00:00 UTC
# 1331/1540 2008-02-10 15:34:29 Route Re-announcement 25462 3549 6762 8452 20484

rrc03 195.69.145.216
AS29686 PROBENETWORKS-AS Probe Networks

12976
4608 6830

10/2 @ 15:34 > 12211853 2 16735

3410
12859 29222 3327 2516 12956

/8359
30844 2497 458\9

9080 \ Asﬁ
6706 34225 N 5413 ! 606{ gz, 27664
1103 14361 /9143 23303 3561

20485 1 igp 8928
/25462 4230 30132

8220 15703 20965, g468 2 S \7575 19089 " 24730
29686 6939

25091 \
- 10910
\ A\, 12793/
29208 31323 39792 20932“ . 12124 $hase
29636 \ ’
636 9009 N\ 12676 __ 27319 31283

1273 ,
1299
6881 289176320 N 25232
12350 5eoe 5400 \ 12731

\ \ | 4 12399
0 1L (L ! 16034
6695\ 25512 6908, 30890

\ ‘ 8596
\ 12480

33970—29073

) > ( step> ) t >l ) (Redraw'l @Skip Reannouncements tNew Query") | Analyze current path change)

e Prefix is now visible to all RIS peers again
- But was gone for 11 days

Mark Dranse Menog 3 / April 2008 http://lwww.ripe.




RIPE Network Coordination Centre

RIPE -
—nce Unreachable prefixes

Clobal & Local rank evolution for: 8452->20484
Global & Local rank evolution for: 8452->20484

‘ Update

[T

L

# prefixes
r (%) w w <N
o w (o] w o

[
w

[
o

5

—————

; 1) -
29-Jan-2008 (12:00:00) 29-Jan-2008 (18:00:00) 30-Jan-2008 (00:00:00) 30-Jan-20[$[06:00:0f0) 3012:00:00) 30-Jan-2008 (18:00:00)

Date

- [Rank — gRank CUtS

e Conclusion:
- All 50 prefixes changed path, or lost connectivity
- Change not aligned with cuts - probably manual intervention
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3. Route visible, no traffic

Mark Dranse Menog 3 / April 2008 http://www.ripe.net 19



RIPE Network Coordination Centre

.‘ Bidirectional measurements of:
. * Delay

. e |oss

' oo itter

v

e Traceroute

Amsterdam Q Q Frankfurt

4 S d S

Mark Dranse Menog 3 / April 2008 http://www.ripe.net 20
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!

~Wep | Setellie | Hybrid

Al Kuwayt
Kuwalt &5 *

‘-

™~

.

& : & R Ad [ amms
=S Buraydah ? @
L i [
’ Vs ‘ Muha raq
P W

Bahrain

Dubai}
- s
P

Abu Dhabi

A." Rlyad \

% United Arabl 3
Emirates) = : Masqat

~ " E - -
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BGPlay: changes to prefix 196.20.62.0/24 from 2008-01-30 00:00:00 to 2008-02-12 00:00:00 UTC

732/1540 2008-01-30 10:41:52 Route Withdrawal ( 27319 22691 12124 10910 3561 1239 6762 8452 20484 )
rrcll 198.32.160.95

AS29686 PROBENETWORKS-AS Probe Networks

JaQI 29

. _‘um\m\-‘ i ,‘-.' -15_'.,‘-\" L ‘?:3
C kMg —J».II o5 3

B, 7 B

Jan31 Feb02 Feb04 Feb 06
Time [month day]

w
o

L
(4]
Number of hops

Feb08 Febl0

2008-02-12 00:00.09

9080
6706

15703

29208
29636 9009

6881 15350

5606
6695 25512

25560
8966

34225

20485

31323
1273

12976
4608

12211853

12859 29222

30844

34102
3327 2516

6830

12956

2497 4589

pag7s 34913216

12989
5413

39202 26943

1103 8928
3434702

20965 g468
5588 25091

39792 50932 1239

12676 174

1299 3356

5400

289176320

6908 30890 3333 15412

5430
34215 8365

3257
156821692

20640

14361 9143 3561

4230
25462 3814 7575

23393
30132

19089 24730

10910
12793

6939

16186

31477 12124

31283

4436

27319
13237 22691

701 3549

Jois, 532 50
3320 12399
645350562

8596
29073

16034

12480
33970

- 5
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RIPE Network Coordination Centre

RIPE

—nce  Visibility - 1st Feb 2008

Start of query interval

AS4608 APNIC-AP Asia Pacific Network Information Center, Pty. Ltd.

%16:53:40

34245 6881

701 3919332712676
/ py /15756-1 12695
1209 e

/ 31477 14361
e 34102

27664

- 43013 Mso

=

< step » step > Redraw i_l Skip Reannouncements New Query Analyze current path change

e Prefix was constantly announced from 30th Jan to 10th Feb

Mark Dranse Menog 3 / April 2008 http://www.ripe.net 23




RIPE Network Coordination Centre

RIPE .
—n~cc - Conclusion

e Traceroutes reached Teleglobe

- Prefix probably originated from their router in London
- irrespective of link to Bahrain

- Cable cut didn’t trigger a withdrawal
- Presence of a route does not imply connectivity

Mark Dranse Menog 3 / April 2008 http://www.ripe.net 24
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4. AS path re-routes

Mark Dranse Menog 3 / April 2008 http://www.ripe.net 25



RIPE Network Coordination Centre

RIPE

—n~cc - BGP Rerouting - Bangladesh

e A /23 originated from Bangladesh

(8 & & BGPlay: changes to prefix 202,65.10.0/23 from 2008-01-27 07:31:00 to 2008-02-02 15:31:00 UTC
# 146/4272 2008-01-30 04:30:56 Path Change from 8434 2119 702 17494 17469 17641
rrc07 194.68.123.66 to 8434 2119 3257 10026 10026 9237 9237 9237 9237 17975 17469 17641

AS702 AS702 Verizon Business EMEA - Commercxal IP service provider in Europe

[:' 20202 1S3l ] \ ‘ \ 8506 7018 \’l TZET
468 16150 12859 12956283

i l / 30132
31477 |\ I \ 9637 12350 14361
3561
3549 NS 34997

9009 |
=3 ,\ , 29686 3320 286 34245 ks
\ 69324875 /

\
12989 \ €320 | y 24785
8419 ‘ 701

3352 \ / ‘
4436\ i '/ 391968468 29636

30/1 @ 04:30 >

3856

— W

-

( 1< ) (<step ) » (step> ) ( > ) (Redraw ) W Skip Reannouncements
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e Most routes now going via Singapore and Hong Kong

Ny N BGPlay: changes to prefix 202,65.10.0/23 from 2008-01-27 07:31:00 to 2008-02-02 15:31:00 UTC

# 1237/4272 2008-01-30 12:40:22 Path Change from 20932 3356 7473 17494 24122 17641
rrc02 194.68.129.117 to 20932 3549 3491 17927 17469 17641
AS702 AS702 Verizon Business EMEA - Commercial IP service provider in Europe

ho0s 0203 153109 e v

e 16153 12%;\59 , / ‘ / /A/
i \ /

\ W \\3561 \ ////// \

9009 \

16034
\
12989

14361

\ 693?4875

6320\
8419

3332 4436

\
15703 e

33970

12:40 >

e ————————————————————————————— — E—————————————— ———

( 1< ) (<step ) » (step> ) ( > ) (Redraw ) W Skip Reannouncements ( New Query )
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—n~cc - BGP Rerouting - Bangladesh

W\ 29th Jan

17975

Local rank evolution for; 702->17494
Local rank evolution for: 702-> 17494

65534

r— ’
- 1 p o \’r,_A_I
i

N\ 4 30th Jan

17975

# prefixes

17494

65534
/3856 24122
NG
= 17469 N
’_HI \\ y

T 08-Feb-2008 (18:00:00) 09-Feb-2008 (00:00:00) 09-Feb-2008 (06:00:00) 09-Feb-2008 (12:00:00)
Date

Fix — IRank 2\ /4 8th Feb

17975

e Path outage at 0430, prior to FEA cut
e \We assume this link uses SEA-ME-WE4
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BGP churn

NCC

RIPE

0
)
=)
c
m
£
%)
L
L
m
o
n
<

Average path
length increase

‘80172-20-8002
*8010Z-20-8002Z
‘B0161-20-8002
‘80181-20-800¢
‘801LT-20-800Z
‘80191-20-8002
*801S1-20-800Z
‘80Lp1-20-8002
‘801E1-20-8002
*B0LZ1-20-800Z
‘80LTT-20-8002
‘80.10T7-20-800Z

:00:80160-20-8002Z
:00:80180-20-8002
‘00:80.1£0-20-8002
‘00:80190-Z0-8002
‘00:80150-20-800Z
:00:801¥0-20-8002
‘00:801£0-Z0-8002
‘00:80.120-20-8002
‘00:80410-20-800Z
‘00:80LTE-T0-800Z
‘00:8010€-10-8002
:00:8016Z-10-800Z
‘00:80182-10-8002
‘00:801£Z-10-8002
‘00:80192-10-800Z
‘00:801SZ-10-8002
‘00:80L1pZ-70-8002
‘00:801£2-10-8002
‘00:801ZZ-10-8002
‘00:80L1Z-10-800Z
:00:8010Z-10-800Z
‘00:80161-10-8002Z
‘00:80181-10-8002
‘00:8014T-T0-8002
‘00:80191-10-8002

‘00:801ST-T10-8002

‘801+1-10-8002
‘BOLET-T0-8002
‘B01Z1-10-800¢
‘80L11-10-800¢
‘8010T-10-8002
‘80160-10-800Z
*80180-10-8002Z
*80.£0-10-800¢
*80190-10-8002
‘80150-10-8002
‘801+0-T0-8002
‘801€0-10-8002
‘801Z0-10-800Z

‘80110-10-8002

= Distinct AS paths

avg AS path len

e Prefixes usually announced in batches

e Multiple different announcements seen per prefix set

ipe.net

r

:[lwww

http

12008

Menog 3 / Apr
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—n~cc BGP churn

e Before outages: Two primary transits

06060 BCPlay:Ehanges to prefix 82.1 4.0/18 from 2008-01-29 00:00:00 to 2008-02-05 00:00:00 UTC

# 193/11061 2008-01-30 04:03:23 ute Re-announcemégt
° M rrc05 193.203.0.91
any AS30132 ISC-AMS1 ISC, Amsterdam, Netherlands

updates °

/
29222 34726

3320

8331
2892

7
27664 39912 5397

/ 34102
3303 20485

3216 34245

24963

15756 8359 16186
34347 34997 '\ 34948

2891 |
31283
|
1299- - 20965

- -

26767 4637

30/1 @ 04:03 >

-

(< "‘) ' <steprll > [ step> » >3 (_v Redraw ) | Skip Reannouncements ( New Query .)
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BGP churn

e First signs of rerouting

RIPE Network Coordination Centre

e Total of 10k messages recorded in 90 hours

o\ NN

BGPlay: changes to prefix 82.178.64.0/18 from 2008-01-29 00:00:00 to 2008-02-05 00:00:00 UTC

# 249/11061 2008-01-30 08:23:45
rrcld 198.32.176.10
AS30132 ISC-AMS1 ISC, Amsterdam, Netherlands

Route Re-announcement

14361 3491 8529 28885

3320

25091

8331

39637 27319 59322

24785 / /
3303 20485
296368468 4589 /
1
20640
a 39196
12793
N 6695
8447
A Y
13645
24875
6067

39792
6667

\

/
34726

34102

3216

20932

8437

28929 1257
>

27664 39912
31477

702 30126

5392 22691 LA

2200
28895 2914 1,29 e
1273

12350

34245
24963

16186
34948

1
31283
1

15756 -8359

34347 34997

28917 3561

_ .1299- - 20965 £ '

30/1 @ 08:23 >

34215

12695
24730

12956 8167

10429

\
22548
24753

-

i

) (<step ) »

Y &> € Redraw ) || Skip Reannouncements ( New Query )
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BGP churn

RIPE Network Coordination Centre

e Many peers switched from one transit to the other
e AS paths become longer - average path length increases

2Nala

lay: changes to prefix 82.178.64.0/18 from 2008-01-29 00:00:00 to 2008-02-05

00:00 UTC

BGP

# 1802/11061 2008-01-30 15:59:55 te Re
rrcl3 193.232.244.60

AS30132 ISC-AMS1 ISC, Amsterdam, Netherlands

Route Re-announcement

0: 0
34102 3216 3549 3491 8529 28885

2008-02-05 000004

261 3320

/”‘\<:\\
25091 8331

/
39637 27319 59222 34726

7857

3303. 20485

39196 //

29636%568 4589
48

, 20640
3
2 6695
8447 N
13645
24875 —\

20932

8437
1257

1103 30126

12350

1477 8289

< 28805 2200

34245"*:5—‘—ff“‘ 1273 T —
\\ o
249635 i’\
,/>1575§\8359\\\\ b
234347 —N 4
: 28917 o

16186 L

48
g 1

9686 A 283

6067

3979%/ 16243

6667

\
129920965+ 46461

8402

3257

t/3356

-

( |< )r'<smpr)

) (step> ) (>

) ( Redraw ) ! Skip Reannouncements ( New Query )
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BGP churn

e Seven hours pass, anther different path

oM N

# 3611/11061 2008-01-30 23:39:27 Path Change
rrcl3 193.232.244.82 to

from 20483 12976 3327 174 7473 24493 8529 28885
20483 12976 3327 3491 8529 8529 8529 8529 28885

RIPE Network Coordination Centre

BGPlay: changes to prefix 82.178.64.0/18 from 2008-01-29 00:00:00 to 2008-02-05 00:00:00 UTC

AS30132 ISC-AMS1 ISC, Amsterdam, Netherlands

e f-02

3320

25091 8331

/
39637 27319 29222 34726

24785

29636 3216

30/1 @ 23:39
30/1 @ 15:59
30/1 @ 08
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41692
8928 v\ 12976 3
\
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. 2 33 4 // 30012 v v 20483
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27664 39912
34102 /™ 3{;77

— — \
3468 4589 3303 20485 / ——_K—zasgs 2014 —— 2200
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TS 24063
N\

5392 702 1103 30126
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\ 12779
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BGP churn

e Another day, another routing state

2 Nara

RIPE Network Coordination Centre

BGPlay: changes to prefix 82.178.64.0/18 from 2008-01-29 00:00:00 to 2008-02-05 00:00:00 UTC

# 5898/11061 2008-01-31 15:44:01 Path Change
rrc02 194.68.129.132 to

from 39196 3491 8529 8529 8529 8529 8529 8529 28885
39196 5511 6762 8529 28885

AS30

R-02

132 ISC-AMS1 ISC, Amsterdam, Netherlands
—=t 3320
=

20932

25091 8331

39637 2731934722

24785 34102 T~ 31477

’//;:68«4539 3303 20435—7L_-
et

/29636— 3216.

34726

39196

3549 / 2/95'sei

28929
®
27664 39912

NN

8402
8437
1257

30126

5392 702 22691 1103

8289\
L I
— 1273
/ \\

12350
2200

16186
34997 34948

: _lszss\isasg\
=34347 N2
: 28917 g

’/

=1

]
\‘ 31283
, A\
S~ 1299——-2096§<’ 6461\ —=!
1930 o433

-
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) ( Redraw ) [ Skip Reannouncements ( New Query )
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—n~xce - BGP churn

ICRay thanges ! whx 32 176.64.0) L5 " a 8-01-29 0« 1o 204
# 193711061 2000-01-3C 04:03:23 Route Re-anihcuncement 13237 3491 0529 28885
rred5  193.203.0.%91
ASI0L32 ISC~-ANSL 18C, Ansterdam, Netheslands

® EXpIOSiOn in BGP aCtiVity . e ) Ces ' ~ »| ) ( Redaw | L Skip Reannouncemens | New Query
e Distinct AS paths double
- Average AS path length increased by 20%

e Constant high rate of changes
- Uncertain if BGP ever converged or if the routes were usable?
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RIPE .
—nce  Credits

e Routing Information Service (RIS)
- http://www.ripe.net/ris

e Test Traffic Measurements (TTM)
- http://www.ripe.net/ttm

e DNSMON
- http://dnsmon.ripe.net

e RIPE NCC Information Services
- http://is-portal.ripe.net

e Full analysis

- http://ripe.net/projects/reports/2008cable-cut
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Questions?

Mark Dranse Menog 3 / April 2008 http://www.ripe.net 38



